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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OK-2 CrocoOHOCTh aHaIMW3UpPOBAaTh OCHOBHBIE ATambl W 3aKOHOMEPHOCTH HCTOPHUYECKOTO Pa3BUTHS
Poccun, €€ mecTo u posib B COBPEMEHHOM MUPE B LENAX (OPMUPOBAHUS IPaskJaHCKON MO3UIMH U Pa3BUTHUS

naTpuoTH3IMa

[TK-25 CriocoOHOCTh OCYIIECTBIATh MOUCK, AHAJTU3UPOBATH M CUCTEMATU3UPOBATh HAyYHYI0 HH(OPMAIIHIO,
OTEUECTBEHHBIN U 3apyOE)KHBIH OMBIT MO TEME UCCIICAOBAHHS

1.2 Bunp! u 3a1aun mpo¢eCcCUOHATBLHOMN NeITETBHOCTH 110 UCITUTUIHHE:

- HAYYHO-UCCJICAOBATCIILCKAA

- cbop,

W3y4eHHue,

CHUCTEMATH3alusa Hu

00001IIeHNEe HAyYHO-TEXHUYECKOW HWH(POpPMaIUH,

OTEYECTBEHHOTO M 3apyO0eXHOTo OmbITa IO TpodiieMaM HH(POPMAITMOHHO-aHATUTHYECKOM
paboThI ¥ 00ecedeHHs 3aUThl HHPOPMaIUN

- aHaJIu3

MH(POPMALMOHHO-TICUXOIOTHYECKOTO

MMPUKIAOHBIX

npobiem
obecrieucHus

MH(POPMALMOHHO-aHAIUTHYECKOTO 51
[IPAaBOOXPAHUTEIILHON  JIEATEIIBHOCTH,

3anUThl HH(pOpMaLKU 1 obecneueHust 6e30MacHOCTH MH()OPMAIIMOHHBIX TEXHOIOTUN

- pa3paboTKa 3a/laHuii, IJIAaHOB, IPOTPAMM TPOBEACHHUS MPHUKIIAAHBIX HAYYHBIX WCCIICIOBAHUN U
TEXHUYECKHUX Pa3paboToOK
- TIPOBENICHHE YKCTIEPUMEHTOB IO 33JaHHBIM METONKAM

- BBIIMIOJIHCHHUC MPUKIIAJHBIX HAYYHBIX PICCHGIIOB&HPIFI, noAroTOBKAa OTYCTOB, JOKJIAd0B

1.3 B pe3ynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIUXCsl TOJMKHBI ObITH COPMUPOBAHBI CIETYIOIIHNE

KOMIIETEHIUH:
O0001IeHHBIC TPYIOBBIE Kon n HanmeHnoBaHue
(hyHKUMY / TPYAOBBIE komriereHimu @I'OC BO,
(GyHKUMY / TPYyAOBBIC U HEOOXOIMMOM ISt 3HaHUs U yMEHHs, HeOOXOAUMBIE A1 POPMUPOBAHUS
npodeccroHaIbHbIC (hopMHpOBaHUS TPYAOBOTO TPYAOBOTO ACHCTBHA / KOMIIETCHLIUU
JeiicTBus (py HaTU9IUU WK Ipo(ecCHOHATBHOTO
npodcranaapra) nefcTBUS

OK-2 CnocobHOCTB
aHAJIM3UPOBATH OCHOBHBIE
3Tarnbl ¥ 3aKOHOMEPHOCTH
HMCTOPUYECKOTO Pa3BUTHS
Poccun, e€ mecto u ponb B
COBPEMEHHOM MUpE B IIEIIX
dhopmupoBaHUs
rpakIaHCKOM TO3ULIMU 1
Pa3BUTHS NATPHOTU3MA

3HaeT ¥ MOHUMAET:

MPOIIECC CTAHOBJICHUS CUCTEM 3allUThl WH(POpPMAIUU B
MHUpE; COCTaB, OCHOBHBIC HAIPAaBICHUS ACSITEIBHOCTU U
OCOOCHHOCTH  (PYHKITMOHHPOBAaHUS OPTaHOB 3alllUThI
nH(pOpMAINK;, TEHACHIMU W TICPCICKTUBBI Pa3BUTHI
cucreM 3amutel uH(popMaruu B Poccum u Bemymux
3apyOCIKHBIX CTpaHaX

YMeet (criocoOeH IPOIEeMOHCTPHUPOBATH ):
MPUMEHSTH MOJIyYCHHBIC 3HAHUS B IPAKTHYECKON padoTe;

WCIIONB30BaTh  3apyOCkKHBIM ONBIT MpH  pa3paboTke
KOMITJICKCHON CHCTEMBI 3aIlUThI HH()OPMAITHH.

Baapgeer:

Brmameer:  cBegeHMSMH O COBPEMEHHOM  OIIBITE

OpraHM3alliyd CUCTEM 3alUTHl MH(POPMAIHN; MPaBOBBIX
OCHOBAX 3aIUTHl HH(POPMAITUH.

[TIK-25 CriocobHOCTD
OCYIIECTBIISATh ITOKCK,
aHAM3UPOBATH U
CHCTEMaTU3UPOBATh
Hay4YHYIO HH(POPMAIIHIO,
OTEUECTBEHHBIN U
3apyOEIKHBIN OIBIT 110 TEME
HCCIIEIOBAHUS

3HaeT ¥ MOHUMAET:

MPaKTHYECKYI0  3HAYUMOCTh  HOPMATHBHO-TIPABOBBIX
JIOoKyMeHTOB P® u mupa; crocoObl ¥ METOAVKHU MOUCKA
nH(popMaIu B cetu MHTEpHET.

YMmeeT (crocoOeH MPOAeMOHCTPUPOBATH):
CaMOCTOSITEIIHHO
JUTEpaTyphl

JESATeIbHOCTH

OCYIIECTBIATh  TIOMCK  HAayYHOU
10 HCCIIEeOBAaTENbCKON U MPHUKIAJIHOU

Bnaneer:




METOAMKaAMM aHajin3a MW CUCTEMAaTU3alluu HOJ'Iy'ICHHOfI
I/IH(I)OpMaI_[I/II/I B pPC3yJibTaTC IMMOUCKA; HABBIKOM IIOJIHO U
KpaTKO H3Jjararb pe3yibTaTbl IMMOUCKOB II0 ,Z[aHHOfI
TEMATHKE

1.4 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3EH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

OK-2 CriocoOHOCTh aHAIM3UPOBATh OCHOBHBIE ATAIBI U 3aKOHOMEPHOCTH UCTOPUYECKOTO
pa3Butus Poccun, €€ MecTo M poiib B COBPEMEHHOM MHpE B LEIAX (POPMUPOBAHHS
IPaXXIaHCKOM MMO3ULIMU U Pa3BUTHSI MaTPUOTH3MA

Ne HaumeHnoBanue ®dopma
n/n JUCIIUTLITNH, o0yueH
OTIPEIETISIOIIX us
MEXIUCIUTUTMHAPHBIE | OyHas
CBsI31 (cemect
p)
2
1 |UcTopus +

I1K-25 CnocoOHOCTh OCYHIECTBISATH IOHMCK, aHAIM3UPOBAaTh M CHUCTEMATU3HPOBATH
Hay4HYI0 UH(OPMAIIKIO, OTEYECTBEHHBIN 1 3apyOEKHBIN OIBIT IO TEME UCCIIECAOBAHUS

Ne HaumeHnoBanue ®dopma

n/n IUCUUIIINH, oOyUeHHs
OIIPECACIIAONINX Ouynas

MCXKIUCHUITIIMHAPHBIC (CCMCCTP)

CBA3N 5 6 7 10

OCHOBEI + |+ | +
MPOrpaMMHUPOBAHUS B
KOPIOPaTUBHBIX
UH(POPMAITTOHHBIX
cHCTEMAaxX

—

2 |IIpaxTuka no +
MOJTY4YEHUIO
HEPBUYHBIX
poheCCHOHATTLHBIX
YMEHUH, B TOM 4HCIIe
NEPBUYHBIX YMEHHUU U
HaBBIKOB
Hay4YHO-HCCIIeJ0BaTeN
BCKOH JIESITETTLHOCTH

3 |[Ipepnunnomuas +
MpaKTHKA

2. Mecto nucuumiimabl B cTpykrype OIl cnenmanurera:

JucrtummHa « CHCTeMBI 3alIUThl HHPOpMAIIUK B MUPE» OTHOCUTCA K 0a30BOi yactu ydeOHoro tutana Ol
nmo Hanparienutro monroroBku 10.05.05 - be3omacHOCTh WH(MOPMAIIMOHHBIX TEXHOJOTHH B
MPaBOOXPAHHUTENbHOM chepe.

JucuuminHa «CucTeMsl 3auThl HHQOpMAIMK B MUpe» u3ydaercs B 5, 6, 7 cemecTpax.

3.00beM u conepxaHue TUCUUILIUHBI
3.1.00peM qUCLMIUIHHEL: 15 3.€.
Oumnas: 15 3.e.



Bun yueOHOM paboTh (Bcef:r)glj{ii%)

OO0mas Tpyn0éMKOCTb 1M CHUILTHHBI 540
KonTaktHas pabora 236
Jlexnuu (Jlekrun) 84
Jlaboparopnsie (JIab. pab.) 152
CamocrositenbHas pabota (CP) 268
DK3aMeH 36
3auer -

3.2.Conepxanue Kypca:

Ne
TEMBI

HazBanue
pasnena/TeMbl

Bun yueOno#
paboThI, yac.

Jlek [JIab | CP
ouu | .
pao.

O]0]|O

DOpMBI TEKYIIETO
KOHTPOJIS

5 cemecTp

Uctopus 3amuThl
uHpOpPMaLIUH B
Poccun no XX Beka

41416

TectupoBanue

OOecrieueHue
HaIlMOHAJILHOM
0e30IacHOCTH
Poccuu B
nH(pOpMAITMOHHOM
chepe 1900-1917
IT.

TecTtupoBanue

OOecrieueHue
HaIlMOHAJILHOM
0e30IacHOCTH B
nH(pOpMAITMOHHOM
chepe B niepuos
CO37aHHs COBETCKOM
BJIACTH, B TIEPHOJ
H3IIa u 1oBOCHHEIN
TIePUO]T

TecTtupoBaHue

OOGecneueHue
HalMOHAJILHOU
0€30I1aCHOCTH B
MH(POPMALTMOHHON
cdepe B mepuo
Bemnuxoii
OrcdecTBEHHOM
BoiiHbl.

TectupoBanue

Cucrema
0€30IMacHOCTH
CCCP Bo BrOpO#
noJjioBuHe 40-x —
MEPBOM MOJOBUHE
50-x rr. XX Beka.

TectupoBanue




Opranuzanus
3aIIUATEI
rOCyJapCTBEHHBIX
CEKpETOB U CUCTEMA
0€30IMacCHOCTH BO
BTOPOH IIOJIOBUHE
50-90 romos.

10

TectupoBanue

CoBpeMeHHast
crcTeMa 3alUThI
uHpopmanuu B PO.

10

TectupoBanue

[Tpo6aembr
obecneueHus
nH(pOpMAITMOHHOM
0e30IacHOCTH B
Poccun.

10

TecTtupoBaHue

JlunensupoBanue u
cepTuduKanus
JeITEILHOCTH B
00J1aCTH 3aIUTEI
nHpopmauu.

10

TecTtupoBanue

10

OpranuzanoHHO
MpaBoOBasi CHCTEMa
OOpBOBI ¢
TEPPOPHU3MOM.

10

TecTtupoBaHue

6 cemecTp

11

Oransl pa3BUTUS U
CTPYKTYpa CUCTEMBbI
3aIIUTHI
uHpOpPMaLIUH B
3apyOeKHBIX
CTpaHax.

TectupoBanue

12

CraHoBneHue u
pa3BUTHE CUCTEM
3aIUTHI
nHpopmaiuu B
BEIYLINX
3apyOeKHBIX
CTpaHax. 3amura
nHpopmaruu B XX
BEKe.

TecTtupoBanue

13

Cocrosinne
POOIIEMBI
MH(POPMALTMOHHON
0€301acHOCTH B
CTpaHax
EBpocoro3a.

TectupoBanue

14

CucreMa 3anuThl
nHpopmaiuu B
CIIA.

TecTtupoBaHue

15

Cucrema 3amuThl
uHpOpPMaLIUH B
BenukoOpuranum.

TectupoBanue




16 CucreMsl 3a1IUTHI TectupoBanue
uHpOpPMaLUHU BO 2 14 |8
Opanuuu.

17 CucreMbl 3alIUThI TecTtupoBanue
nHpopmaiuu B 2 1418
Kurae.

18 [udposoii
CYBEPEHUTET.

2| 4 ] TectupoBanue

7 cemecTp

19 Kubepb6e3zonacHocTts TectupoBanue
— MHp 3KCNEPTOB U 4 8 | 14
MIPECTYITHUKOB.

20 «Ky6» TectupoBanue
kubepbezonacHoctu | 4 | 8 | 14

21 Yrpo3sl TecTtupoBanue
KnoepOe30nmacHOCTH
, YSI3BUMOCTH U
aTaKu.

22 Kpunrorpaduaecku TecTtupoBaHue
€ METOJBI 3aIIUThI 4 8 14
nHpopmauu.

23 Obecnieuenue TectupoBanue
LETIOCTHOCTH 4 g8 | 14
JQHHBIX.

24 Konnenmus «ogatu TecTtupoBanue

JACBATOK).

25 3amura foMeHa TecTtupoBanue
kubepoeszonacuoctu | 4 | 10 | 14

26 CrienmanucTsl o TectupoBanue
kubepbezonacHoctu | 6 | 10 | 16

Tema 1. Uctopus 3amutel uHpopmanuu B Poccun 1o XX Beka (OK-2)

Jlexknus.
3amuTa rocynapcrBeHHbIX nHTepecoB B XII — XIV BB. 3amura rocyiapCTBEHHBIX MHTEPECOB B IEPHOA
00pa3oBaHMs PYCCKOTO HEHTPAIU30BAaHHOTO IOCY/IapCcTBa. 3alluTa roCylapCTBEHHBIX HHTEPECOB B MEPUOL
COCJIOBHO-IIpe/ICTaBUTENbHON MOHapxuu (cepenuna XVI B. — cepennna XVII B. 3ammura rocy1apcTBEHHbIX
uHTepecoB Bo Bropoil mojoBuHe XVII — XVIII BB. 3ammura rocyaapcTBEHHBIX HHTEPECOB B IEPBOM
nosoBuHe XIX B. 3ammra rocynapcTBEHHBIX UHTEPECOB BO BTOpoi nonoBuHe XIX B. OCHOBHBIE 3Tallbl U
3aKOHOMEPHOCTH MCTOPUYECKOro pa3BuTHs Poccuu, €€ MecTo M poiib B COBPEMEHHOM MHpPE B LEIAX
(bopMHPOBaHUS TPAKAAHCKON TTO3ULIUHN U PA3BUTHUS ATPHOTH3MA

JlaboparopHbie padoThbI.
Oco6eHHOCTH OpraHU3alKi OPraHOB M0 3aIUThl HALIMOHAJIBHBIX HHTEPECOB B MHPOPMALIMOHHOM cdepe.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. B yem 3akmoganuch GyHKIIUHM pa3psIHOTO MPUKa3a Kak opraHa, 00eCHeYrBaIOIEro HH(HOPMAIIMOHHYIO
6e3omacHOCTh rocynapcrsa B 16-17 Bexax?

2. [Tpoananu3upyiTe OCHOBHBIE ATAbl M 3aKOHOMEPHOCTH UCTOpUUYECKOro pa3BuTusi Poccun B 18 Beke.



3. B uem 3akmovanucs 3agaun Cenar B cucteme 31 B Poccuiickoit umnepun 18 Bexa?
4. Kakue y4upexxJIeHHs OCYIIECTBISUIN (GYHKIIUH 110 3amuTe nHpopmanuu B 19 Bexe?
5. Kak Obpl10 OpraHn30BaHO CEKPETHOE JEJIONPON3BOICTBO B BOGHHOM MUHHUCTEPCTBE B 19 Beke?

6. UTO OTHOCHJIOCH K 3aIIHIIAEMBIM CBEICHHSIM B 00JIACTH KOMMEpPYECKOl TaiHbI B 19 Beke?

Tema 2. O0ecnieueHre HANMOHAIBLHOM Oe3onacHocTH Poccun B undopmaunonnoii cgepe 1900-1917
rr. (OK-2)
Jleknus.

Beenenue. 3amuTa BoeHHOH TaiiHbl. Opranu3aiysi KOHTPPa3BeAbIBAaTEIbHON Ci1y>kObl. Opransl 1O 3aIIuTe
BOCHHOI TaiiHbl. BoeHHas neH3ypa neyatHbix nzganuid. Opranuszanus ¢eababerepckoi CBs3u.

JlaboparopHbie padoThbI.
Brusiaue nestenbHOCTH HHOCTPAHHBIX CITYKO Ha Xoj uctTopuu Poccum.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

1. ITo xakuM HaImpaBJICHUAM BeJlach paboTa 1Mo 3alUTe BOCHHOM TaiiHbl B Havase 20 Beka?
2.UT0 BBISICHUIIOCH B OOJIACTH 3aIUTHI BOGHHOW TaliHBI 110 HAYATy TIEPBOMl MUPOBOI BOWHBI?

3.B kakoii MOMEHT OBUTM NPEANPUHATHI Mepbl MO KOPECHHOMY YIYYIICHHIO OpraHu3aluu
KOHTpPpa3BeI0BaTEeIbHOM CiIyKO0bI U mouemy (Hadaso 20 Beka)?

4.HazoBute oHy W3 MPUYUH O€3/1€UCTBUS POCCUNCKHX CHEICTYK0 Ha comkax MaHKypHH.
5.Yro crano npuunHoi "katactpodnl" y Mazypckux o3ep?

6. OcymecTBUTE TOUCK WH(MOPMAITNH, CBI3aHHOMW C 3aIIUTON BOCHHOU TalHBI.

Tema 3. O0ecneyeHue HAMOHAJIBLHON 0e30MacHOCTH B HH(POPMaMOHHOI cdepe B Iepuoa CO3TaHU
coBeTcKkoi BiaacTu, B nepuoa HIIIa u noBoennniii nepuoa (OK-2)

Jlekumus.
Coznanne BUK. 3amaun o obecneuennro 6e3onacHoctd BUK (OI'TIY). KommiekroBaHue OpraHoB U BOKWCK
OI'TIY.  Oprasvbl rOCYmapCTBEHHON O0€30MaCHOCTH KaK HMH(POPMAIMOHHOE SAPO IO OOECIECUYCHHIO
nH(popMaIueil BRICIINX OpraHOB rOCYJapCTBEHHOM BIIaCTH. 3allUTa roCyJapCTBEHHBIX HHTEPECOB B MEPHOJ
HOIla. 3amura rocymapcTtBeHHbIX HHTepecoB B 1928 — 1941 rr. MudopmarmonHas BoifHa W Hadajo
Bemuxoit oreyectBennor BouHBI. [letictBusi CCCP B wuHbopmanmonHoit BoitHe. [lomck, aHanmm3 u
CUCTEMAaTU3UPOBAHWE HAYyYHOW MHQOpPMAIMKM, OTEUYECTBEHHOTO U 3apy0eKHOro OmblTa IO TeMe
UCCIIEIOBAHHUS.

JlaGopaTopHbie padoThbI.
WudopmanmonHas BoliHa B JOBOSHHBIH MEPHOI.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
- 3anucarh KpaTKUil KOHCIEKT JIEKIHH.
- N3yunts 6a30ByI0 U JOMOIHUTENBHYIO JINTEPATYPy M0 TEME JICKIUH.
- Hantucars 3cce.
TemaTuka BOIPOCOB:
1.C xaxoii nienbto 0pu1a ocHoBaHa BUK?
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2.ITouemy BUK Obina nepedopmupoBana B ['TIY?
3.Kakue 3amaun Beimonasiza BUK?
4.Kewm Ob11 cmeneH @.3. J[3ep>KUHCKUM U B CBSI3U C yem?
5.beutn mu y BUK ocoObie momHOMOYHS, €CiH 13, TO Kakue?
6.C xakumu coObiTHsIMU cBsizaH niepexon ['TIY k OI'TIY?

Tema 4. O0ecneyueHue HAIMOHAJILHOM 0e30macHOCTH B HH(popMannoHHO# cdepe B nepuoa Benukoid
OTteuecTBeHHO# Boiinbl. (OK-2)

Jlexkuns.

Haponnsiii komuccapuar BHyTpeHHUX nen1 CCCP. CocraB. HezaBucumbie KOHTppa3BeAbIBaTEIbHBIE
opranuzanuu CMEPIIL. Opransr pa3zsenku B neprog BOB. Kpunrtorpaduueckue u TEXHUUECKHUE METOJIBI
3amuThl HHGQOpMaIKK B BoeHHBIH niepuon. [lludpoBansHas anmaparypa.

JlaboparopHbie padoThbI.
N3yuenune npuMeHEHUs aITOPUTMOB KPUITOrpapUIeCKOM 3alIUThl JaHHBIX B iepuoa BOB.
3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

1.yst wero CCCP B 1939 1. y CIIIA 3akynun 100 aBToOycoB "crynebekkep'?

2.Kakoii BKJIaJ BHECIM COTPYAHHMKHM MIM(POBATIBHON CHyXObl At  AOCTHKeHHsS molenbl B Benmkoii
OTteuecTBEHHOU BOIHE?

3.B cBs3u ¢ yem u B Kakoil creneHu npumenenue mudpartopa "Cobonb-I1" moBnusno Ha ucxon 605 Ha
Kypckoit nyre?

4. IlpoBecTn aHaJIN3 JEATENBHOCTU KOHTppa3BenoBareabHblx oprannzaunii CMEPIII.
5.Yto 6610 061IeTO Y mHdpoBanbHbIX yeTporcTB "CoBa" 1 "Hesa'"?

6.Hackonbko ctana pazBuroii mudpocayx0a K KOHILy BOWHBI?

Tema 5. Cucrema 6esonacHoctu CCCP Bo Bropoii nosioBune 40-x — nepsoii noaosuHe 50-x rr. XX
Beka. (OK-2)
Jlexknus.

[TocnencTBUs BOWHBI M HOBBIE TEHACHLIMHU B pa3BUTUH o0ImecTBa. Crcrema 1ByOJIOKOBOTO MPOTUBOCTOSIHUS
B mupe. ['epmanckas npobnema. Buemnss nonmutuka CCCP.Tpu sTana cTaHoBieHUs rOCyAapCTBEHHOM
6e3onacHoct CCCP. Buemnss pasBenka. Boennast pasBenka. [louck, aHamu3 M cuCTEMaTU3MpPOBaHHE
Hay4HOW MH(POPMAIIUH, OTEYECTBEHHOTO U 3apyOeKHOTO OIBITA [0 TEME UCCIIECAOBAHMS.

JlaboparopHbie padoThbI.
Opranuzanus 3amuThl THHOPMAIIMH B TIOCIICBOCHHBIN TTEPHO/T.
3ananus AJ51 CAMOCTOSITeILHOI padoThI.

1. B uem cocrout [maBHas mpuyMHA HEylau MOJUTUKHM KOJUIEKTUBHOM  0€30MacHOCTH B MOCIEBOCHHBIN
nepuona?

2. Kak Ha3pIBasoCh 11ecToe ynpasieHue MUHHUCTEPCTBA TOCYyAapCTBEHHONW Oe3omacHoCTH?

3. UTo OTHOCHUTCS K YMCIY BEChbMa Ba)KHBIX CTPYKTYPHBIX MpPEeoOpa3oBaHUNl  OpraHOB rocOEe30MacHOCTH
BTOpOTO 3Tana?
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4. OcHoBHble 3a1aun opraHoB «Cmepum»—HKI'b-MI'b HenocpeacTBeHHO 1ociie  3aBeplleHUs BOMHbBI?

5. Kakas 3apmaua Obiia mocrasneHa IIpaBurensctBom CCCP mepen BHemHeW — pa3Benkol B IEpBOM
nosioBuHe 50X ron0B?

6. Uem 3annManuch a8a ynpasienne Munucrepcrsa rocoesomacaoctu  (I1I'Y MI'B)?

7. CpaBHI/ITe I/ICTOpI/ILIeCKI/Iﬁ OITBIT OTCYCCTBCHHBIX 1 Sap}I6€)KHBIX HMCCEIIOBAHUI.

1. B uem cocrout [maBHas mpuyMHA HEy/lay MOJUTUKHM KOJUIEKTUBHOM  0€30MacHOCTH B MOCIEBOCHHBIN
nepuona?

2. Kak Ha3pIBasoCh 1I1€CTOE yIpaBieHue MUHHUCTEPCTBA FOCYyAapCTBEHHONW Oe3omacHoCTH?

3. UTo OTHOCHUTCS K YMCIY BEChbMa Ba)KHBIX CTPYKTYPHBIX MpPeoOpa3oBaHUNl  OpraHOB rocOE30MacHOCTH
BTOpOTO 3Tana?

4. OcHoBHble 3a1aun opraHoB «Cmepum»—HKI'b-MI'b HenocpeacTBeHHO 1ociie  3aBeplleHus: BOMHbBI?

5. Kakas 3apmaua Obiia mocrasneHa IIpaBurensctBoMm CCCP mepen BHemHeW — pa3Benkod B IEpBOM
nosioBuHe 50X ron0B?

6. Uem 3annManuch asa ynpasienne Munucrepcrsa rocoezomacaoctu  (I1I'Y MI'B)?

7. CpaBHI/ITe I/ICTOpI/ILIeCKI/Iﬁ OITBIT OTCYCCTBCHHBIX 1 Sap}I6€)KHBIX HMCCEIIOBAHUI.

Tema 6. Opranu3anus 3alIUTHI FOCYIAPCTBEHHbIX CEKPETOB U CHCTeMa 0e30IIaCHOCTH BO BTOPOM
nosioBuHe 50-90 ronon. (I1K-25)

Jlexkuns.

MunuctepctBo locynapctBennoit bezomacHoctu CCCP. Crpykrypa MI'B. Ilpuuunbl peopraHuzanuid.
KomwuteT rocynapcreennoit 6ezonacnoctu CCCP. Crpykrypa KI'b CCCP. Ocnosnbie 3anaun KI'b.

JlaGopaTopHbie padoThbI.

W3yueHne poccuiickoil MpakTUKU NPUMEHEHUS aITOPUTMOB KPUITOTpaprueCKOi 3aIIUThl JAHHBIX HA
COBPEMEHHOM JTaIle.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
- 3anucaTh KpaTKUK KOHCIIEKT JICKIIMH.
- MByunth 6a30BYIO U JOTMOIHUTENBHYIO JIUTEPATYPY IO TEME JICKIUH.
- BoInonHuTh NpakTUYeCcKy1o padoTy.
Temaruka BOIPOCOB:
1.B gem 3akmouanock ommune npaktukd MI'b ot npenmectBytonux et crpykryp(HKB/I,BUK)?
2.C xaxo#t nienbro 06110 co3nano LenTpansHoe 0r0po Mo palMoHAIN3auN U 1300peTaTeabCTBY ?
3.YUto BXoamio B 00s13aHHOCTH 1-rO oTHena 1-ro maBHoro ynpasienus MI'b?
4.0nuuTe 0CHOBHBIE UCTOpUUYeckue 3tansl pazsutus KI'b.

Tema 7. CoBpemeHHas cucTteMa 3amuThbl nH(popmanuu B PO. (ITK-25)
Jlexknus.



Opranbl  @enepanbHoit cayxO0bl  Oe3omacHocTH. Opranel @enepanbHOl  CiIyXObl OXpaHbl. Oprasbl
BHyTpeHHUX aen. Coser besonacHoct P®. BuyTpennue Bolicka MuHucrepcrsa BHyTpeHHHX en PO.
Crnyx6a BHemHe#l pa3Benku. OpraHbl HorpaHuuHON ciayxObl. DenepanbHas ciyxk0a TEXHHYECKOTO HU
HKCTIIOPTHOTO KOHTPOJIs. OpraHsl NpaBUTEILCTBEHHOM CBA3U U MH(OPMAIIHH.

JlaboparopHbie padoThbI.

N3yuenune rocynapcTBEHHBIX OpraHoOB o0OecrieueHus: MH()OPMAITMOHHONW 0€30MaCHOCTH.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. Ilepeuncinure ocHOBHbIE HamnpaBieHus: nearenbHocTd PCh.

2. B xakux cepax nesrensHoctd @CB akTUBHO COTPYAHHMYAET C IPYTUMH CIICLCITYKOaMu?

3. OObsICHUTE IPUUUHY OXPaHbI BBICIIUX JIUI TOCYAapCTBa B COOTBETCTBUM C NMOJOKEHUsIMU KoHCTHTYIIMI
P® u penepanbHBIMU  3aKOHAMH.

4. OnuiuTe CTPyKTypy OpraHOB FOCYIapCTBEHHOW OXpPaHbl

5. [Ipoananusupyiite, B 4ém 3akimrouaercs nesareabHocth @CO, HanpaBieHHas Ha  o0OecreueHue
nHpopmarmoHHoi 6e3omacHoctu PO

6. Kakue BenomctBa B cocraBe MB/I BXoaaT B opraHbl BHyTPEHHUX JI€]1 U NOJIULNIO?
7. Kakumu cpencramu MB/] obecrieunBaeT 0€30MacHOCTb JOPOXKHOTO ABMKEHHS?
8. Ha uTo HampaBieHa 1eaTeIbHOCTD MOJIUIINH?

9. I1o xkakoMy NMPUHLHUITY CO3AAI0TC MeKBE1OMCTBEHHbIE KOMUCCHU?

10. B uém coctout yuactue Yuénoro coBera B padbote Coera be3onacHoctu PD?
11. Ilepeuncnure OCHOBHBIE 3aa4 BHYTpeHHUX Bolick MB/l PO

12. KakoBa cTpykTypa BHyTpeHHUX Boiick MBJ[ P®?

13. KakoBa ponb BHyTpeHHHX Boiick MBJ] P® B 6oprbe ¢ Teppopuzmom?

14. Ilepeuncnute pernoHanbHblE KOMaH10BaHus B coctaBe BB MBJl P®

15. Kakumu ocoObiMHu TIpaBaMu HajensieTcss [ ocynapcTBeHHas Qelibperepekast ciyk0a Juist BRITOTHEHUS
BO3JIOKEHHBIX Ha Hee 3amau?

16. Kakue nomaomouust ocymectsisier [ @C PO B chepe HopmoTBOpUecTBa?

17. KTo MOXET SIBJISITHCS BIQACIbIIEM OTIPABICHUH 0CO00H BaKHOCTH, COBEPIIIEHHO CEKPETHBIX,
CEKPETHBIX U UHBIX CITY’)KEOHBIX OTIPaBIECHUH, JOCTaBKY KOTOpbIX obecrneunBaeT [ @C PD?

18. Kto ocymiecTBiseT KOOPIUHAIIMIO K PYKOBOACTBO JI€ATEIbHOCTHIO CITy>KOBI CIIeIUaTbHBIX 0OBEKTOB
npu [Ipesnnente PO?
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19. B unTepecax kakux QenepalbHbIX OPTaHOB TOCyIapcTBeHHOH BiiacTu Ciyx0a crieraibHbIX
00BEKTOB 3aHUMAETCSI MOOWIN3AIIMOHHON I1OATOTOBKOI?

20. Yro moapasymeBaeTcs o1 odecrneueHrne MOOMIN3AIMOHHOM TTOJITOTOBKHA OPTaHOB TOCYIapCTBEHHOM
Bnactu Poccutickoit deneparuu Ciyx00il  criennanbHbIX 00bekTOB pu [Ipesunente PD?

21. Kakue 1OKyMEHTBI 3aBUTENb NPEACTABIAET Ul nonydeHus aunensuu B CBP Poccun?
22. Kak 3amuiieHsl JIM1a, OKa3biBaonme konpuaenuuaipaoe coxaevictsue CBP?

23. KoMy npenocraBisieTcst pa3BeibIBaTesibHass HUHPOpMaLus?

24. KaxoBsl nomHOMouust City>KObl BHEITHEH  pa3BeaKu?

25. Kak ¢unancupyercst Ciry:x06a BHEIIHEH pa3Benku?

26. KakoBo nipaBoBo€ Noj0oKeHNEe coTpyiHukos CBP?

27. Kakue JOKyMEHTBI, HEOOXOMMO MPEeabIBIATh rpaxnaHam Poccuiickoit deneparyy nmpu nepecedeHun
POCCHUICKO-YKPAaUHCKON TOCyJapCTBEHHOM rPaHULbI?

28. KakuMu TOKyMEHTaMU OIPEAEIICH MOPSA0K HAXO0XKIACHUS IPa)KJaH B MOTPAHUYHON 30HE?
29. Kak cratb corpynaukom CBP Poccun?

30. Yro BxomuT B coctaB denepanbHO MOTPaHUIHOU CITy:KObI PD?

31. KakoBa Ponr @®CTIK B coBpemeHHOM Mupe?

32. Kto ocymiecTBisieT pyKOBOACTBO JesTenbHOCThI0 DCTIK?

33. OcymectBuTe orck uHpopmaruu no GyakmnrnonupoBanuo @CO?

34. KakoBo Ha3zHa4YeHHE (eepaIbHbIX OPraHOB TPABUTEIHCTBEHHOM CBS3M M MH(pOpMauu?

35. Yrto cocTaBisIeT MPaBOBYIO OCHOBY JACSITEIBHOCTH (PeiepaabHbIX OPTaHOB MTPaBUTEIHLCTBEHHON CBS3H U
nHpopmaruu?

Tema 8. IIpo0siembl 00ecnieyenusi nHPpopManuoHHoii 0e3onacHocTu B Poccuu. (ITK-25)
Jlekumus.

Uro Takoe wuH(pOpMaIMOHHass OE30MACHOCTh: pa3jMyHbIE IOIXOABl K oOmpeneneHuio. Vcropudyeckue
MPEANOCHUIKUA. Perymaropsl B obmactu uHpOpManmoHHOW Oe3zomacHocTH. CucTema cepTU(UKAIIUU 10
TpeOoBaHUSAM OE30MACHOCTH.

JlaboparopHbie padoThbI.

N3yuenune cucteMbl OTEYeCTBEHHBIX CTaHIapTOB MH(POPMAITMOHHOM 0€30MMacHOCTH.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

- 3anucaTh KpaTKUK KOHCIIEKT JICKIIMH.

- MByunth 60a30BYI0 U JOTMOIHUTENBHYIO JIUTEPATYPY MO TEME JICKIUH.
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- BBImonmHUTE IpakTUYECKyIo padoTy.
TemaTuka BOpoOCOB:

1. Oxapakrepusyiite cepy uHTEpecoB B HMHPOPMANMOHHOW OE30MACHOCTH IS PA3UYHBIX KATETOPHid
JOJKHOCTEN OpraHu3aliyu.

2. Yro BKIIOUaeT B cebds "nHpopmannonnas cgepa?

3. Kakue ucropudeckre npeanochlUIKi CIOCOOCTBOBaIU (OPMUPOBAHUIO COBPEMEHHOM CHCTEMBI 3aIIUThI
nHpopmaruu B Poccun?

4. Tlepeuncnute cdepy KOMIETEHIIMH pa3IUYHBIX PETYIATOPOB B 007acTH  MH(POPMAITMOHHOM
0e30macHOCTH. B yem ux KoMIeTeHITUN IepeceKaroTCs?

5. Onummre cuctemy cepTudukanuu cpeactB 3amuThl uHbopMmanmuu B Poccun. B uem omimunme
OTEYECTBEHHOW CUCTEMBI CEPTU(PUKALIUNA OT MEXKITYHAPOTHOM?

Tema 9. JIunen3upoBanue u cepruuranms 1esiTeJJbHOCTH B 00/1aCTH 3a1UTHI HHGOpMaLMU.
(ITIK-25)

Jlekumus.
JluuensupoBanue B oOmactu 3ammThl  WHOOpMarMu. ATTecTtanmus OOBEKTOB HHGOPMATH3AINH.
Cepruduxanus. Kmaccudukanus cpencts 3anmuthl. JlestenbHocth opraHoB @Ch PO u ®CTOK PD B
cepTudUKaMM W JIMICH3UPOBAaHWHM B 00NacTH 3amuThl WHpOpManuu. PeecTp cepTudUIMPOBAHHBIX
CPEICTB.

JlaGopaTopHbie padoThbI.
Ananmuz Pa3BUTHUA OTCUCCTBCHHBIX TCXHUYCCKUX CPCACTB 3allIUThI I/IH(bOpMaI_[I/II/I.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
- 3anucaTh KpaTKUK KOHCIIEKT JICKIIHH.
- MByunth 6a30BYI0 U JOMOIHUTEIBHYIO JIUTEPATYPY IO TEME.
- BeImomHUTE IpakTHYEeCKyIo padoTy.
TemaTnka BOIpOCOB:
1. Yto cocTaBiseT OpraHu3alMOHHYIO CTPYKTYPY CUCTEMbI TOCYAapPCTBEHHOTO JIUIICH3UPOBAHUS ?
2. [lepeuuncnure oOIIIIe HOPMBI, YCTAaHABIUBAIOIINE TIOPSAOK OIMyCKa OPraHU3aIlNi K MPOBEIeHUI0 paboT ¢
uH(pOpMaLuel, COCTaBIAIOMIEH TOCYIapCTBEHHYIO TaliHY.
3. OxapakrepusyiiTe cepy KOMIETCHIIUN OPTaHOB, YIIOJIHOMOYCHHBIX HA BEICHUE JIMIICH3HOHHOM
JeSITEIILHOCTH.
4. Kakue BUIbI JESITETBLHOCTH T10 3aIUTe HHPOPMALIUH TOJIeKAT JTULEH3UPOBAHHIO?
5. UTo MOXKET MOCIyXKUTh OCHOBAaHUEM JIJI OTKa3a B BbIIAYE JIUIECH3UN?
6. Uem nHIIeH3UPOBAaHUE OTIIMYAETCS OT CepTH(PHUKALNN?
7. Uto Takoe knacc 6e3omacHocti? Kakue kiacchl Bl 3HaeTe?

Tema 10. Opranu3zanuoHHO NpaBoBas cucrema 6opbObI ¢ TeppopuzmomM. (ITK-25)

Jlekumus.
[IpaBoBass cuctema OopbObI ¢ TeppopusmoM. OOHapykeHHE TNpPUYUH OOpPHOBI C TEPPOPUIMOM.
Tepmunonoruueckass 06a3a: TeppopU3M, TEPPOPUCT, TEPPOPUCTHUECKAs] TpyIMMa, TEPPOPUCTHUECKAs
OpraHm3alus, TEppOpPUCTHYECKas NeATENbHOCTh. MexayHaponHas TeppOpPUCTHUECKAs IesTeNbHOCTb.
CrpykTypHas cxeMa B3auMOJIEUCTBUS CyObEKTOB, OCYIIECTBISAIOMUX 00pb0y ¢ TeppopuzMoM. DenepanbHas
aHTUTEeppopHUcTUYEeCcKas kKoMmuccus. OCHOBHBIE 3TAlbl U 3aKOHOMEPHOCTH UCTOPUYECKOTO pa3BuTus Poccuu,
e€ MeCTO M pojib B COBPEMEHHOM MHUpPE B LEsIX (OpMHUPOBAHMS TPaKAAHCKOM MO3ULIUU U Pa3BUTHS
MaTpuoTU3MA.

JlaGopaTopHbie padoThbI.
N3zyuenne nHPOPMALMOHHO-TICUXOIOTUYECKOI BOMHBI M TUTIOB HH(POPMAITMOHHOTO OPYKHUSI.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
- 3anmcarh KpaTKuil KOHCTICKT JICKIIUU.
- N3yunts 6a30ByI0 U JOMOIHUTENBHYIO JIUTEPATYPy M0 TEME JICKIUH.
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BBIMONMHUTB IPaKTUYECKYIO padoTy.
1. YUeM TeppopucTHUECKas TPyIa OTIMYAETCS OT TEPPOPUCTHUECKON OpraHu3aiiu?
2. Y10 OTHOCST K TEPPOPUCTUYECKON AESITEILHOCTH?

3. Kakue opranbl rocy1apCTBEHHON BJIACTH 3aHUMAIOTCSI 00pb00ii ¢ TeppopruzMoM? OxapakTepU3ynTe X
KOMIICTCHITUHU B JaHHOU cdepe.

4. Kakue npaBa UMEIOT JIUIIA, B 30HE MTPOBEICHUSI KOHTPTEPPOPUCTUUECKON OTIepaIiU, TPOBOISIIUE ITY
onepanuo?

Tema 11. DTanbl pa3BUTHS M CTPYKTYPA CUCTEMBbI 3aIHUTHI HHPOPMaUU B 3apy0e;KHBIX CTPAHaX.
(ITIK-25)
Jlekumus.

WcTopust pa3BUTHSI CHCTEM 3aIllUThl MHPOpPMAIMKM B 3apyOCKHBIX CTpaHaX. DTalbl Pa3BUTHS CHCTEMBI
3an|Thl HHpopManuu B Hacrtosmiee Bpems. CTPyKTypa CHUCTEM 3alIMThl WH(GOPMAIUH, MPUMEHSEMBIX B
0OIEMHUPOBOM TPAKTHUKUA oOOecreueHus WH(OPMAIIMOHHONW O€30MaCHOCTH: OpTaHW3allMOHHAs 3alluTa
WHPOPMAIINH, TEXHUYECKAst I HHKCHEPHO-TEXHUYECKast 3auTa HHQOpMaIiK, IPOrpaMMHO-aNapaTHas
3aliTa, KPUNTOrpaUIeCKHe METONbI, TICHXOJIOTUYECKHE BHIBl 3aIIUTBI, MOPAIBHO-3TUYCCKUE BHIBI
3alUThI, CTpaxoBas 3amuTa HHPopMaui. OCHOBHBIE ATAIbl U 3aKOHOMEPHOCTH UCTOPHUYECKOTO PA3BUTHS
Poccun, e€ MecTo 1 posib B COBPEMEHHOM MHpE B HEJSIX (POPMHPOBAHUS TPAXKTAHCKON TTO3UITUH U PA3BUTHUS
NaTpUOTH3MA.

JlaGopaTopHbie padoThbI.
BBIOTHUTH MPAKTUYECKYIO paboTy
3aganus AJ151 CAMOCTOSITEJIbHOM PadoThlI.

1. Cuctematu3anus MCTOPHM PA3BUTHUA METONOB U cpeAcTB 31 B mpoliecce IBOIIOIMH YETI0BEYECTBA.
2. Boigennute 0COOEHHOCTH BTOPOTO M TPETHETO MEePUOAa Pa3BUTHUI METONO0B U cpeacts 3.
3. KakoBbl ocHOBHBIE BUABI HOcUTeNel nudopmanuu 66utn B 60-80 . ?

4. Ha xakoWi mepwoOa TPUXOIUTCA HaWOOJIee HWHTCHCHBHOE pEIICHUE npooOsieM WHGOPMAITMOHHOM
Oe3omacHocTH?

5. OxapakrepusyiiTe COBpEMEHHOE COCTOSIHUE MPOOJIEMBI 3allIUTHl  MH(OpMAIK B MUpE.

6. Ha3oBUTE OCHOBHBIE JIEMEHTHI TUTIOBOI CUCTEMBI 3aIUTHl HHPOPMAIIMK B COBPEMEHHOHN CHCTEME.

Tema 12. CTaHoB/IeHHe M Pa3BUTHE CHCTEM 3aIIMThI HHPOPMAaLUK B BeAyIIUX 3apy0e;KHbIX CTPaHAX.
3amura unpopmannu B XX Beke. (ITK-25)

Jlexknus.
BripaboTka HaBblKa aHaiM3a 3amMThl UHpOpManuu B napeBHocTH ([peBHue I'epmanms, Mpnanaus,
Wcnangus, Jlanusa um apyrue ckaHauHaBckue crtpassl, Jpesuue I'penus u Pum, [IpeBHue Erumer u
Meconoramusi, Crpanbl bramxnero Bocroka, pesnsis WUnnusa, [dpeBuss Anonusi, Hpesnuit Kuraii).
3ammra uHpopmanmu B cpenHue Beka (CpenneBexoBas Eppoma). 3amura uHdopmanuu B 17-19
Bekax.3ammra uHpopmarmu B 1-if monoBuHe XX B. 3amuTa MHPOpPMAIMM BO BpEMsl BTOPOl MHPOBOM
BOMHBI. 3anuTa HHPOPMALIMU BO BTOPOii mojoBuHe XX B.

JlaGopaTopHbie padoThbI.
Kpunrorpaduueckas 3amuta nHpopmManuy Ha HaYaJIbHOM JTarle.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
- 3anucarb KpaTKuil KOHCIIEKT JIEKLIUH.
- 3yunTh 6a30BYy10 M JOMOJHUTENbHYIO JIUTEPATypy IO TEME JIEKIUU
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- BeimonuuTk 1aboparopHyio padory.
TemaTuka BOpoOCOB:
1. Kak mm¢poBanu nHGOpMALUIO TIPU TTOMOIIH PyH?

2. B uem 3akiiouaercs GOpMUPOBAHUS U KAKOBBI OCOOCHHOCTH CUCTEM 3aIllUThl HH()OPMAIMU B IPEBHEM
Kurae u Uaguu?

3. KakoBbI HCTOYHHKH, XapaKTEPU3YIOIINe 0COOEHHOCTH U 3aKOHOMEPHOCTH CTAHOBJICHUS CUCTEM 3aIUThI
uHpopmaruu B JlpeBHem mupe?

4. KakoBbI 0COOCHHOCTH CHCTEM 3alUThl KOMMEPUYECKOHN TaliHbI B cTpaHax 3amaanoi EBpomnsl B XIX -
Havasie XX BB?

5. [lepeuncnute Tanbl CTAHOBICHUE CUCTEMBI 3auThl nHGopManuu B CIITA?

6. UeM eBporieiickre MOIX0/bI K 3aIUTe HHPOPMAIH OTIUIAETCS OT BOCTOYHBIX?

7. YUTto moOHUMAETCS TIOJT «MHACHCKON Kpurnrorpaduein»?

8. B uem Ob110 c1ab0e MeCTO B repMaHCKOW MammHe DHUrMa’?

Tema 13. CocTosinue npodaembl nHGoOpMaHOHHOI Oe3o0nacHoCTH B cTpaHax EBpocoroza. (ITK-25)
Jlexknus.

EBpomneiickoe areHTcTBO 1O cereBoil u MH(popmarmonHoi Oe3omacHoctu (ENISA) m rocymapctBeHHBIE
crparerun kubepOe3onacHocTH. LleHTp mo Oopnrbe ¢ kuOeprpecTynmHOCThIO. biikaiiimme HpoeKTh
EBpocoro3a.

JlaGopaTopHbie padoThbI.

[Tpuniune! mudppoBaHus. AHATU3 pa3BUTHUS 3apyOeKHOM MPAKTUKYA IPUMEHEHUSI aJTOPUTMOB
KpUNTOrpaUuecKoi 3aIUThl JaHHBIX.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
- 3anmcarh KpaTKuil KOHCTICKT JICKIIUU.
- MByunts 6a30ByI0 U JOMOIHUTENBHYIO JINTEPATYpy MO TEME JEKIUU
- BrImomHuTh MpakTU4YecKyto padoTy
TemaTuka BOpOCOB:
1. Korna u ¢ kakoii mensto 0611 co3nan EBpomneiickuii coro3?
2. Uto Takoe nHGOPMAIIMOHHOE OpYKHE?
3. KakoBa ocHOBHasi 0COOEHHOCTh MH(POPMAITMOHHOTO OPYKHUs?
4. C xakoii 11espro ObII0 co3/1aH0 EBporielickoe areHTCTBO 10 CeTeBOM U MH(OPMAIIMOHHON O€301acHOCTH?

5. Kakue (axkropsl 0Ka3bpIBAIOT BIUSHUE HA (PYHKIIHOHUPOBAHNE KITIOYEBBIX HH(POPMALIMOHHBIX CUCTEM
001LIEro Mmoyib30BaHus?

6. Uto Takoe kubep6e301macHOCTh?
7. Qs uero ENISA paszpabotaio criennanbaoe pykoBosctBo GoodPracticeGuideon NCSS?
8. KaxoBrI cdepsl oTBeTcTBeHHOCTH EBporielickoro 1eHTpa mo 60pboe ¢ KubepnpecTymHoCThI0?

9. KakoBbl 0OcCHOBHBIEC HampaBiieHus ooecnieuenust MadopmanmonHoit 6e3onacHocTy EBpocoros3a B
KpaTKOCPOYHOM nepcreKTuBe?

10. B yem cyTh HOBBIX IIPaBUJI 3AIIUTHI IEPCOHAIBHBIX TAHHBIX, MIPEIJIOKEHHBIX HA paccMoTpeHue B EC?

Tema 14. Cucrema 3amutbl uHpopmanuu B CIIA. (IIK-25)
Jlekumus.

Konnenmus nanmonansHo#t 6e3omacHocT CIIA. T'ocymapcTBeHHBIE OpraHbl 0OeCIIeYeHUsT HAIMOHATIBHOU
oeszonmacHoctu CIIA. PassenpiBatensHoe ynpasinenue (DI). OmneparuBHoe ymnpasnenune (DO).
Hayuno-texunueckoe ymnpasinenne (DS&T). AamunucrtparusHoe ymnpasienue (DA). Ilouck, anamus u
CUCTEMAaTU3UPOBAHWE HAYyYHOW MHQOpPMAIMK, OTEUYECTBEHHOTO U 3apy0eKHOro OmblTa IO TeMe
UCCIIETOBAHMUS.

JlaGopaTopHbie padoThbI.
N3ydeHune rocynapcTBEHHBIX OpraHoB odecrnieueHus nHpopMmanroHHoii 6e3omacuoctu CIIA.
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3ananus 1J151 CAMOCTOSITEILHOI padoThI.
- 3anucaTh KpaTKUK KOHCIIEKT JICKIIMH.
- 3yunTh 6a30BYyI0 U JOMIOJHUTENBHYIO JUTEPATYpy IO TEME JIEKIIUU
- BeImomHUTE IpakTHYECKyIo padboTy
TemaTuka BOpOCOB:

1. IlepeuncirTe HOPMATUBHO-IIPABOBBIE AKThI, PEIVIAMEHTUPYIOIIUE TocyaapcTBeHHY0 noauTtuky CIIIA B
obnactu nHGOpPMAaTHU3AITIH.

2. Kakyto nonutuky noikHbl Bectu CIHIA miist yenenrHou peanuzamnuu nonoxennidi Konnenuuyu
HaunoHaILHOH Oe3omacHoctu CIIIA?

3. Uro sBasieTcs pe3yabTaToM peanu3anuu noyioxkennii Konnenmun HanmonansHo# 6e3omacHocT CIITA?

4. Kakumu nupextuBamu [Ipesunenta CIIA pertaMeHTHpYyeTCsl pEIIEHNE BaXKHbIE CTPATETNYECKUE
BOIIPOCHI HALIMOHAIBHOM MOTUTHKH B c(hepe HHPOPMALTMOHHON 6€301acHOCTH?

5. Uto takoe «Pa3BensiBarenrHoe CoobmiectBo» CIIIA u kakue opraHu3aliiu B HETO BXOAST?

6. Kakue opransl ucnoauuresbHoi Biactu CIIA 3aHMMaIOTCS UCKITIOUUTENBHO TOJIBKO Pa3BeAbIBATEIILHOMN
NEeITEIbHOCTRIO?

7. Kakue cTpyKTypHbIE€ MOApa3aeaeHust BXoAAT B coctaB L[PY?
8. HazoBuTe nmpuuuHbI 1 11enu co3ganus MuHuCTepcTBa BHyTpeHHel 6e3onacHoctu CIIIA.

9. Kakue ynpaBieHus U OTAENbI BXOAAT B cocTaB HalmoHansHOTO ynpaBieHUsl BOEHHO-KOCMHYECKOM
pazBenku CHIA?

10. Kakue metoasr ucrionbzyetr AHB B cBoeii npodeccrnoHanbHOM AeSITEIIBHOCTH?

Tema 15. Cucrema 3ammuthl uHGopmanuu B Besukoopuranuu. (ITK-25)

Jlekumus.
[TapnamenTckuit KOMUTET o pas3Benke u 0e30macHOCTH Benmukobpuranumn
(Intelligence AndSecurityCommittee /ISCY/). Pa3BenpiBarenpHas cimyx0a Benukobpurannmn

SecretIntelligenceService / MI16. KonTppa3sensiBarenbHas ciry:x6a MI-5. I{eHTp mpaBUTEILCTBEHHON CBSI3U
(GovernmentCommunicationsHeadquarters /GCHQY/). IIporpammusie cpeactsa Ub.

JlaGopaTopHbie padoThbI.
Crannaptel Ub. CtpykTypa 3arpar Ha 3amuTy uH(popMaiu B npaButenscTBe bputanuu.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.

[Touck wuHpOpMaIMK O TOCYIAPCTBEHHBIX Opranax odecneyeHuss HHPOPMALMOHHOM O€30MacHOCTH
BenukoOpuranum.

Tema 16. Cucremsl 3ammuTsl HHPopManuu Bo @panuun. (IIK-25)
Jlexknus.

Cnencnyx0b1 ®@paniy3ckoit pecrnyonuku. Crpykrypa crencinyx6 ®paniysckoit pecnyonuku. JI'CE.
VYnpasnenue BoeHHoi pazsenku (IPM). Ctpykrypa JIPM.

JlaboparopHbie padoThbI.
N3yuenune rocynapcTBEHHBIX OpraHOB o0OecrieueHus: nHpopMaIrmoHHoi 6e3onacHoctu OpaHIun.
3agaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. Kak npaButenscTBO @paHIMK paccMaTpUBaeT KOHIEMINIO HH(POPMALMOHHOW BOMHBI?

2. Yem (paHILy3cKoe MPeACTaBICHUE SKOHOMHUUYECKOTO KOH(IIMKTA OTINYACTCS OT APYTUX €BPONEHCKUX
cTpan?

3. AHaM3 NpEeUMyLIECTB BUPTYAIbHON BOMHBI?
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4. Tns xakux neneit Bo @panuuum coznaéres MHGOPMALMOHHO-aHAIUTHYECKAs CUCTEMA TOICPIKKH
IIPUHSTHS PEILIEHUIN?

5. Kakue MCTOJbI I10 MHCHHUIO (bpaHHYSCKI/IX OKCIICPTOB oOecrieunBaeT Ha}lé)KHy}O 3alIUTy I/IHq)OpMaHI/II/I n
KaKu¢€ MCPbI H606XO}II/IMBI I JOCTHIKCHUA OTHUX MGTO)IOB?

6. UTo MpensTCTBYET 3aIIUTHBIM JEHCTBUSM 0 MPEAOTBPAIICHUIO U CHIDKEHUIO YTpo3 HH(DOPMAIIMOHHON
BOUWHBI?

Tema 17. Cucremsl 3amuTsl nHpopmanuu B Kurtae. (IIK-25)
Jlexknus.

[IpencraBnenne o006 wuH(popMaoHHOM mpoTuBoOOpcTBe B Kurtae. 3akoHOmaTenscTBO B cdepe
uHpopmanmonHoii  OezomacHoctn B Kwurae. OOecreueHue 0€30MaCHOCTH  KOMIBIOTEPHBIX U
MH(POPMALMOHHBIX CHUCTEM. Opranu3anuoHHasi cTpykTypa creucuyx6 Kwutas. «Benukas crena»
uH(popMarmonHoi 6e3omacHocTy Kutas. MunmcrepcTBo rocynapcrsenHoit 6esomacHoctu KHP. Ilouck,
aHalu3 M CHCTEMaTU3MPOBaHHE HayyHOUW MH(OpMAIMM, OTE€YECTBEHHOTO M 3apyOeKHOTO OIbITa 10 TeMe
UCCIIEIOBAHUS.

JlaGopaTopHbie padoThbI.
W3ydeHne rocynapcTBEHHBIX OPraHOB o0ecrieueHus: HHPOopMAIMOHHOM Oe3omacHocTr Kurasi.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

1. Oxapakrepu3syiiTe HOpMaTUBHO-TIpaBoBYyIo 0azy Kuras B chepe 1b 1 oTBETCTBEHHOCTD 32
KOMIIBIOTEpHBIE NpecTyIuieHus B Kurae.

2. [lepeuncnure OcHOBHBIE crielcny O0bl Kurtasi, kakue (pyHKIIUH OHH BBHITOIHSIOT?

3. Uto takoe «Benukas crena» napopmannonnoii OezomacHoctu Kurtas? Uem oHa oTiMyaercs ot
nonutuku b B Poccun?

4. KaxoBbI 0COOCHHOCTH MOAECPKKH HMHTEpHET-pecypcoB YacTHBIMU juiiamu B Kurae?
5. Kakue 3amaun pematorcs B Kurae B paMkax HWHTETpaliid B MEPOBbIE HH(GOPMAIIMOHHBIE CUCTEMBI?
6. Uto nmoapasymeBaetcs mon coboit "KoHnenmusi ceTeBbIx cui' ?

7. HazoBUTE OCHOBHBIE MEPOTIPUSITHUS, OCYIIECTBIIEMbIE pYKOBOACTBOM KuTasi, HarpaBlieHHbIE Ha
nosbiienre b crpansl.

8. Uto mpencrassier coboit konnenus B Kurtasn?
9. KakoBbl OCHOBHBIE 371eMEHTHI IIpaBoBoiicucteMbl Wb Kuras?

10. KaxoBbsl ocHOBHBIE MeponpusaTus o obecneyenuto b Kuras, ocymiecTsisiemble B porecce
MHTETpaluy B I00anpHyto ceth MHTepHeT?

Tema 18. Iludposoii cysepenurer. (IIK-25)
Jlexknus.



Onoxa ciaoma cyBepeHHTeTa. DIEeKTpOHHBIN cyBepenuTeT. Kubepsoiina. MHPpOpMAIIMOHHBIN CyBEpEHUTET.
Pa3paboTka HE3aBUCMOTO HHTEPHET-I0CTYTIA.

JlaboparopHbie padoThbI.
CpaBHHTENbHASI XapaKTEPUCTHUKA CUCTEM 3aIIUTHI HHGOPMAIIMH B BEAYITUX 3aPYOCIKHBIX CTpaHaX.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. Yto BkIitouaet B ce0st "27eKTpOHHBIA MIUT" rocyaapcTBa’?

2. Bo3amoxxHo sin Hannuue y Poccun "anexTpoHHoro mura'?

3. Yto BKirO4aet B ceds "nHpOpMAaLMOHHBIM 1UT" TocyaapcTa?

4. O6namaer nu Poccus B HacTosiee BpeMst  "uHGOPMAITMOHHBIM IIUTOM"?

. s CTpaHa B HAN HLHJﬁ TCIICHU JIa1acT JICKT HHBIM MW HWH MAIITMOHHBIM = IIUTOM !
5. Kakas crpana B Hau0o. el crerreHu o0Iamaer "DIEKTPO "u" opMarmo " oM?

Tema 19. Ku6epoe3onacHocts — Mup 3KkcnepToB U npectynunkos. (I1K-25)
Jlekumus.
Mup kubep6ezonacHoctu. [lomensl kubepOe3omacHocTH. KubGepOe30macHOCTh: 3JIOYMBIIUICHHUKH U
cnenuanuctel. M3ydyeHue oOmuX yrpo3. Yrpo3bl HHTEPHET-yCIyraM. YTpo3bl KIIIOYEBBIM OTPACIsIM
MIPOMBILUIEHHOCTH. PacrpocTpanenue yrpo3 KuOepOe30MacHTCU: IyTH pacHpOCTpPaHEHHUS U YPOBEHb
CIIOKHOCTH yTpo3. JlomonHuTenbHas NoAaepkKa 0e30MacHOCTH: UHTEPHET-COO0IIEeCTBa M MEXAyHapOAHAs
ceprudukanus. OCHOBHBIE ITaMbl U 3aKOHOMEPHOCTH UCTOPUYECKOTO pa3BuTHs Poccuu, e€ MecTo u poib B
COBPEMEHHOM MUpE B LIETAX (GOpMUPOBAHUS FPAKAAHCKOMN MO3ULIUU U Pa3BUTHS MaTPHUOTHU3MA

JlabopaTropHbie padoThbI.

Omnpenenenue kudbepmonenanuecTBa. Kubepoezonacunocts. Unentuduxarus yrpossl. OnpenencHue
cnienuanu3anuu 1mo nadopmarmonnon 6ezonacuoctu NISP/NICE.

3aganus AJ151 CAaMOCTOSITEJIbHOM PadoThI.
1.3a 4TO OTBEUAET areHTCTBO HAaIMOHAIBLHOM Oe3omacHOCTH (NSA) B CIILIA?
2. Uto HaHOCHUT OOJNBIINH yiIepO, BHYTPEHHUE YTPO3bI WIIM BHENIHKUE YIpo3bl? U mouemy?
3.YT0 HCTIONB3YIOT JIFOOUTENH WU KBATH(PUIIMPOBAHHBIE 37I0YMBIIIJICHHUKH TPY BHEITHUX yrpo3ax?
4. Yto B cebs BKIIFOUAIOT KOPIIOPATUBHBIC TaHHBIC?
5. UTo co3maeTr pacTyuiyo yrpo3y JAjsi OpraHU3aIHii, KOTOPBIEC MO3BOJITIOT MOOUIBHBIM yCTPOICTBAM
COTPYAHUKOB MOJKIIOYATHCSI K CBOUM CETAM?
6.Yto taxoe Internet of Things (I1oT) ?

7. bonblue naHHbIE MPEICTABISAIOT COOON KaK BHI30BBI, TAaK U BO3MOYKHOCTH, OCHOBAHHBIE Ha TPEX
W3MEPEHUSIX, Ha KaKUX?

8.Urto Takoe mepenoBas moctosiHHast yrposa (APT) u st uero nmpectynmHuKHA 00bIYHO BBIOHMpatoT APT?
9.91o MoryT orciexuBarh araku anropurMma? Ilpusenure npumep.
10. Pamka paboueli cuibl Ki1accupuIupyeT padboTy mo kubepOe30macHOCTH Ha ceMb KaTeropuii . Ha kakue?

Tema 20. «Ky0» kudepoe3onacnoctu. (OK-2)
Jlekumus.
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Tpu u3mepenus ky6a kubepOe30nacHOCTH: LENOCTHOCTH (MPUHIIMIT LIEJTOCTHOCTH JaHHBIX, OTPEOHOCTH B
LEJIOCTHOCTH, TMPOBEPKa HEIOCTHOCTH), KOH(DUICHINATBHOCTD (MPUHIMIT KOH(PHUICHINAIBHOCTH, 3aIlUTa
KOH(UACHIMANBHBIX JTAHHBIX, YIPABICHUE TOCTYIOB, MEXIyHAPOAHOE 3aKOHOATEIBCTBO) U JOCTYIHOCTb
(IpUHLMI JTOCTYMHOCTH,00ecreueHre A0cTynHocTh). JlaHHble M oOecrieueHre Oe30MacHOCTH: THUIIBI
XPaHWIHUIL JaHHBIX, METO/BI Mepeadn TaHHBIX, TPOOIEMbI 3aIIUThl XpaHUMBIX JTaHHBIX In-Transit, popmer
00pabOTKU M BBIUMCIICHUS JAHHBIX, ONPEAeNICHHE COCTOSHUA NaHHBIX. KoHTpMeps! o knbepOe3omnacHoCTy.
TexHnonmoruu: mporpaMMHble TapaHTHHM O€30IaCHOCTH, ammapaTHble CPEICTBA 3alUTHI, CETEeBbIC
TEXHOJIOTHH, oOnauyHble TexHomoruu. Co3maHue KyJIbTYpbl OCBEIOMJICHHOCTH O KHOepOe30macHOCTH.
[Monutukn W mpouenypsl  KuOepOe30macHOCTH:  CTaHAApThl, METOAWYECKHE  PEKOMEHIALUH,
nporenypsl.Onpenenenne  kateropud — nportuBozeiicTBus.Cucrema  ympanenuss  WUT:  mozmens
kubepo6e3onacuoctu [SO.

JlaGopaTopHbie padoThbI.

Anamu3 npunuunoB Ub. Onpenenenne npunuunos Mb. Onpenenenne CcOCTOSHUSA JaHHBIX. YCTaHOBKA
BupTyanbHoi MamuHel Ha [1K. M3yuenne ayreHTudukanuu, aBropuszanuu u yueta. Usyuyenue
mdpoBanus ¢aitioB u naHHbIX. [IpoBepka 1eT0CTHOCTH (PailyioB U TaHHBIX.

3aganus AJ151 CAaMOCTOSITEJIbHOM PadoThI.
1.Yro Takoe KkubeprnpocTpaHcTBO?
2. Kakue Tpy BO3MOKHBIX COCTOSTHUSI UMEIOT TaHHBIE?
3.Yemy npensTcTByeT KOH(PUACHIUAIBHOCTD?
4.Kakwue CymiecTBYIOT TPH THIA KOH(UICHIIUATbHON HH(OPMAITIH?
5.YT0 TaKoe IeI0CTHOCTh U KaKHe METO/IbI UCIOIB3YIOTCS sl 00ecieueH sl 1eJI0CTHOCTH TaHHBIX ?
6.Ut0 cymecTByOT 001IHe Xen-(QpyHKITII?
7.910 Takoe NOCTYNHOCTh JaHHBIX?
8.Kakue Tpu npuHIHMIA MPOEKTUPOBAHUS OOBIYHO BKITIOYAIOT CUCTEMBI BBICOKOM JIOCTYITHOCTH?
9.Kakue neficTBHI BBITIONHACT OpraHU3amus 1l 00eCIeYeHUs JOCTYTHOCTHU?
10.91o Takoe DAS u NAS?

Tema 21. Yrpo3sl kubep0e30nacHocTH, ya3BumMocTu u araku. (ITIK-25)

Jlekumus.
BpenonocHble mporpaMMbl M BpPEAOHOCHBIA KoJ. TuIBI BpEAOHOCHBIX MPOTpamMM: BHUPYCHI, YEpBH,
TPOSIHCKHE KOHHM, JIOTMYECKHEe OOMOBI, BBIMOTATeiH, O3KBOJAbI M PYTKUTHIL. 3allUTa OT BPEIOHOCHBIX
mporpaMM. ATaku 3JIEKTPOHHOM MOCTHI U Opay3epa: craMm, spyware, adware, scareware, pumuar. [1narunst
Opay3epa. 3ammTa OT aTak JIEKTPOHHOW MOCTHI U Opay3epa. MOIIEHHUYECTBO: JaBUHT, MUTTUPOBAHUE U
JIpyTHe METOMABI. 3aluTa OT MolleHHW4YecTBa. KubOeparaku: Tumbel kubOepartak (OTKa3 B OOCITYyKHBaHUH,
MOJIJICIKY, "YeIOBEK MocepennHe", aTaku ¢ HYJIEBBIM THOM, BEJIEHHUE JKypHaia KJIaBHATyphl). 3aluTra OT
arak. OOHapy>XKeHHe yrpo3 U YSI3BUMOCTH. ATakM U 3aluTa OeCHpOBOIHBIX U MOOWJIBHBIX YTCPOWCTB.
Hactpoitka WEP/WPA2 Psk/ WPA2 RAdius. Ilpukiagapie aTaku: MEXCAUTOBBIM CKPUITHHT, BBOJ KOJa,
nepenojiHeHue Oydepa, ynaJeHHOE UCIIOJIHEHHE KOMa, JIeMEHTHI yrnpasieHus ActiveX u Java. 3amura ot
aTaK MPUIOKEHUMN.

JlaGopaTopHbie padoThbI.
Omnpenenenre TUMOB BPEAOHOCHOTO Koaa. OmpeeneHne aTak 3eKTPOHHOM MOUTh U Opay3epa.
Onpenenenue npodieM coruanbHON HHXeHepun. Onpenenenue kudep-arak. OnpeaeneHue THIIOB
IIPUJIOKECHUM U aTaK.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1.Yro Takoe kubeparaka?
2. Yto Takoe BpenoHocHoe [107?
3. HazoBurte Tpu criocoba pacrpocTpaHEeHUs! KOMITbIOTEPHBIX BUPYCOB.
4.YT0 HYXHO c/IeaTh, YTOOBI 3aIUTUTH CEOSI OT BPEIOHOCHBIX MporpaMm?
5. Kakue uenu npecnenyer cnam?



6.Uto Takoe Spyware?

7. Yem ommuaeTcst OOBIYHBIN (DUITHHT OT (PUITHHT-KOTIbSI?
8. Jlns yero npenHa3zHaueHo orpasieHue SEO?

9. HazoBute ciocoObI ycTpaHEHHUS Cliama.

10.HazoBuTte crioco6s! nurrupoBanus (Piggybacking)

Tema 22. Kpunrorpadpuveckue meroani 3amuthl uHpopmanuu. (OK-2)
Jlekumus.

Uctopust kpunrorpadun. Cosznanue 3amudpoBaHHOTO Tekcta. M3ydenuwe mmdppa Buxenepa. JIa Tuma
mudpoBaHus: MUPpPOBaHWE C 3aKPBITHIM KIOYOM (MPOIECC CUMMETPUYHOTO IMU(PPOBAHUS, THIIBI,
aJTOPUTMBI), MHU(PPOBAHUE C OTKPHITHIM KJIIOUYOM (aCCHMETPHYHBIN Tpoliecc mudpoBaHUs, aITOPUTMBI).
KiroueBoit MmenemxmenT. CpaBHeHHE TUTIOB udpoBaHusa. KOHTpOb 0CTymna: TUIIBI KOHTPOJIS, CTPATErHH,
uAeHTU(PUKAIMS, METOIbl TMPOBEPKH TMOMJUHHOCTH, aBTOpPU3allMs, MOJOTYETHOCTh, THUIBI CPEICTBA
KOHTpOJIs 6e30omacHOCTH. COKpBITHE JaHHBIC: MAaCKUpPOBaHUE, CTeraHorpadus, oodyckamus.

JlaboparopHbie padoThbI.
Hcnonb3oBaHre cMMMETPUYHOTO K ppoBanus. Vcronb30BaHNEe aCCUMETPUYHOTO MU POBAHUS

CpaBHEHHE CHMMETPUYHOTO M aCCHUMETpHYHOro mudpoBanus. OrmnpeneneHne CTpaTeruii KOHTPOJIS
noctyna. OnpeneneHue METOAOB MPOBEPKU MOMIMHHOCTU. CpaBHEHHME THUIIOB 3JEMEHTOB YIIPABICHHS
0€e30I1aCHOCTBIO.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1.Yro Takoe xpunrorpadus’?
2.Ilepeuncnure cnocoObl co3AaHUs 3alIM(POBAHHOTO TEKCTA U UX KPATKOE OIMMCAHUE.
3.Ha3oBuTe 1 onMIIUTE JBa TUIA aJITOPUTMOB IU(PPOBAHHUS.
4.YTo Takoe KOHTposb puznueckoro aocrymna? HazoBure ero mens.
5. HazoBuTe 1 ONUIINTE HECKOJIIBKO CPEACTB KOHTPOJISA JOCTYIIA.
6. [lepeuncnure BUIbI KOHTPOJIS JOCTYIIA.
7. OnummTe TpUHIKI PpaboThl UACHTU(DUKALHIH.
8. HazoBuTte 1 onumuTe 1Ba TUNA OMOMETPUUECKUX UICHTHU(PUKATOPOB.
9. Yto Takoe aBropuzanus?
10. YUto Takoe moJOTYETHOCTE?

Tema 23. O0ecnieueHue HeJOCTHOCTH JaHHBIX. (OK-2)
Jlekuus.

ObecrnieyeHre LEI0CTHOCTH JTaHHBIX. THIBI AIEMEHTOB yIpaBlieHus 1esnocTHOCThI0. [{udpossie moanucwy,
CpaBHEHHE aJrOpUTMOB mH(ppoBor momnucu. Mcmonp3oBanue IUGpoBeIXx mnoanuce. CepTudukaTsr:
co3nganue 1udpoBoro ceprudukara, Mpouecc MPOBEpKH, MyTh ceprudukara. OdecneueHne CoOMOISHUS
[IEJIOCTHOCTH ©0a3bl JTaHHBIX: TpoBepka W TpeboBanus K 1enoctHocTH bJl. Ilouck, anHanmus wu
CUCTEMAaTU3UPOBAHWE HAYyYHOW MH(OpPMAIMKM, OTEUYECTBEHHOTO U 3apy0eKHOro OmblTa [0 TeMe
UCCIIEIOBAHHUS.

JlaboparopHbie padoThbI.
Omnpenenenue TepmuHonorun. Cracking (B3iom) nmaposneit. Micnons3oBanne nudpoBhIX MOATHMCEH.
Pa6ota ¢ mudpossiMu ceprudukaramu. OpraHuzanus yIajieHHOTO J0CTyIa.
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. Uto Takoe xemupoBaHue?
2. Ilepeuncnure cBOMCTBA KPUNTOTPAPUIESCKON XAII-(PYHKITHH.
3. Yro ncrnomnp3yeT aTaka cioBaps?
4. Yrto Takoe TadIHIa TOUCKA?
5. YTo momoraer ycTaHOBUTh LU(POBask MOAMUCH?
6. Uro Takoe PKI?
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7. Ceprudukar npuHAAISKUT LETIOYKe CepTU(UKATOB, HA3BIBAEMOH] ... .

8. [lepeuncnure YeThIpe MpaBHUiIa WIK OTPAHUYCHHS [IETIOCTHOCTH JaHHBIX.
9. Ilepeuncnure KpUTEPUH, UCTIONB3YEMbIE B IIPABHJIIC IPOBEPKH.

10. YTo rapanTUpyeT HEIOCTHOCTh JOMEHA?

Tema 24. Konuenuust «nsitu aAeBaTox». (OK-2)
Jlekuus.

Urto takoe "maTh aeBaTtok"? Cpenpl, TpeOyrommue "msaTh 1eBATOK". Yrpo3y moctynHocTH. [IpoekTupoBanue
CUCTEMbl BBICOKOM JIOCTYMHOCTBHIO. Mephl MO YIYYIICHHIO JIOCTYMHOCTH. YIpaBlI€HHWE aKTHBaAMHU:
uAeHTU(UKAIMS aKTUBOB, KilacCHU(UKAIMs aKTHBOB, CTaHAApPTHU3allMsl aKTUBOB, WACHTU(UKALUA yrpo3,
aHajau3 pucka. M30BITOYHOCTD. CuctemHasi yCTOWYMBOCTb. PacciiemoBaHue WHIUIEHTOB: (Da3wl
pearupoBaHMs. Ha HWHUUACHT (IIOATOTOBKA, OOHapy>KE€HHE, aHalu3, BOCCTAHOBJEHHE). TEXHOJOTUU
pearupoBaHMsl Ha WHIUACHT: KOHTPOJIb JOCTYNa B CETh, CUCTEMBbl OOHApPY)KEHUS BTOPKEHHM, CHCTEMBI
MPEeNOTBpAIlCHUs] BTOPKEHUN.aBapUilHOE BOCCTAHOBJICHHME: IUIAHUPOBAHHWE BOCCTAHOBJIEHHWH TMoOCIe
CTUXUUHBIX O€JCTBUI, MJIaHUPOBAHHE HEMIPEPHIBHOCTU OM3HECA.

JlaGopaTopHbie padoThbI.

[TpoBenenue ananusa pucka akTuBoB. OrpeniesieHue ypoBHs 3aluThl. AHAMNU3 (pa3 pearupoBaHus Ha
WHIIUJICHT.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. Yto o3HaUaeT OAThH OEBATOK?
2. Yto He0OX0aUMO 4TOOBI 00ECTIEYUTh BHICOKYIO JOCTYITHOCTb?
3. Kakue cpenpl, TpeOyIOT MSITh IEBITOK.

4. HepeqnanTe TPU OCHOBHBIX IMPUHIHIIA, KOTOPBIC BKIIIOYACT B ce0sI BEICOKas AOCTYIMHOCTD IJId
AOCTUIKCHUS LCIIU HCIIPCPBIBHOTO JOCTYIIA K JAHHBIM U YCIIyTraM.

5. Ilepeuncnure KaTeropuy WACHTU(DUKAIIMHA AKTHBOB.

6. Uro Brirouaet B ceds uaeHtudukarop CVE?

7. YTo Takoe aHaIu3 PUCKOB?

8. Kakue uetpipe o0mmx crocoda CHIKEHHS pUCKa CYIIECTBYIOT?

9. Yto nenaer pe3epBHBIN MacCUB He3aBUCUMBIX AUCckoB (RAID)?

10. Yro siBnsieTcst ocHoBHOM dyHKIMen Spanning Tree Protocol (STP)?

Tema 25. 3amura nomena kudepoezonacuoctu. (I1K-25)

Jlekumus.
3ammTHBIC CUCTEMBI U yCTpOHCTBA: yKperuieHue (6ezonacHocts OC, ympaBieHue nardyamu, OpaHaMaydphl,
Oe3omacHas cBs3b). bezomacHoCTh OecTpOBOAHBIX U MOOWIBHBIX ycTpoicTB: WEP, WPA/WPA?2, B3anmHas
ayTeHTH(UKAIMs. 3anuTa JaHHBIX XOCTa: KOHTPOJIb AOCTYyMa K (aitnam, mudpoBanue (aitioB, pe3epBHOE
KOMMHMPOBAHHUE CHCTEMbI U JaHHBIX. YNpaBICHHUE M300PAKEHUSMU U KOHTEHTOM: CKPUHMHT U OJIOKHPOBKA
koHTeH. Du3nyeckas 3anmura padbounx craHuii. bezonacHoOCTh cepBepoB: OE30MaCHBIN YIalIeHHBIN JOCTYII,
aJIMMHUCTPATUBHBIC Mephl, (pu3nueckas 3amuTa cepBepoB. be3omacHOCTh ceTu: 3aluTa CETEBBIXYCTPHUOCT,
roJIOCOBOE U BUJe0000pynoBaHue. Pu3ndeckasi oxpaHa: KOHTPOJIb IOCTYIa U BUACOHAOIIONEHNE.

JlaGopaTopHbie padoThbI.
bezomacHocTh cucteMbl Linux. 3anutHeie cuCTeMBI B yCTpoiicTBa. CepBepHbIe OpaHaMay3phI U
Mapupytuzatopsl ACL.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. Uto Takoe Microsoft Baseline Security Analyzer (MBSA)? Ilepeunciute ee 0CHOBHBIC (DYHKIIUH.
2. HazoBuTe pa3sHOBUIHOCTH aHTUBUPYCHBIX IporpamM. OXapaKkTepusyinre ux.
3. [lepeuncnuTe NpenMyIIecTBa UCHIOIb30BaHUS CITY>KObI aBTOMATHYECKOrO OOHOBIICHUSI.
4.HazoBute crannaptsl 6e3onacHocty Wi-Fi. Kakoii u3 Hux nHanbonee apdexrunen?
5. Urto Takoe KOHTPOJIb JOCTYyMa K ¢aiinam? HazoBurte paszperieHust, 10CTyHbIC 17151 (aiijioB U MarokK.
6. Uto Takoe mudponanue nanubix? Kak ono paboraer?
7. HazoBuTe o0mue npaBuia mocTpoeHus 3Q(PEKTUBHBIX CHCTEM JIEKTPOCHAOKEHHUS.



8. Uro Takoe OpanamMaysp?
9. Uro Takoe Voice over I[P (VoIP)? HazoBute ycTpoiicTBa, HeoOxoaumsbie st VoIP.
10. HazoBute (pmzndeckue METOAbI OXPaHbI MPEIIPUATHS.

Tema 26. Cnennanuctsl no kudepoesonacaoctu. (IK-25)
Jlexknus.

JlomeHbl KHOepOe30MacCHOCTH: MOB30BATEIbCKUN TOMEH (0OIIMe yrpo3bl MOJIb30BaTeNe U ysI3BUMOCTH,
ylpaBlieHHE Yrpo3aMH IMOJb30BaTesNeil), TOMEH ycTpoiicTBa (00IIMe yrpo3bl YCTPOWCTBa, YIpaBICHHE
yrpo3aMu yCTpPOWCTBA), AOMEH JIOKaJbHOW ceTH (00IIue yrpo3sl M YIpPaBICHHUE YTPO3aMH), YACTHBIM
oOnayHblii ToMeH (00Iue yrpo3sl W YIpaBlIeHHE yrpo3aMu), OOIIECTBEHHBIH OONauyHBbI JAOMEH (oOmue
yrpo3bl U YIPABJIEHUE YTPO3aMu), JOMEH s (pru3ndecKux Jini (00Iue yrpo3sl U YIpaBieHHE YIPO3aMH),
JOMEH TNpHIOKEeHUH (00mue yrpo3sl W ympaBlieHHe yrpo3amu).. Dtuka pabotel B Mb: pyxoBoasiue
MIPUHIUIIBI, 3aKOHBI H OTBETCTBEHHOCTh, MH(POPMALIMOHHBIE CAMNTBHI).

JlaboparopHbie padoThbI.

CootBeTcTByIOIIME 00acTH KubepOezonacHoCTH. Vcronb30BaHe COOTBETCTBYOIIETO HHCTpyMeHTa 3.
WNuTerpainms HaBbIKOB.

3ajaHus 1J151 CAMOCTOSITEIbHOM PadoThlI.
1. Ilepeuncnute 0b1IMEe YTPO3bI MOIB30BATENEH, 0OHAPYKEHHBIC BO MHOTUX OPTraHU3alLIUsX.
2. [lepedncnure yrpo3sl A pU3NUECKUX YCTAHOBOK B OPraHU3aIUH.
3. Ilepeunciute yrpo3bl A IPUI0KEHHUH.
4. Kakue Mepbl MOTYT BHEPATh OPTaHU3aLMH ISl 3aIUThl IPUIOKEHUH OT Pa3InYHbIX YIpo3.
5.YT0 Takoe 3THKA CIEUAINCTa 110 KHOepOe301acHOCTH?
6. Ha3oBuTe 3THYECKHE CUCTEMBI, KOTOPHIE PACCMAaTPUBAIOT ITHKY C Pa3HBIX TOYEK 3PEHUSI.
7. HazoBuTe necsaTh 3a1oBeei KOMIIbIOTEPHOU 3TUKH.

8. Konsennus o kubepnpectynnoctu. Kakue ctpansl moanucany 3Tot goropop? HazoBurte 061Iyto
MOJIUTUKY TOTOBOPA.

9. YUto takoe CERT. Kakue yciyru oHu npeaoCcTaBIisitoT?
10. CymectByeT 11 TUcTpuOyTHUB Oe30macHOCTH Ha ocHoBe linux? Ecnu 1a, To Kakoe ero Ha3BaHue?

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHBbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

5 cemecTp
* mocemnraemocts — 10 GammoB
*  TEKYyIIUHA KOHTPOJIb — 72 Gasia
*  KOHTPOIBHBIE CpPe3bl — 2 cpe3a Mo 9 6auioB Kaxablit
* mpeMuanbHBIE OauTel — 20 6aioB

Pacnipenenenne 6aJiioB 10 3aaHMSIM:

Ne |HaszBanme tembl | Dopmbl Max. MeTonrka NpoBeAECHNS 3aHATUS U OLIEHKU
Te | /BHUI y4eOHOH |TEKyLIero | KOJ-BO
MBI paboThI KOHTpoJsi | 0asuioB
/ cpe3sl
1. UcTopus Tectupos 9 TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
3aIUTHI aHue 9 0ammoB - CTyIeHT NpaBWIbHO OTBeyaeT Oonmee uyeM Ha 90%
MHPOpMAIIH B BOIIPOCOB.
Poccun go XX 7-8 0aioB — CTyACHT mpaBWIbHO oTBedyaeT Ha 50-80% BompocoB B
BEKa TecTe.
4-6 GaJJIOB - CTYACHT NpaBUIIbHO oTBevyaeT Ha 30-50% Bompocos.
1-2 Oamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.
MeHnee 25% mpaBWIBHBIX OTBETOB 0AJIOB HE JACT.
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Ob6ecnieuenue | Tectupos TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.
HallMOHAJILHOM aHue 9 OainoB - CTyOGHT NpaBUIBLHO oOTBeuyaeT Ooinee deM Ha 90%
0e30macHOCTH BOIIPOCOB.
Poccuu B 7-8 0annoB — CTyOEeHT mpaBWibHO oTBedaeT Ha 50-80% BompocoB B
WHPOPMAIIOHH TecTe.
oit cpepe 4-6 6amIoB - CTYIEHT NpaBWiIbHO oTBeuaeT Ha 30-50% Bompocos.
1900-1917 rr. 1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.
Mesnee 25% mpaBUWIBHBIX OTBETOB 0AJUIOB HE JACT.
Ob6ecneuyenne |TecTupon TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
HaIlMOHAJIbHOU | aHWe(KOH 9 0ammoB - CTyOeHT NpaBWIbHO OTBeyaeT Oonee uyeM Ha 90%
0€30MacHOCTH B | TPOJIBHBI BOIIPOCOB.
nHPOPMAIMOHH | §i cpe3) 7-8 0annoB — CTyOEHT mpaBWbHO oTBedaeT Ha 50-80% BompocoB B
oii chepe B TecTe.

MIEPHUONT 4-6 GayJIOB - CTYACHT NpaBUIIbHO oTBevyaeT Ha 30-50% Bompocos.
CO3aHUsL 1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
COBETCKOM TecTe.

BIIACTH, B Menee 25% npaBUIBHBIX OTBETOB 0aylIOB HE AaET.

nepuox HOIla u

JTOBOECHHBIN

MIEPHUONT
Ob6ecnieuenue | Tectupos TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.

HallMOHAJILHOM aHue 9 OamnoB - CTyOGHT NpaBUIBLHO oOTBeuyaeT Ooinee deM Ha 90%
Oe3omacHOCTH B BOIIPOCOB.
UHPOPMAIIOHH 7-8 0annoB — CTyOEeHT mpaBWbHO oTBedaeT Ha 50-80% BompocoB B

oii chepe B TecTe.

MIEPHUONT 4-6 GaJJIOB - CTYACHT NpaBUIIbHO oTBevyaeT Ha 30-50% Bompocos.
Benukoii 1-2 Oamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B

OteuecTBeHHON TecTe.
BoiiHbl. Mesnee 25% mpaBUWIBHBIX OTBETOB 0AJUIOB HE JACT.
Cucrema Tectupos TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.
0e30macHOCTH aHue 9 0ammoB - CTyOeHT NpaBWIbHO OTBeyaeT Oonee ueM Ha 90%
CCCP Bo BOIIPOCOB.
BTOpOH 7-8 0annoB — CTyOEHT mpaBWbHO oTBedaeT Ha 50-80% BompocoB B
nosoBuHe 40-x TecTe.
— IepBOi 4-6 GayJIOB - CTYAEHT NpaBUIIbHO oTBevyaeT Ha 30-50% Bompocos.
nosoBuHe 50-x 1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
rr. XX Beka. TecTe.
Menee 25% mpaBWIBHBIX OTBETOB 0AJLIOB HE JACT.
Opranmzanus | Tectupos TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
3aIUTHI aHue 9 0ammoB - CTyIeHT NpaBWIbHO OTBeyaeT Oonee ueM Ha 90%
rocyaapCTBEHH BOIIPOCOB.
BIX CEKPETOB U 7-8 0annoB — CTyOEeHT mpaBWbHO oTBedaeT Ha 50-80% BompocoB B
CHUCTEMA TecTe.
0e30MmacHOCTH 4-6 6amIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.
BO BTOpOi1 1-2 OGamna - CTyOeHT MmpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
nonosuHe 50-90 TECTe.

TOJIOB. Menee 25% mpaBUWIIBHBIX OTBETOB 0AJLIOB HE JACT.

CoBpemennas | Tectuposn TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

cucrema aHue 9 0ammoB - CTyOeHT NpaBWIbHO OTBeyaeT Oonee ueM Ha 90%
3aLIUTHI BOIIPOCOB.

MHPOpMAIIH B 7-8 0annoB — CTyOEeHT mpaBWbHO oTBedaeT Ha 50-80% BompocoB B
Po. TecTe.

4-6 6amIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.

Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE JAAET.
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8. [Ipobnemsr Tectupos 9 TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
o0ecrieueHust aHue 9 0OammoB - CTyIeHT NpaBWIbHO OTBeyaeT Oonee uyeM Ha 90%
WHPOPMAIIOHH BOIIPOCOB.
oM 7-8 0annoB — CTyOEeHT mpaBWibHO oTBedaeT Ha 50-80% BompocoB B
Oe3omacHOCTH B TecTe.
Poccun. 4-6 6amIoB - CTYIEHT NpaBWiIbHO oTBeuaeT Ha 30-50% Bompocos.
1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.
Mesnee 25% mpaBUWIBHBIX OTBETOB 0AJUIOB HE JACT.
9. |JIuuensuposanu | Tectupon 9 TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
eu aHue 9 0ammoB - CTyOeHT NpaBWIbHO OTBeyaeT Oonee uyeM Ha 90%
cepThdUKaLus BOIIPOCOB.
JIEATENBHOCTH B 7-8 0aiIoB — CTyACHT mpaBWIbHO oTBedyaeT Ha 50-80% BompocoB B
obnactu TecTe.
3aIIUTHI 4-6 6aIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.
WHPOPMAITUH. 1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.
Menee 25% mpaBWIBHBIX OTBETOB 0AJLIOB HE JACT.
10. |OpranuszanuonH | Tectupos 9 TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
0 mpaBoBasi | aHHe(KOH 9 0ammoB - CTyIeHT NpaBWIbHO OTBeyaeT Oonee uyeM Ha 90%
cucremMa TPOJIBLHBI BOIIPOCOB.
00pBOBI C ii cpe3) 7-8 0annoB — CTyOEeHT MmpaBWbHO oTBedaeT Ha 50-80% BompocoB B
TEPPOPU3MOM. TecTe.
4-6 6amIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.
1-2 Oamna - CTyOeHT MmpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.
Menee 25% mpaBUWIIBHBIX OTBETOB OAJUIOB HE JACT.
11. [TocemaeMocTs 10 10 GanyoB — CTONPOLIEHTHOE MOCEIICHUE 3aHATUH CTYICHTOM
7 0amioB — MOCEMIaeMOCTh CTyAEHTa cocTasisieT He meHee 80 %
3aHATUN
5 OaJJIoB— MOCEIAeMOCTh CTyAeHTa cocTasisier He Mmenee 50 %
3aHATUN
1 Gasm — mocemaeMocTh CTYACHTAa COCTaBIseT He MeHee 25 %
3aHATUN
12. IIpeMuansHbIC OaITHI 20 JloToTHUTEIbHBIE TPEMHUATBHBIC OAJITBI MOTYT OBITh HAYHMCIICHEI:
- 32 TIPOEKT, BBHINIOJNHEHHBIA 10 3aka3zy paboromarens W
peann30BaHHEIN Ha mpakTuke — 20 6auIoB;
- MOCTOSHHAsI aKTUBHOCTh BO BpeMsl MpakTHUecKuX 3aHsaATui — 10
0aJIIoB;
- TIOJTHOCTBIO TIOJITOTOBJICHHAS K ITyOJMMKAIIMH CTAThsl M0 TEMaTHKE B
paMKax JUCIUIUTHHEI — 10 6auios;
- y4acTHhe € JOKJIaJJoM BO BCEPOCCHUMCKOW OJMMIIMAJZIE M0 TEMaTHKe
m3ydaemMoi mucruruinae — 20 6aios;
- yJacThe B BBICTaBKE IO TEMAaTHKE M3ydaeMOW TUCIHMILTUHBI — 20
0aJIIoB;
- myONWKamusi CTaThMl 1O TEMAaTUKE W3y4aeMOW IUCIHILIAHBI B
COOpHHMKE CTyACHUECKMX paboT / MaTrepuajigax BCEPOCCHICKOM
koH(pepeHiuy / xKypHaie u3 nepeuns BAK — 10/ 15/20
13. HUroro 3a cemectp 100

rocemaemMocts — 10 6ayuioB

TEKYIIUI KOHTpOsb — 70 6amioB

6 cemecTp

KOHTPOJIbHBIE Cpe3bl — 2 cpe3a 1mo 10 6aIoB Kax bl

npeMuanbHbie 6amsl — 20 6amioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:
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Ne |HaszBanue tembl | Dopmbl Max. MeTonrka NpoBEAECHNS 3aHATUS U OLIEHKU
Te | /BHUI y4eOHOH |TEKyLIero | KOJ-BO
MBI paboThI KOHTpoJist | 0asuioB
/ cpe3sl
1. Oransl Tectupos 11 TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
pa3BUTHA U aHue 10-11 GamnoB - cTymeHT HpaBWIBHO OTBeyaeT Oonee deM Ha 90%
CTpYKTypa BOIIPOCOB.
CHCTEMBI 7-9 GamnoB — CTyACHT mpaBWIbHO oTBedaeT Ha 50-80% BompocoB B
3aLIUTHI TecTe.
MHPOpMAIIH B 4-6 GaJJIOB - CTYACHT NpaBUIIbHO oTBevyaeT Ha 30-50% Bompocos.
3apyOeKHBIX 1-2 Oamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
CTpaHax. TecTe.
Menee 25% mpaBUWIBHBIX OTBETOB 0AJLIOB HE JACT.
2. |Cranosnenue u | Tectupos 10 TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.
pa3BuTHE aHne(KoH 10- GamioB - CTyOeHT NpaBWJIBHO OTBedaeT Oojee deM Ha 90%
CHCTEM 3aIUTHl | TPOJIbHBI BOIIPOCOB.
uHpopMau B | i cpe3) 7-9 OannoB — CTyOeHT mpaBWibHO oTBedaeT Ha 50-80% BompocoB B
BEYILUX TecTe.
3apyOeKHBIX 4-6 GaJJIOB - CTYACHT NpaBUIIbHO oTBevyaeT Ha 30-50% Bompocos.
CTpaHax. 1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
3amura TecTe.
MHPOpMAIIH B Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE AaET.
XX Beke.
3. CocrosiHne Tectupos 11 TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
poOIEeMBI aHue 10-11 GamnoB - cTymeHT HpaBWIBHO OTBeyaeT Oonee deM Ha 90%
WHPOPMAIIOHH BOIIPOCOB.
oM 7-9 OannoB — CTyOeHT mpaBWibHO oTBedaeT Ha 50-80% Bompocos B
Oe3omacHOCTH B TecTe.
CTpaHax 4-6 GaJJIOB - CTYACHT NpaBUIIbHO oTBevyaeT Ha 30-50% Bompocos.
EBpocoro3a. 1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.
Menee 25% mpaBUWIIBHBIX OTBETOB 0AJLIOB HE JACT.
4. Cucrema Tectupon 12 TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.
3aIIUTHI aHue 10-12 GamnoB - CTyIEHT MpaBWILHO oTBe4aeT Oonee yem Ha 90%
MHPOpMAIIH B BOIIPOCOB.
CIIIA. 7-9 OannoB — CTyOeHT mpaBWibHO oTBedaeT Ha 50-80% BompocoB B
TecTe.
4-6 GaJJIOB - CTYACHT NpaBUIIbHO oTBevyaeT Ha 30-50% Bompocos.
1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.
MeHnee 25% mpaBWIBHBIX OTBETOB 0AJIOB HE JACT.
5. Cucrema Tectupos 12 TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.
3aIUTHI aHue 10-12 GamyoB - CTyIeHT NpaBWJIBHO OTBe4aeT Oosiee yeM Ha 90%
MHPOpMAIIH B BOIIPOCOB.
BenuxoOpuranu 7-9 OannoB — CTyOeHT mpaBWibHO oTBedaeT Ha 50-80% Bompocos B
. TecTe.
4-6 GaJJIOB - CTYACHT NpaBUIIbHO oTBevyaeT Ha 30-50% Bompocos.
1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.
Menee 25% mpaBUWIIBHBIX OTBETOB OAJUIOB HE JACT.
6. Cucremsl Tectupos 12 TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
3aIUTHI aHue 10-12 GamnoB - CTyIeHT NpaBWJIBHO OTBeuaeT Oosiee yeM Ha 90%
UHPOpMAIMX BO BOIIPOCOB.
®paHuy. 7-9 OannoB — CTyOeHT mpaBWbHO oTBedaeT Ha 50-80% BompocoB B

TecTe.

4-6 6amIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.

Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE JAAET.
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Cucremsl
3aLIUTHI
UHPOPMAIIH B
Kurae.

Tectupos
aHue

12

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

10-12 GamnoB - CTyIeHT NpaBWJIBHO OTBeuaeT Oosiee yeM Ha 90%
BOIIPOCOB.

7-9 GamioB — CTyACHT mpaBWIbHO oTBedaeT Ha 50-80% BompocoB B
TecTe.

4-6 6amIoB - CTYIEHT NpaBWiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.

Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE AaET.

Hudposoit
CYBEPCHUTET.

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

10 GannmoB - CTyOGHT NpaBWIBHO OTBeuaeT Oonee yem Ha 90%
BOIIPOCOB.

7-9 GamioB — CTyACHT mpaBWIbHO OoTBedyaeT Ha 50-80% BompocoB B
TecTe.

4-6 6aIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.

Menee 25% npaBUIBHBIX OTBETOB 0aylIOB HE AaET.

ITocemaeMocThb

10

10 6a/mIoB — CTOMPOIIEHTHOE TOCEIIEHUE 3aHITHI CTYIEHTOM

7 Oa/uioB — MOCEIIaeMOCTh CTyAeHTa cocTaBiisieT He meHee 80 %
3aHSITHH

5 OaJJIoB— MOCEIAaeMOCTh CTyAeHTa cocTasisier He Mmenee 50 %
3aHSITHH

1 Gasm — mocemaeMocTh CTYACHTAa COCTaBIseT He MeHee 25 %
3aHSITHH

10.

IIpemMuansHbIe OaITHI

20

JlomomHUTENbHBIE TPEeMHUATbHBIE OAJITBI MOTYT OBITh HAYHCIICHBI:

- 32 TIPOEKT, BBHINIOJNHEHHBIH 10 3aka3ly paboromarens W
peann30BaHHEIN Ha mpakTuke — 20 6aIoB;

- MOCTOSHHAsI aKTUBHOCTh BO BpeMsl MpakTHUeCKuX 3aHsATui — 10
0aJIIoB;

- TIOJTHOCTBIO TIOJITOTOBJICHHAS K ITyOJMMKAIIMH CTAThsl MO0 TEMaTHKE B
paMKax JUCIUIUTHHEI — 10 6auios;

- y4acTHhe € JOKJIaJJOM BO BCEPOCCHUMCKOW OJMMIIMAJZIE M0 TEMaTHKe
m3ydaemMoi mucruruinae — 20 6aios;

- yJacTe B BBICTaBKE IO TEMAaTHKE W3ydaeMOW TUCIHILTUHBI — 20
0aJIIoB;

- myOnHWKamusi CTaThMl 1O TEMaTUKE W3y4aeMOW IUCIHMILIUHBI B
COOpPHHMKE CTyACHUECKMX paboT / MaTepuaigax BCEPOCCHICKOM
koH(pepeHiuy / xKypHaie u3 nepeuns BAK — 10/ 15/20

11.

HUroro 3a cemectp

100

rmocemraemMocts — 10 6ayuioB

TEKYILHI KOHTpOJIb — 44 Gasia

7 cemecTp

KOHTPOJIbHBIE Cpe3bl — 2 cpe3a: 7 6aiios, 9 6amios

npeMuanbHbie 6amel — 20 6amioB

OTBET Ha dK3ameHe: He Ooiee 30 0ayuioB

Pacnipenenenne 6aJiioB 10 3aaHKSIM:

TC
MbI

HasBanue TeMbl
/ BuJ yueOHOI
paboThI

Dopmbl
TEKYILETO
KOHTPOJIS

/ cpe3sl

Max.
KOJI-BO
0aJUIOB

MCTO,Z[I/IKa IMMPOBCACHUS 3aHATHA U OLICHKHU
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Kubepbesonach | Tectupos TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
OCTb — MHP aHue 6-7 0amIoB - CTYOEHT MpaBWIBHO OTBedaeT Oojee deM Ha 90%
9KCIIEPTOB U BOIIPOCOB.
IIPECTYITHHUKOB. 4-5 GannoB — CTyIeHT mpaBuiIbHO orBeuaeT Ha 50-80% BompocoB B
TecTe.
2-3 Gayta - CTyZleHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.
1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
MeHnee 25% mpaBWIBHBIX OTBETOB 0AJIOB HE JACT.
«Kyo» Tectupos TecT cocTOUT M3 BOIIPOCOB ¢ BHIOOPOM OTBETA.
Kkubepoe3onacH aHue 6-7 GamyoB - CTyAGHT NpaBUIBHO oTBedaeT Oomee dem Ha 90%
OCTH. BOIIPOCOB.
4-5 GannoB — cTyAeHT mpaBWwiIbHO oTBeuaeT Ha 50-80% BompocoB B
TecTe.
2-3 Gama - cTyIeHT paBuiibHO oTBevaeT Ha 30-50% Bompocos.
1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB OAJJTOB HE JAET.
Yrpo3sl Tectupos TecT cOCTOUT U3 BOTIPOCOB € BEIOOPOM OTBETA.
kubepOe3onacH aHue 6-7 Oa;ioB - CTYACHT NpaBHIBHO OTBedaeT Oonee ueM Ha 90%
oCTH, BOIIPOCOB.
YSI3BUMOCTH U 4-5 6annoB — CTyIeHT mpaBuiIbHO orBeuaeT Ha 50-80% BompocoB B
aTakwy. TecTe.
2-3 Gayta - CTyleHT npaBuiIbHO oTBedaeT Ha 30-50% BompocoB.
1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Menee 25% mpaBWIBHBIX OTBETOB 0AJLIOB HE JACT.
Kpunrrorpadwuue | Tectupor TecT cocTOUT M3 BOIIPOCOB C BEIOOPOM OTBETA.
CKHE METOJIBI aHue 6-7 GammoB - CTyAGHT NpaBUIBHO oTBedaeT Oomee udem Ha 90%
3aIIUTHI BOIIPOCOB.
nHpOopMarum. 4-5 GannoB — cTyAeHT mpaBwiIbHO oTBeuaeT Ha 50-80% BompocoB B
TecTe.
2-3 Gama - cTyAeHT npaBuiibHO oTBevaeT Ha 30-50% Bompocos.
1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.
Ob6ecneuyenne | TectupoB TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
LEJIOCTHOCTU aHue 6-7 Oa;ioB - CTYACHT NpaBUIBHO OTBedaeT Oonee deM Ha 90%
JTAaHHBIX. BOIIPOCOB.
4-5 6annoB — CTyIeHT mpaBuiIbHO orBeuaeT Ha 50-80% BompocoB B
TecTe.
2-3 Gayia - CTyeHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.
1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Mesnee 25% mpaBWIBHBIX OTBETOB 0AJLIOB HE JACT.
Konnenuust | TecTupos Tect cocTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.
«IISITH IEBSITOKY. | aHUE(KOH 6-7 GammoB - CTyAGHT NpaBUIBHO oTBedaeT Oomee udem Ha 90%
TPOJILHBI BOIIPOCOB.
i cpe3) 4-5 GannoB — cTyAeHT mpaBWiIbHO oTBeuaeT Ha 50-80% Bompocor B
TecTe.
2-3 Gama - cTyeHT paBuiibHO oTBevaeT Ha 30-50% Bompocos.
1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBIIIBHBIX OTBETOB OAJJTOB HE JAET.
3amura nomena | Tectupon TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.
Kkubepbe3onacH aHue 9 0ammoB - CTyOeHT NpaBWIbHO OTBeyaeT Oonmee ueM Ha 90%
OCTH. BOIIPOCOB.

7-8 0aioB — CTyACHT mpaBWiIbHO oTBedaeT Ha 50-80% BompocoB B
TecTe.

4-6 6aIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 Oamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.

Menee 25% npaBUIBHBIX OTBETOB 0a/IOB HE AaET.
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8. | Cneunanuctel | TecTupoB 9 TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.
o aHne(KoH 9 0OammoB - CTyIeHT NpaBWIbHO OTBeyaeT Oonee uyeM Ha 90%
KnOepOe30mnacH | TPOJIbHBI BOIIPOCOB.
OCTH. i cpe3) 7-8 0annoB — CTyOEeHT mpaBWibHO oTBedaeT Ha 50-80% BompocoB B
TecTe.
4-6 6amIoB - CTYIEHT NpaBWiIbHO oTBeuaeT Ha 30-50% Bompocos.
1-2 OGamna - CTyOeHT MpaBWJIBHO OTBeyaeT Ha 25-30% BompocoB B
TecTe.
Mesnee 25% mpaBUWIBHBIX OTBETOB 0AJUIOB HE JACT.
9. [TocemaeMocTs 10 10 GanyoB — CTONPOLIEHTHOE MOCEIICHUE 3aHATUH CTYyICHTOM
7 0annoB — MOCELUIAeMOCTb CTyAEHTa cocTapiseT He MeHee 80 %
3aHATUN
5 OaJJIoB— MOCEIAeMOCTh CTyAeHTa cocTasisier He Mmenee 50 %
3aHATUN
1 Gasm — mocemaeMocTh CTYACHTAa COCTaBIseT He MeHee 25 %
3aHATUN
10. IIpeMuansHbIC OaITHI 20 JloToTHUTEIbHBIE TPEMHUATBHBIC OAJITBI MOTYT OBITh HAYHMCIICHEI:

- 32 TIPOEKT, BBHINOJNHEHHBIA 10 3aka3zy paboromarens W
peann30BaHHbIN Ha mpakTuke — 20 6auIoB;

- MOCTOSHHAsI aKTHBHOCTh BO BpeMsl MpakTHUecKuX 3aHsATHi — 10
0aJIIoB;

- TIOJTHOCTBIO TIOJITOTOBJICHHAS K ITyOJMMKAIIMH CTAThsl 1O TEMaTHKE B
paMKax JUCIUIUIHHEI — 10 6aios;

- y4acTHhe € JOKJIaJOM BO BCEPOCCHUMCKOW OJMMIIMAJIE M0 TEMaTHKe
m3ydaemMoi muciuruinae — 20 6aios;

- yJacThe B BBICTaBKE IO TE€MAaTHKE M3ydaeMOW TUCIHILIUHBI — 20
0aJIIoB;

- myONWKamusi CTaThMl 1O TEMAaTUKE W3y4aeMOW IUCIHILIAHBI B
COOpPHHMKE CTyACHUECKMX paboT / MaTrepuaigax BCEPOCCHICKOM
koH(pepeHiuy / xKypHaie u3 nepeuns BAK — 10/ 15/20
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11.

OTBeT Ha PK3aMCHE

30

OneHka «yIOBIETBOPUTENBHO»- CTYAEHT HMEET JOCTaTOYHBIN
MUHHMAJIBHBIH 00BEM 3HAHHWH 1O TUCHUIUIMHE; CTYJEHTOM YCBOEHA
OCHOBHAas JIMTEpaTypa, PEKOMEHIOBaHHas Y4eOHOH NpOrpaMMoN;
CTYIEHT YMEET OPUEHTHPOBATHCS B OCHOBHBIX TEOPHUAX, KOHIETIINAX
Y HalpaBJIEHUAX 110 JUCLUIUIMHE U JaBaTh UM OLIEHKY; CTyACHT yMEeT
JienaTh BBIBOJBI 0€3 CYIIeCTBEHHBIX OLUIMOOK;

OrneHka «XOpoIIo» — *I0CTaTOYHO MOJHBIE U CHCTEMAaTU3HMpPOBAHHBIE
3HAaHUA N0 AWCLUUIUIMHE;* YMEHHE OpPHEHTHUPOBATbCd B OCHOBHOM
TEOPHSIX, KOHIEMIUSAX W HaNpaBlCHUSIX AUCUUILUIMHBI U AaBaTb UM
KPUTHYECKYIO OIIEHKY; HCIONb30BAHUE HAy4YHOM TEPMHMHOJIOTHUH,
JIMHTBUCTUYECKH M JIOTHYECKH MPAaBUIBHOE H3JIOKEHHE OTBETAa Ha
BONPOCHI, yYMEHHE JejaTh OOOCHOBaHHbBIC BBIBOIBI, BIAZCHUE
WHCTPYMEHTApHUEM [0 AWCLUUIUIMHE, YMEHHE €ro HCIOJIb30BaTh B
MOCTAaHOBKE M PEHIEHWH HayYHBIX M NpOQECcCHOHATBbHBIX 3al1ay;
YCBOGHHE  OCHOBHOW M  JONOJIHUTEIBHOU JUTEPATyPBI,
PEKOMEHIOBaHHOM  y4eOHOH  mporpaMModl 1O  AWCLUILUIMHE;
caMoCTOsITeTIbHAsE paboTa Ha MPaKTHUYECKUX 3aHATHIX, ydyacTHe B
IPYIIIOBBIX OOCYKICHHUSAX, BEICOKHUH YPOBEHBb KYJIBTYPhl UCTIOTHEHHS
3aJaHdi; CpEeIHUH ypOBEHb CQOPMUPOBAHHOCTU 3asBICHHBIX B
paboueii mporpaMMe KOMIETEHIHH.

- OleHKa «OTIMYHO» — CHUCTEMaTH3UPOBAaHHBIE U TN M TIOJHBIE
3HAHHUA 110 BCEM pas3zienam

JTUCLMIINHBI, a TakXKe II0 OCHOBHBIM BOINpOCAaM, BBIXOASIIUM 3a
npenensl yueOHOW MporpaMMbl; TOYHOE HCIIONB30BaHUE HayqHOH
TEPMHUHOJIOTUM  CHCTEMaTHMYeCKH TpPaMOTHOE U JIOTUYECKHU
MPaBUWIBHOE U3JIOKEHHE OTBETA Ha BOIPOCHI; Oe3yMpevyHOe BIaJCHUE
WHCTPYMEHTapHEM y4eOHOH AWCLUIUIMHBI, YMEHUE ero 3QQeKTUBHO
WCIONB30BaTh B TIOCTAHOBKE HAy4YHBIX W TIPAKTUYECKUX 3a]ay;
BBIpQ)KEHHAs CIIOCOOHOCTh CaMOCTOSITENIFHO M TBOPYECKH pEeLIaTh
CIIOXHBIE TMpOOJIEeMbl W HECTAaHAApPTHBIE CHUTYallH; IIOJIHOE U
IyOOKOe YCBOGHHE OCHOBHOH U JIOTIOJIHUTEIBHOH JIMTEparyphl,
PEKOMEHAOBaHHOM Y4eOHOH MPOTrpaMMOi MO IMCLUUILIUHE; YMEHHE
OPUEHTHPOBATECA B TEOPUAX, KOHLEMIMIX U  HaNpaBICHMSIX
TUCLMIIIMHBL W JaBaTh UM KPUTHYECKYIO OLIEHKY, HCIIONIb3Yys
Hay4yHbIC  JOCTIIKCHHS  JPYTHX  JMCUMIUIMH,  TBOpYCCKas
camMocTosiTeNIbHAass paboTa; aKTUBHOE YydYacTHEe B TPYIIOBBIX
00CYXICHHUSX.

12.

Hroro 3a cemecTp

100

HrtoroBass omeHka mo »Sk3aMeHy BbicTaBisiercs B 100-OammpHON 1IKajge W B TPATUIIMOHHOMN

YeThIpEeX0a/UIbHON  IIKAJIe.

[TepeBon

100-6amapHOM  PEUTHHTOBOW OIEHKH 10 JUCIUIUIMHE B

TPaAULIMOHHYIO YEThIPEXOaUIbHYIO OCYLIECTBIISIETCS CIEIYIOIINM 00pazoMm:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa
85 - 100 6anmoB OTnugyHO
70 - 84 6annoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBEHO
Menee 50 HeynosnerBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS

TecTupoBanme

Tema 1. Uctopus 3amutsl nHbopmanmu B Poccun 1o XX Beka

1.Kak Ha3pIiBasncs o01erocyjapcTBeHHbIN Kofieke B KoHIe XV Beka?



. HET BEpPHOTO OTBETA
. CyIcOHMK +
. JICTOIIUCH

o o0 o e

. Koncruryuus

.Kax naspiBanocs 3ammdpoBannoe coodmieHue B 16 Beke?
. BCE TIEPEUYHCIIEHHOE

. TpamoTa

. 3aTEMHOE MMUCbMO +

o0 o N

. 3amm(poBaHHOE MTHCHMO

.Kaxoii mpukas BeIMOIHST pa3BeAbIBaTEIbHBIC (PYHKITIN?
. Iy IIKapCKUU

. OpOHHBII

. CTpEJICLIKUI

o0 o o W

. IIOCOJILCKHUH +

4.BpICIIHil OpTaH BIACTH B TOCY/IApPCTBEHHOM CUCTEME yrpaBiieHus u 6e3onacHoctu Benmukoro Hosropoga:
a. 0OSIpCKHUIA COBET

b. coBeT npu kHs3E

C. Beue +

d. nepkoBb

5.Kaxoii(-ue) mmdp(-b1) cymecTBoBai(-1) B cepenanne 18 Bexa?
a. cTeHorpaduuecKui

b. yHUBepCaIbHBIN

C. TeHepaJIbHBIA U HHIUBUTYaTbHBINA +

d. TpaHCTIO3UITMOHHBII

6./[151 0003HaYEHMS CTAaTe CEKPETHOCTH B 19 Beke MPUMEHSITUCH TPUHIL...
a. KOHQUACHIINATHEHO

b. cexpeTHO 1 0c000¥ BAXKHOCTH

C. CEKpPETHO U BECbMa CEKPETHO +

d. cexpeTHo, BechMa CEKPETHO M 0CO00M BAXKHOCTH

7.HezakoHHOE M31aHME COUMHEHUN HA3BIBAIOCh...
a. IeH3ypa

b. koHTpadakusat+

C. DMHUCCHS

d. COUMHUTENHLCTBO

8.Kakas ¢ynkmus 3amutel nHGopmanuu HE ocymecTBisiack BOGHHO-yYEHBIM OTICICHHEM B CTPYKTYpE
'yruf...

a. pa3paboTKa HHCTPYKIIHII 110 BONPOCY AESITENbHOCTH MUHUCTEPCTBA
b. mpexynpexaeHne HeCaHKIIMOHUPOBAHHOTO OCTYIA K TAHHBIM +
C. BEJIEHUE CEKPETHOTO JIEIONPOU3BO/ICTBA

d. ynmpaBieHre BOSHHBIMU areHTaMu

9.B 19 Beke B kpunrorpaguyeckux ciayxoax mugpbl KIacCUPUIUPOBATHCE...
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a. 10 OTPacieBOMY Ha3HAUYCHUIO
b. Mo cTeneHn CeKPEeTHOCTH
C. BCE BBIIIIE MIEPEUUCICHHOET
d. 10 SI3BPIKOBOMY TIPUHITUITY

Tema 2. O6ecnedueHne HaMOHAILHOM Oe30macHoCTH Poccnu B mHbopmanmonHoi chepe 1900-1917 rr
1.Kakoii ouriep 3aHumaicst BorpocaMu KOHTppa3Benku B [lerepOypre B nepuos nepBoil MUPOBON BOWHBL...
a. P.3opre
b. P.Xanccen
c. M.JI.bonu-bpyeBuu+
d. JL.IT.bepus

2.B xakom roay kanuensipus BoenHo-ydenoro xomurera ['enepanpHoro mraba BoeHHoro MuHucTepcTBa
MOATOTOBUJIA CEKPETHBIM IIECTUCTPAHUYHBIA NMPOEKT OpraHU3allMd KOHTPPa3BEIbIBATEILHOW CIyKObI B
BOECHHOM BEIOMCTBE...

a. 1917
b. 1903+
c. 1937
d. 1913

3.KoMy noaunHsIMCh NOrpaHUYHAs U TAMOXKEHHAsI CTPaXa...
a. MB/]

b. KOHTpOIILHOMY OFOPO

C. BOCHHOMY BEJIOMCTBY

d. MuUHHCTEPCTBY (pHHAHCOB+

4.Kaxue Bonpocsl perameHTHpoBai crienoraen VIII apxuBHO-UCTOPUUECKOTO OTAETIEHMUS. ..
a. BblJja4a IOKyMEHTOB

b. paboTBI C CEKPETHBIMU TOKyMEHTAMH +

C. KPHUIITOBAHHE NEPETIUCKU

d. opranuzanys CEKpeTHOM MepenucKu

5.Kto BmepBble B HUCTOPHH peaqu30Bal Ha MPAKTHKE CXEMY ITUCTAHIIMOHHOTO CheMa aKyCTHYECKOM
uHpOpPMaLUH. ..

a. Smonusa+

b. Kuraii

c. Aurus

d. Poccus

6.Kakumu Bompocamu 3aHuMalica BocbMoW cton  VII orneneHus BeneHUssT BOCHHOM CTaTHUCTUKHU
MHOCTpaHHbIX rocynapctB Broporo Ynpasnenus ['enepan-Ksaptupmericrepa...

a. BEJICHHUE MEPENHUCKHU 110 areHTYPHOM pa3BeIKe

b. obecnieueHmne pabOThI MPUKOMAHIUPOBAHHBIX NHOCTPAHHBIX O(UIIEPOB K PyCCKOM apMum
C. BC€ BBIIIECTIEPEUNCICHHOE+

d. BezieHMe MEePenucKy 1Mo CEKPETHBIM BOIIPOCaM

7.B kakoii cTpaHe 10 IepBOf MUPOBOW BOMHBI CYIIIECTBOBAIM BOCHHBIE ACIIN(PPOBATEHBIC OPTaHHbL...
a. ['epmanus
b. ABcTpus



c. Poccus
d. ®pannusa+

8.MecTtoM XpaHEHHS MOOWIM3AIMOHHBIX TJIAHOB COMIACHO | THUIOBOM MHCTPYKIMU «IIyHKTBI XpaHEHUS
SIBJISUTHCD. ..

a. BCE BHIIIECTIEPEUNCICHHOE+

b. Kapiep npu raynraxre

C. JICHEXHasl KJ1a/10Basi TApHU30HHOM raynTBaxXThl
d. MOOMITU3aIIMOHHBIHN OTIeN Taba OKpyra

Tema 3. OGecnieueHre HAIIMOHAILHON 0€30MaCHOCTH B MH(OPMAIIMOHHON c(epe B mepros1 Co3aaHus
COBETCKOM BiiacTH, B iepuoa HOIla u noBoeHHbI niepron

1.Kak Ha3piBanach criericnyx0a, OCHOBHOE Ha3HauYeHHE KOTOPOi Obliia 00ppOa ¢ KOHTPPEBOIIOLUEH 1
caboraxem ¢ 1917-1921 rr.

a.Haponusiit Komuccapuar Buytpennux Jlen (HKB/I)

b. O6peauHEHHOE TOCYTapCTBEHHOE NToinTHYecKkoe ynpasienue (OI'TIY)
c. Becepoccuiickas upesBsryaitnas komuccus (BUK)+
d. l'ocynapctBennoe nonutuueckoe ynpasienue (I'TIY)

2.IIpaBo nmpuMeHeHUs BHECYACOHBIX pENpecCcHii ObUIO JaHO MO OTHOIICHHIO K. ..
a. BC€ BBHILICNIEPECYUCIEHHOET

b. K UekHcTaM, COBEpPIIMBIINX JIOJKHOCTHOE MPECTYTIICHUE

C. Y4aCTHHUKaM BOOPYKEHHBIX OrpadieHuit

d. yroJoBHHKaM-peMAUBUCTAM, 3aXBaY€HHBIX C OPY>KUEM B PyKax

3.B xakom roxy ympasaauin Beepoccutickas Upesseryaitnas Komuccus (BUK)
a. 1922r+

b. 1924r

c. 1923r

d. 1921r

4.Kem HazHavanuch mnpencenarenb OO0beIMHEHHOTO rOCYJapCTBEHHOTO MOJUTUYECKOTO YIPABICHUS U €T0
3aMECTUTENH ..

a. mnuHo B.U. JIeHnHbIM

b. komnerueit ['ocymapcTBeHHOro nonutrueckoro ynpapnenus (I'TIY)
c¢. Coerom HapoaHbix komuccapoB CCCP;

d. [Mpe3uanymom [IUK CCCP+

5.Ilepsoii akuuei Beepoccuiickas Upessbruaiinas Komuccus (BUK) B [lerporpane craio ..
a. paccieqoBaHue IesATeIbHOCTH LleHTpanbHOro craueyHoro KoMureTa+

b. pacciaenoBanue B mpogcoro3ax

C. IPUMEHEHHE Mep K IPECEUEHUIO MOAPBIBHBIX aKIIUH

d. HEeT BepHOTO OTBETA

6.Pabounm(-n) opranom (-amu) CraBku BepxoBHoro [ maBHOKOMaHIOBaHUS SIBISLICS(-HCB)..
a.BC€ BRIIICIEPECUUCICHHOE +
b. YnpaBienue HapKOMaTOB 0OOOPOHBI
c. ['enepanbHbIii mTa0d
d. BM®
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7 Kto0 noamucall pyKOBOAAIIHME YKasaHHs Ha4dYaJlbHUKa mrabda BCPXOBHOI'0O ITIaBHOKOMaHIOBAaHHUA II0

MaCKHPOBKE IMOATOTOBKH arpeCcCuH. .
a. ['mtiep

b.Jlenuu

c. Ketirens +

d. Begenn

8.Kto Op11 mepBbiM pykoBoautenem YK(BUK) CCCP?
a. @©.3./I3epKkuHCKui+

b. JL.IL.bepus

c. B.P.MemxuHckuii

d. M. JIsmuc

9.Kaxk Ha3bIBasIach IJIaBHAsI T€OTIOJIUTHYECKAs TOKTpUHA?
a.PropukoBrun

b. Mocksa-Tperuit Pum+

c. Mockaa

d. TKO

10.Kto0 6511 mmaBoit HKBJI ¢ 1938 .?
a. JL.IL.bepus+

b. ©.2./I3epxuHCcKuit

c. B.P.Memxunckuit

d. M.S. JIammc

Tema 4. O6ecnieueHre HaIMOHAIBLHOM Oe30macHOCTH B MHGOpMAaIMOHHOH cdepe B epuos Bennkoit

OteuecTBeHHON BONHEI.

1.LenTpanbHblif opran rocyaapcrseHHoro ynpasnenuss CCCP mo 6ops0e ¢ mpecTymHOCThIO B
1934-1946r.r. — 310

a. I'maBHoe Ympasnenue ['ocynapcrsennoi bezonacnoctu (I'YI'b)
b. Oco6oe Koncrpykropckoe bropo (OKbB)

c. Komurer ['ocynapcteennoii bezomacuoctu (KI'B)

d. Haponnuerit Komuccapuar Baytpennux Jlen (HKB/I)+

2.B chepe orBercTBenHocTr Hapomusiii Komuccapuar Baytpennux Jlen (HKB/I) naxomumucs ...

da. BblJ1a4a MMacCriopToB

b. mnuHas 6€30MacCHOCTb TPaKIaH

C. DKOHOMHUYECKAs IeATEeIbHOCTh CTPAHbI

d. mpaBo BBIHECEHHUSI PUTOBOPOB BO BHECYIACOHOM TTOPSIIKE+

3.3anaueit morpannyHbix Boick Haponueiit Komuccapuar Bayrpennux Jlen (HKB/I) 65110 ...
a. bopn0a ¢ TuBepcaHTaMu

b. Bce BhIIIIE MTEpEYHCICHHOE+

C. BBISIBJICHME HAPYIICHUM IIOTPAHUYHOIO PEKUMA

d. oxpaHa rocyapCTBEHHOH IpaHUIIBI

4.CMEPUI 570 ...
a. HA3BaHMUE CEKPETHOIO JOKYMEHTa

34



b. Ha3BaHUe psia HE3aBUCHMBIX APYT OT Jpyra KOHTPPa3BeIbIBaTeIbHBIX OpTraHU3aNi+
C. KOZIOBO€ Ha3BaHUE ONEPALIUU
d. ycTpoiicTBo 151 3acekpeunBaHus Tee(OHHBIX IEPErOBOPOB

5.K 3agauam CMEPIIla HE otHOCHNOCH

a. 6oprba ¢ e3epTupcTBOM Ha GPOHTAX

b. BBIMTOTHEHHUE CTICIUATBHBIX 33aHUI HAPOJAHOTO KOMHCcapruaTa 00OpOHBI
C. MPOBEpPKa BOEHHOCITY>KaIINX, OBIBIINX B IUIEHY U OKPYKEHHH ITPOTUBHUKA
d. KOHBOMpPOBaHNE BOCHHOIUICHHBIX +

6.ITepBbie pa3zpaboTKky anmnapaToB cekpetHoro TenedonupoBanus B CCCP OTHOCHIINCEH K ...
a. 1930-1931rr

b. 1929-1930rr

c. 1927-1928rr+

d. 1928-1929rr

7.Kak Ha3bIBaIOCH YCTPOUCTBO aBTOMAaTHYECKOTO 3aCEKPEUNBAHUS Telle(DOHHBIX MIEPETOBOPOB?
a. HUMC

b. PKKA

c. uaBeprop EC +

d. CMOPII

8.KTo pykoBOAMI TpymIoil Mo CO3AaHUIO ammaparypsl MU(GPOBAaHHUS U OLEHKONW CTOMKOCTH ammaparypsl
3aCEKpEeYMBaHMsI pEUEBOT0 CUrHana?

a. B..bekaypu

b. B.A.KorenpHukoB
c. A.Il.Ilerepcon+
d. MuTkeBu4

Tema 5. Cucrema 6e3omacaoctu CCCP Bo BTOpOi#i monoBuHe 40-X — mepBoii nmonoBuHe 5S0-X IT. XX Beka.

1.0Opransr CMEPII-Haponnsiiit Komuccapuar I'ocynapcrennoit bezonacnoctu(HKI'B)-Munucrtepctso
locynapctBennoit bezonacnoctu(MI'b)-MB/I Haxonunuck moji KOHTpOJIEM

a. Cranuna

b. Jlenuna

c. bepun

d. Cranuna u xyparopa [IK+

2.Kakne MexIyHapoaHbIe OpraHu3auy Bo3Hukim omarogaps yuactuto CCCP B mocneBoeHHBIE TOTbI
a. MeXKIyHapOaHAs JeMokpaTtudeckas gpeneparnus skeHmH (MJIDXK)

b. Bce BhIIIETIEpEUNCIICHHOE+

C. BCEMHPHBII KOHTpecca MUpa

d. BcemupHnas deaepanun 1eMokpaTuieckoi Mmonoaexu (BOIM)

3.Kak HazpIiBaeTcs COBMECTHO co3naHHoe B 1947 romy mHbOpManmoHHOE OIOpPO CO IMTA0-KBAPTHPOH B
ropone benrpane

a. KoMuHpopmM+

b. KOMUHTEpH
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c.xomuret ['ocynapctennoit bezonacnoctu (KI'B)
d. Hapomusiii Komuccapuar Bayrpennux den (HKB/)

4.Bo 4ro, B mapte 1946r., 6611 mpeodpazoBan Coaapkom CCCP?
a. BepxoBHbIi CoBeT

b. coBer MuHHCTpOB+

c. penepansuoe CobOpanme

d. rocymapcteennyto ymy

5.Kakue opransl B okTs10pe 19491 Obutn iepeaansl B MUHHCTEPCTBO TOCYAapCTBEHHOM Oe30macHOCTH?
a. HET BEPHOTO OTBETa

b. opransl 1o3HaHUS

C. OpraHbl MUY U IOTPAaHUYHBIEC BOMCKA +

d. TamoxeHHas ciryx0a

6.Kakast HOBast Kareropusi areHTyphl Obli1a BBe/IeHA B ssHBape 1952r?
d. aIrCHTHI

b. pe3uaeHThI

C. KOHTPArc¢HThbI

d. crrertareHThI+

7.B xakom roay B CIIIA 65110 coznano Llentpansaoe Pa3sensiBarensnoe Ynpasnenue (L[PY)?
a. 1941

b. 1947+

c. 1945r

d. 1955

8.C uenpro npenotBpaiieHus: paketHo-saepHoro yaapa no CCCP B Boopyxkennsix Cunax CCCP B 1951r
OBLIM CO3IAHBI:

a. BCE BBIILE EPEUHUCIICHHOE

b. nemudpoBabHOE yrpaBiIeHUE

C. IITAaTHBIC B3BOJIBI PAIUCTOB

d. mratHele JMBEPCHOHHO-Pa3BeIbIBaTEIbHBIC (POPMUPOBAHUS B COCTABE apMHii+

Tema 6. Opranuzarus 3aUTH TOCYAAPCTBEHHBIX CEKPETOB M CUCTEMa 0€30TIaCHOCTH BO BTOPOH MOJIOBUHE
50-90 romos.

1.B kakom rogy npu Munuctepcrse ['ocynapcrBenHoit bezonmacnoctu(MI'B) 6v110 coznano LlentpansHoe
010pO 1O palMOHATN3AINH U H300peTaTeIbCTBY

a. 1941r
b. 1945r
c. 1953r+
d. 1975r

2.Kakoro otnena B ctpykrype MunucrepctBe [ocymapctBennoit bezonacnoctu (MI'b) Ha konery 1946 .
HE 65110

a. otner «II»+
b. otmen «K»
C. OTHET «A»
d. otmen «P»



3.Kro 6511 Ha3HaueH npeacenareneM Komurera ['ocynapersennoit bezonacnoctu (KI'b)
a. 1.B.Cranun

b. 1.A.CepoB +

c. C.H.Kpyrios

d. M.JI.Promun

4. Yem 3aammaetcs otaen «K» B crpykrype Munucrepcte [ocynapctBennoit besomacnoctu (MI'b)
a. KOHTPpPa3BeIbIBATEIILHBIM 00eCTIeueHUEM 00bEKTOB aTOMHOM MPOMBITIINIEHHOCTH+

b. paguokoHTppa3BenKoit

c. 60pn00ii ¢ Teppopu3IMOM

d. koHTppa3BeaKOH

5.Oyuknus(-un), BO3JIOKCHHBIC HA CAMOCTOSITEIBHOE 5 yIpaBieHUE B IeHTpajdbHOM ammapare Komurera
IocynapctBennoit bezomacHoctu (KI'b)

BriGepute onuH OTBET:

a.opraHmauHH paGOTBI 110 BBIABJICHHUIO U I/I3y‘-IeHI/IIO HpOL[CCCOB, MOFyIJ_[I/IX 6BITB
MCIIOJIb30BaHHBIMU TPOTUBHUKOM B IICJIIX MJICOJIOTHYCCKON JUBEPCUN

b.pa3paboTKu B KOHTAKTE C PAa3BEAKOMN HICONOTUIECKUX IEHTPOB MPOTUBHUKA, aHTHCOBETCKHUX
SMUTPAHTCKUX W HAITMOHATUCTHUCCKIX OPTaHHU3AIMH 32 pyOeikoM

C. BC€ BBINICTICPEUNCIICHHOE +

d.BBISBJIICHHSI M TIPECEUCHUS BPAKICOHOM JeITEIbHOCTH aHTUCOBETCKUX, HAITMOHATHUCTHYECKIX

U IIEpKOBHO-CEKTAaHTCKHUX JJIEMEHTOB, a TaKXke NpenorBpaiieHus (coBMectHo ¢ opraHamMu MOOII)
MacCCOBBIX O€CITOPSIKOB

6.I'oBopst o mpuopuTeTaX, OCHOBHBIX HAIPABICHUSAX M MPHUHIMIIAX MEPECTPOUKH B paboTe OpraHoB
rocyaapcTBeHHOM 6e3omacHocTH B.A. KproukoB onpeaenui ux Kak

a. 3akoH, ['macHocTs u [lopsigok
b. 3axon, [IpaBaa u Imacnocts+
c. 3akoH u I macHOCTH

d. IlpaBna u I'macHocTh

7.Kro 6w 3amectuTenem npenacenarenem Komurera ['ocynapctenHoii besomacnoctu (KI'B)
a. ®@.J]1.bookxoB

b. A.®.Kagpimes

c. E.®.1BanoB

d. M.1.EpmaxoB+

8.0cHoBuble 3agaun Komutera [ocynapctBennoit bezonacnoctu (KI'b) npu Coroze Munuctpos CCCP B
1954r

a. OXpaHa PyKOBOJUTEIEH MapTUHU U TOCYyAapCTBa

b. opranuzanus mudpoBanus u aemubpoBaHus aea

C. KOHTppa3BebiBaTeNbHas pabota B CoBeTckoii Apmuu 1 BoeHHO-MOpCcKoM ¢uiote
d. Bce BhImIeNIepeunciIeHHoe+

Tema 7. CoBpeMeHHas cuctema 3ammuThl nHGopmaruu B PO.

1.Crencnyx6a, dpenepanbHbIil OpraH UCIOIHUTENBbHOU BiIacTu PD, ocymecTBisionas B mpeaenax CBOUX
IIOJIHOMOYUH PEIICHHE 3aa4 110 KOHTPPA3BEIKE
a. Coser Oe3onacHoctu PO
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b. Opransl BHYTPEHHUX A€
c. ®enepanbHas ciyx6a 6e3onacnoctu (PCH)+
d. ®enepanbhas ciyxba oxpansl (PCO)

2.Yro Bxonut B opranbsl denepansHoit Ciryx6s1 bezonacuoctu (OCBH) PO?

a. Ynpasnenue ®Ch P® no oTaenbHbpIM pernoHaM u cyobexkram PD

b. ®enepanpHas cmyxOa 6ezonacHoct PO

c.Bce Beimenepeunciennoet+

d. Ynpasnenune ®Cb PO B Boopyxennsix Cunax PO, Boiickax 1 HHBIX BOMHCKHX ()OPMUPOBAHHIX

3.Lens corpynuuuectBa GenepanpHoii City:x0n1 bezomacuoctu (OCh) PO ¢ MunucrepctBoM BHYyTpeHHUX
Hen (MB/I), norpannyHoi U TaMOXkeHHOH ciry:x0amu, @enepansHoit Ciryx661 KonTposns 3a Hapkotukamu
(®CKH)

a.BC€ BBIICIEPECUUCIICHHOE

b. ¢ HE3aKOHHON MHTpaIUeit

c. 6oprba ¢ KoHTpabaHION U HE3aKOHHBIM 000POTOM HAPKOTHKOB
d. 6oprba ¢ TePPOPUCTHUESCKUMH OPTraHU3ALUSIMU

4.Kto Bo3rnasmsin Ciyx0y 6e3onacHoctu Ilpesunenra PO B 1993-1996rr?
a.B.I'Kynumos

b. E.A.MypoB

c. A.B.Kopxakos+

d. C.M.CmupHOB

5.B cnyx0y komennanta MockoBckoro Kpemiist Bxoaut?
a. rapaxx 0co00ro Ha3HauYEHUs

b. moYeTHBIN KaBaJIePUICKHIA FICKOPT +

C. cIry»k0a OXpaHbI

6.MuHHCTEpCTBO BHYTPEHHUX 11 ObLII0 00pa3oBaHO?
a. 1992r+

b. 1991r

c. 1994r

d. 1995r

d. HEeT BepHOTO OTBETA

7.B enquHy10 LIEHTpan30BaHHYIO cucTeMy opraHoB BuyTtpennux [len P® HE Bxogar?

a. OpraHu3allid U TOAPA3JEICHUs, CO3aHHBIC JUIsl BBHIMIOJHEHUS 3a/a4 M OCYIICCTBICHHUS MOJIHOMOYUH,
BO3JI0keHHBIX Ha MBJ[ PO

b. oprans! qo3HaHus +
c. opransl BuyTpennux Jlen(Bkitouas MOIULUIO
d. BHyTpeHHUE BolcKa

8.BenomcTBO, cocTaBHasg yacth MBJ] PO, nestenbHOCTh KOTOPOTO HAIlpaBJICHA HA 3aIUTY KU3HU ?
a. TUBJJ]

b. CoBeT 0e30macHOCTH

c. BHyTpeHHue BoiCKa

d. IMomnmsa+
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9.I'maBHOKOMaHAYIOINI BHYTPEHHUMU BolickaMu MuHuctepcTsa BHyTpeHHux nen?
a. B.B.Ilytun
b. B.B.3o1010B +
c. B.B.Tuxonos

10.ITocTosTHHO ~ AEUCTBYIOIIKME CHEUHUATbHBIE OpraHbl, NpEeAHA3HAYCHHBIE MJI1 HEMOCPEACTBEHHOTO
yIpaBieHUs  OOBEAMHEHHBIMH  CHWJIAMH W CPEACTBAaMH,  BBIICJICHHBIMH  JUISI  TIPECEUYCHHS
JTUBEPCUOHHO-TEPPOPUCTUICCKHUX AKIIMH, a TAKKe JTUKBUIAIIUU UX MOCIEACTBUN

a. OI'B
b. ®Cb
c. I'pynna OneparuHoro Ynpasnenus (IpOVY);+
d. MB/]

11.B kakuX rOpHBIX paifoHaX JEHCTBYIOT BOEHHbIE KOMeHIaTyphl MunuctepctBa O60poHbl PO?
a. HET BEPHOTO OTBETa

b. KaBkaszckom

C. YpaibCKoM

d. Benenckom u lllaraiickom+

12.B xaxoMm rogy coznana ['ocynapcrBennas ®@enpaberepckas Ciyxoa (I'dC)?
a. 1896r

b. 1696r

c. 1996r

d. 17961+

13.0OcHoBHO¥ (-pIMHM) 3aaueit (-amu) [ocynapctBennoit ®enbaberepckoit Ciayxon1 (I'OC) PO sBusiercs

a. BCE MEPEUYHUCIIEHHOE+

b. Ympasnenue tepputopuanbHbiMu opranamu ['@C Poccum u obecneunBarommmu aestenbHOCTh ['DC
Poccun opranuzanusiMu, CO3IaHHBIMU 1Sl pelieHus: Bo3noxeHHbIX Ha [ @C Poccuu 3amau

c.o0ecreueHue onepaTuBHON JOCTaBKHM M TapaHTUPOBAHHON COXPAaHHOCTH OTITPaBJICHUI 0CO00# BaXKHOCTH,
COBEpIICHHO CEKPETHBIX, CEKPETHBIX M UHBIX CITY)KEOHBIX OTIPABICHUMN;

d. nmocTaBKa KOPPECHMOHJIEHIMU IVIaB 3apyOEKHBIX TOCYJapCTB M TJIaB TMPABUTEIBCTB 3apyOEKHBIX
rOCyAapcTB,  OpPraHOB  TOCYJAapCTBEHHOM  BJacTH  rocygapcrB-ydyacTHukoB — CommameHuss o
MexnpaBuTeIbCTBEHHOHN (eIbIbETePCKON CBSI3H;

14 .Kaxue momaomounst HE ocymecteisier '@C PD B chepe HopmoTBOpUecTBa?

a.y4aCTBYeT B YCTAQHOBJICHHOM IIOPSAKE B IIOATOTOBKE M 3aKIIOYEHUM MEKIyHApOAHBIX JIOIOBOPOB
Poccuiickonn @enepanuu, B TOM 4YKCIIE MEKBEIOMCTBEHHOI'O Xapakrepa, II0 BOIPOCAM, OTHOCSALIUMCS K
YCTaHOBIICHHOH c(epe AeITeNbHOCTH; yYaCTBYeT B YCTAHOBICHHOM MOPSAKE B IMOJATOTOBKE U 3aKIIOYCHUU
MEKIYyHApOAHBIX N0roBopoB Poccuiickonl denepanuu, B TOM 4YUCIE MEKBEIOMCTBEHHOIO Xapakrepa, I10
BOIIPOCAM, OTHOCSAILINMCS K YCTaHOBJICHHOM cepe nesTeIbHOCTH;

b. HeT BepHOTO OTBETa+

C.Ha OCHOBaHMM U BO HucnoiaHeHue Koncturyuun PO, ¢denepaibHbIX KOHCTUTYLMOHHBIX 3aKOHOB,
dbenepanbHbIX 3akoHOB, akToB IIpesmaenta P® wu IlpaButensctBa P® camocToATeNbHO NPUHUMAET
HOPMAaTHBHBIE PABOBbIE AKThI 10 BOIPOCAM, OTHOCSAIIMMCS K YCTaHOBJICHHOH cepe NesTeTbHOCTH;
d.pa3pabarbiBaeT M IMpeacTaBiseT B ycTaHoBieHHOM mopsnke Ilpesunenty P® u B IlpaButensctBo PO
NPOEKTH (enepanabHbIX 3akoHOB, akToB IIpesunmenra PD u IlpaButensctBa P®D, a Takxke apyrue
JOKYMEHTBI, TIO0 KOTOpbIM TpeOyetcsi pemenue [Ipesunenta PD u IlpaBurenscrBa PD, mo Bompocawm,
OTHOCSIIMMCS K YCTaHOBICHHOH cepe e TeNbHOCTH;
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15.B Benennu kakoi ciry»x0b1 Haxoautcs Ciyx0a CrnenuanbHbIX 00bekToB mpu [Ipesunente PO
a. ©Ch
b. MO
c. I'YCIT+
d. ®CO

16.B uHTepecax Kakux (QenepanbHBIX OPraHOB TOCYIAPCTBEHHOW BIACTH HE 3aHUMAIOTCS MOOMIBHOM
MOJITOTOBKOM CITy»0a CrerualbHbIX 00BEKTOB

a. HET BEPHOIo OTBETa +

b. BepxosHoro Cyna PO

c. nanat @exnepansHoro Codpanust PO
d. Koncturyunonnoro Cyna PO

17.HeoOXoaMMOCTh OCYIIECTBICHUSI pPa3BEAbIBATEILHON JEATEILHOCTH OIpPEAeseT B Mpeaenax CBOMX
TTOJTHOMOYHH

a. [Ipesuaent PO

b. ®enepanbHoe codpanue u ['ocynapcTBennas Jyma
c. [Ipesunent PO u denepanpHoe Codbpanue+

d. TocymapctBennas Jlyma

18.Yem omnpenenens! nonsnomouusi CBP PO?
a. Koncturynuei

b.Ykazom [Ipesunenta

C. cT.6 @3 «O BHeUHEH pa3BeaKe»+

d. YK PO

19.410 BXOAUT B CTPYKTYpY OpraHoB (heaepabHOM MOTPaHUIHOM CITyKOBI?
a. IOrpaHUYHas CTpaxa

b. opranbl MOrpaHUYHOTO KOHTPOJIS

C. OpraHbl BHEIIHEN pa3BeAKU

d. Bce BbIIIENIEpEUHCIICHHOE

20.I1enTpanpHblil OpraH yIpasiieHUs: BOEHHOU pa3Benkoil B BC PO
a.I'PY +

b. CBP

c. CBO

d. KI'b

21.Ha3naueHue BOCbMOTO OCHOBHOTO yrpasiieHus [ PY
a. HATO

b. nmuBepcroHHOE+

C.yIpaBlieHuE BOCHHOH pa3BelIKU

d. ympaBieHue onepaTUBHON pa3BeaKU

22.00m1as opranu3aiys 1 KOOpAWHAIMS paboT Mo 3aImuTe HHPOpMaIul, 00padbaTsiBaeMON TEXHUYECKHUMHU
CpeACTBaMH, OCYIIECTBISIETCS

a. DCTOK+

b. ©CO

c.I'PY



d. ®Cb

23.Komy noasenomcTBeHHa ciyx6a @CTOK?
a. CO

b.®Cb

c. MO PO+

d. Ilpesunenty PO

24 B 3agaun ®CO PP HE Bxoaur....

a. opraHu3anusi M TMPOBOXKJIEHUE MEpONPUATUN MO NPEJOTBPAILCHUIO YTEUKH HHPOPMALMHU IO
TEXHMYECKHM KaHallaM B CHCTeMaXx CIelHajbHOW CBA3M, MO MPEIOTBPAIICHUIO HECAaHKIHMOHHUPOBAHHOTO
J0CTyNa K YKa3aHHbIM CUCTEMaM

b. obecnieueHne 3aIUThl KATETOPHPOBAHHBIX MTOMELICHUN

Cc. 3ammThl MH(pOpManuMu Tpu  pa3paboTKe, MPOU3BOJACTBE, OKCIUTyaTallud M  yTUIU3alUU
HenH(GOPMAIIMOHHBIX U3Ty4YaIOUIMX KOMILJIEKCOB, CUCTEM U YCTPOMCTB+

d.ocyiecTBieHne SKCIUTyaTalluy, OpraHu3alys U MPOBOXKIEHUE MEPOTIPUATUH TTO

COBEPILICHCTBOBAHMIO, OOECIEUCHUIO O€30MacHOCTH M HAJIEKHOCTH CUCTEM CHElIMaJIbHON CBA3M Ha
teppuropun PO, a Taxke MEXAYHApOIHOM IIPAaBUTEIBLCTBEHHOM M WHBIX BHJOB CIECLUAIBHOU
MEXKyHAPOIHOH CBA3HU

25.11paBOBYI0 OCHOBY JAEATENBHOCTH (pelepanbHBIX OPraHOB NMPABUTEILCTBEHHOW CBA3M U WHGOpPMALUU
COCTaBJISIET

a. Koncturynus PO
b.Bce nepeuncienHoe +
C. HOPMaTHBHBIC aKThI
d. 3akons! PO

26.B enunyto cucremy (enepanbHBIX OpraHOB MPABUTEIBCTBEHHOM CBsi3H 1 nH(popmaruu HE Bxoaut
a. CMI+

b.Bolicka

c. @enepanabHOE areHTCTBO MPABUTEIBCTBEHHOH CBsI3U U MHpopMaruu rpu [Ipesunente

d. Hay4HO-HCCNe10BaTeNIbCKUE OpraHU3aluu

27.®DenepasibHbIe OpraHbl MPABUTEIIBLCTBEHHOW CBSI3U U MH(OpMAIUH B TIpeiesiaX CBOCH KOMITIETEHTHOCTH
a. pa3paboTka, CO37JaHKE U UCTIOIH30BAHKE CIICIIUATBHBIX TEXHHUECKHUX CPEICTB+

b. npoTrBonENCTBHE NHOCTPAHHBIM TEXHUYECKUM pa3BeaKaM

c. obecneynBaroT 6€30MaCHOCTh MH(OPMAIMK B KITFOYEBBIX CUCTEMaX WH(POPMALIMOHHOMN CTPYKTYPbI

d. HeT BepHOTO OTBETA

28.JlokyMeHTaIbHbIE MaTepUaJIbl, KACAIOIIUECS JACSITSIBHOCTH (heIepATbHBIX OPTaHOB MPABUTEIHCTBEHHOMN
CBSI3U U UH(POPMAIIIH, XPAHATCS B

a. CO

b. ®Cb

C. apXUBax dTHUX OPraHOB+
d. Kpemue

29.Hanzop 3a ucnonHeHueM 3akoHOB P® (enepanbHbIMM OpraHaMu TNpPaBUTEIbCTBEHHOW CBSI3U U
MH(POPMALIUHU OCYIIECTBISAET

a. [Ipesuaent
b. HET BEpHOTO OTBETA
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c. ['eHepanbpHBbIi NPOKYPOP U MOAUUHSIOIIUECS EMY ITPOKYPOPbI+
d. I'enepanbHbBINA TPOKYPOP

Tema 8. IIpoGiemsl obecnieuenus nHGpopMamoHHOM Oe3omacHocT B Poccun.
1.CocrosiHHE 3alIUIIICHHOCTH HHTEPECOB MPEANPUATHS B UHGOPMAITMOHHOM cdepe, OmpenesIFonXcs
COBOKYITHOCTBIO COaIaHCHPOBAHHBIX HHTEPECOB IMYHOCTH, OOILIECTBA, TOCYIapCcTBa U OM3HEca — 3TO. ..
a. nH(popManoOHHAs cUcTeMa
b. uabOopManmoHHas 6€301MacHOCTh+
c. uHpopmMaLmoHHas cdepa
d. nuapOopMaITMOHHBIE TEXHOIOTHH

2.Yr1o Takoe «crerkxonaep»?
a. IT-cnenuainuct
b. 3auHTEpeCcoBaHHas CTOpOHA+

c. mmdp
d. xparwmmie

3.Ut0o mmdpyroT CUCTEMBbI KPUTITO3AITUTHI?
a. nHpOpMaLIUIO

b. nagHBIE+

c. nuH(opmMaIrio U JTaHHBIE

d. HeT BepHOTO OTBETA

4.Kak pacmmdposiBaeTcst abopeBuarypa DIKW?
a. JaHHbIe, MHPOpMAIHs, KII04, OKHO

b. mara, nadopmarius, K04, OKHO

c. nara, uapopMaIus, K14, TaHHbIC

d. manHbIe, nHpOpPMAIK, 3HAHUS, MYAPOCTH +

5.Ha xakux ypoBHSIX CerojiHs KOHLIEHTPUPYETCs OOJIBIIMHCTBO COBPEMEHHBIX aTak?
a. SCADA-pemenust

b. ERP-, CRM-pemenus

c. BJI;

d.Bce BBbIIIIE TTEpeUnCICHHOS+

6.0OcHoBHOI1 3aKkoH B oonactu Mapopmarmonnsix Texunomoruit 1 MapopmanmonHoit besomacnoctn
a. 3akoH PD No5485

b. ISO-IEC

c. @3 Nol149+

d. Joxrpuna b

7.Kakue opranbl HCTOPUYECKH 3aHUMAJIUCh BOIIPOCcCaMu HH(GOPMAIIMOHHON O€30TTaCHOCTH CTPaHbI?
a. ['ocynapcrBennas Jlyma

b. anmapar I1pe3unenra

C. CHerCIyXObI+

d. opranbl 3aKOHO/IaTEILHON BIIACTH

8.Kakue cucreMbl cepTudukanuy CpecTB 3alIUThI CYIIECTBYIOT B PD?
a. MO u CBP
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b. ®Cb

C. BC€ BBIIIECTIEPEUNCIICHHOE+
d. CTOK

9.Yto0 siBNISETCS HAIVISAHBIM MOATBEP)KICHHEM CEPTU(PHUKAINN Ha TPOTYKTE?
a. Ievarhb

b. naanuce «ToBap cepruduupoBany;

C. TojlorpamMma-t

d. mmomba

Tema 9. JInneH3upoBanue U cepTU(HUKALNS ACATEIBHOCTH B 00JIACTH 3aLIUTHI HH(OPMALIUH.

1.0pranM3anuoOHHYI0 CTPYKTYPY CHCTEMbI IrOCYIapCTBEHHOI0 JMIIEH3UPOBAHMS NPEANPUATHH B
00J1acTH 3alUTHI HHPOPMaLUK 00pa3yloT

a. TIPENPUATHS-3asIBUTEITH

b. Bce mepeuncieHHoe+

C. TOCYIapCTBEHHBIC OPTaHbl MO JIMIEH3UPOBAHHIO
d. TUIIeH3NOHHBIE LICHTPHI

2.YIOJIIHOMOYEHHbBIE OpraHbl Ha BEIEHUE JMICH3MOHHOM [JESATEIbHOCTH Ha IpPaBO OCYIIECTBIICHUS
MEpPONPUATHIA /WK OKa3aHus yciayr B oOnactu 3amutsl ['T

a. Cb,0CO

b. ®Cb, PCTOK

c. ©Cb, ®CO, PCTOK
d. ®CB, ®CO, CBP+

3.Ilpu pa6ote ¢ Kondunennmmanpaonn Mudopmanueit munensuposannto HE momiexxar crnemyromue BUIIbI
ESITENBLHOCTH.

a. JlesATenbHOCTh 1O  pACHpPOCTPAHCHHIO W TEXHUYECKOMY  OOCITY)KMUBAHHIO  IIH(PPOBaIHHBIX
(kpunTorpaduueckux) C3U

b. JlesTenbHOCTH 110 TeXHUYeCcKo 3amure K.
c. [IpoBenenue skcriepTu3 npearnpusTUn. +
d. [Ipenocranenue ycayr B o6aacty mudpoBaHus HHHOPMAIIUH.

4.Ha opran no nuuen3uposanuto HE Bo3naraercs.

a. [Ipuobperenue, yuer u xpaHeHue O1aHKOB JuIeH3uld. HeBepHO
b.Opranuzaiust pabOThI JTUIIEH3MOHHBIX IICHTPOB.

c. Bolmaua imieH3uil.

d. Benenue cekpeTHbIX IEpPEroBOPOB.+

5.00wexTh1, HE nomexariye o0s3aTeIbHON aTTeCTaluu
a. ynpaBJIeHHe 3KOJIOTUYCCKH OITaCHBIMHU OG’LGKTaMI/I.

b. rocynapcTBeHHas TaiiHa.

C. BEJICHUE CEKPETHBIX IEPETOBOPOB

d. ycTaBbl opranuzanuii+

6.ITomenenus, MpeAHA3HAYCHHBIC VIS TTPOBEICHUS 3aKPBITHIX MEPONPHATHI (COBEIIaHUM, KOH(DEPEHIINA,
3acenaHuii, COOPOB, MEPErOBOPOB U T. I1.), HA KOTOPHIX 00CYXIAI0TCSI BOMPOCHI, COJIEPIKALIUE OXPAHSIEMbIE
CBE/ICHUS

a4.3aKPBITBIC TOMCIICHUA
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b. BBIICICHHBIC ITOMEIICHHS
C. OXpaHseMbIe TTOMEIIICHHS
d. Bce mepeuncieHHOE

7.B coorBercTBHE ¢ Kakoil crarbel 3akoHa P® "O rocymapcTBeHHON TaliHe" BCE CpEACTBa 3aIMUTHI
MHPOPMALIUU JOJDKHBI UMETh CEPTH(HKAT, YAOCTOBEPSIOMUI UX COOTBETCTBHE TPEOOBAHUSAM IO 3aIINUTE
CBE/ICHUI COOTBETCTBYIOLLEHN CTENIEHN CEKPETHOCTU

a.28 +
b. 29
c. 36
d. 47

8.Opranuzanus cepruduxammu cpencts 31 Boznaraercs Ha (BbiOepeTe 1 WM HECKOILKO BApHAHTOB OTBETA
a. DCTOK+

b. ®CO

c. ®Cb

Tema 10. Opranu3anioHHO TIPaBOBasi CUCTEMA OOPHOBI C TEPPOPUZMOM.
1.IIpaBoByto cucteMmy GOpBOBI ¢ TEPPOPU3MOM COCTABIISIIOT:
a. YK PO
b.Bce BbIIIE MEPEYNCICHHOE
c. Koncturynus PO
d. @3 «O 6oprbe ¢ TeppopuzMOM»+

2. Teppopuctuueckas nesreabHocts HE Brittouaer

a. 3aKOHHOCTB +

b. BepOOBKY

C. OpraHu3alus, JIAHUPOBAHHE TEPPOPUCTUUECKON aTaKu
d. puHaHCHMpOBaHME TEPPOPUCTHUECKON OPTaHU3AINH

3.I'maBHBIN CYyOBEKT B CTPYKTYpE B3aUMOACHUCTBUS CYyOBEKTOB, OCYIIECTBISIOMNX O0pHOY € TEppOpU3MOM
a. [IpaButenbcTBO+

b. ®Cb

c. MO

d. CBP

4.Kakue mnpaBa B 30HE INPOBEACHUS KOHTPTEPPOPUCTUYECKON ONEPALMM HMMEIOT JIMLA, IMPOBOASIINE
YKa3aHHYIO OIIE€palyIo:

a. MCIONB30BaTh B CIYXKEOHBIX IENAX CpPEACTBAa CBSA3M, BKIIOYAs CIELHUANbHBIC, MPHUHAIICKAIINE
rpakJaHaM U OpraHu3alMsIM HE3aBUCHUMO OT (OpM COOCTBEHHOCTH

b. 3amepKUBaTh U JOCTABISATh B OpraHbl BHYTpeHHUX 1en Poccuiickoit @enepannu null, COBEPIIMBIINX HITH
COBEpLIAIOIIMX MPAaBOHAPYIICHUsT JMOO WHBIE JEHCTBHs, HANpaBlICHHbIE Ha BOCIHPENSATCTBOBaHHE
3aKOHHBIM TPEOOBAHUAM JIUII, TPOBOISIIUX KOHTPTEPPOPHUCTUUECKYIO OIIEPALIUIO

C. TIPOBEPSTH Y TPAXKAaH U TOJDKHOCTHBIX JIUII JOKYMEHTBI, YIOCTOBEPSIOIINE UX JIMYHOCTh
d. Bce mepeunciaeHnoe+

5.Kto ocymecTBiger 3amMry OpYKHS MacCOBOTO IOPAXXEHMs, PAKETHOIO, CTPEIKOBOIO OpYKHUf,
6oenpunacoB 1 B3PbIBHBIX BEIIECTB:

a.CB
b. MO+



c. CO
d. ®CBb

6.Uem 3aHmMaetcsi QenepaibHas aHTUTEPPOPUCTHUYECKAs KOMHCCHUS (BBHIOEpPETE OIMH WIIM HECKOJIBKO
BapHUaHTOB OTBETA).

a. popMHpoOBaHHEM SKCIIEPTHBIX KOMUCCUI

b. mpuHATHEM YyuyacTHs B TOATOTOBKE MEXKIyHApOAHBIX J0roBopoB B P® B obmactu OoprObI C
TEPPOPU3MOM+

C. IOCMOTPOM T'PaXKJIaH U UX JIMYHBIX Bellen
d. mpoBepKoit JOKYMEHTOB, YI0CTOBEPSIOLUIUX JTUUHOCTh

Tewma 11. Drambl pa3BUTHS B CTPYKTYpa CUCTEMBI 3alITUTHI HHPOPMAITUK B 3apyOEIKHBIX CTpaHaX.
1.Ha ckonbKo 1epuoioB ASIUTCS MPOLECC Pa3BUTHUS CPEICTB U MeTO10B 31 ?
a. l
b. 2
c. 3+
d. 4

2.Kto aBTOp «ZIMCKOBOTO MHDpar?
a.A.Jlamm

b. T.JIxxeddepcon+

c. A. TeropuHr

d. JI.D#nep

3.Haubonee pacmpocTpaHeHHON B aBTOMaTU3MpOBaHHOU cucteme 00padboTku naHHbix (ACO/) B 60-70 T
ObL1a(-1) MpoBepKa(-m)

a. 1Mo JIOCTYIy K 0a3e TaHHBIX

b. O pa3rpaHUYEHUIO TOCTyIa K MACCUBY TaHHBIX+

C. IO OTIIEUATKy MaJbla

d. mo metony mmdpoBaHus

4 K xapakrepuctukam 3tana pazputusa cucteMsl 31 B 70-80rr HE otHOCUTCA

a. O6’beIII/IHCHI/Ie BCCX MPUMCHACMBIX CPCACTB 3allIUThI B CAMOCTOATCIIbHBIC CHCTCMBI
b. ocozHanue HEOOXOAUMOCTH KOMIUIEKCUPOBAHHUS LIEJIeH 3aIlUThI

C.M3MEHEHHE METO/I0JI0TNYECKOro noaxoaa k 31U+

d. oco3HaHne He0OXOTUMOCTH KOMITJIEKCUPOBAHUS 1IeJIeH 3aIUThI

5.Ha xakux npusnakax B 70-80 ©.r. pa3pabaThiBaIiCh METOABI M CPEIACTBA IS OIMO3HABAHMS JIWII,
HMMEIOIINX MPaBo noiab3oBarbest KN?

a. BC€ NIEPEYUCIICHHOCT
b. oTieuarky najablEeB
C. TOJIOC

d. ceTuarka rmasa

6.0OcHOBHOI 3a1a4eil TpeTbero 3tamna (80ble T-HACTOosIIIEe BpEeMsl) SBIISIETCS:
a. 00beIMHEHNE BCEX MPUMEHSIEMBIX CPEACTB 3allUTHI
b.KOMITJIEKCHPOBaHHE 1eJIEH 3aIIUThI

c. nmepeBoj npoiiecca 31 Ha cTporo Hay4YHy0 OCHOBY+

d. m3006pereHre HOBOro MeTo/a MU(POBAHUS
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7.CoenuHeHne B €IMHOE 11€JI0€ OTEJIbHBIX JIEMEHTOB, MEXAHU3MOB, MPOLIECCOB, SIBICHUM, MEPOIIPUATHIA,
Mep M TMpOTpaMM HX B3aUMOCBS3EH, CIMOCOOCTBYIOIIMX pealn3alliu IIeJIed 3allUThl U O00CCIECYCHHIO
CTPYKTYPHOTO IMOCTPOEHUS CUCTEMBI 3alTUTHI — ATO. ..

a. 3ammra Mudopmaruu+

b. IToncucrema 3amuter Mudopmarim
c. Mudopmannonnas bezonacHocTh

d. Konpunennumansnocts Undopmarun

8.3ammuTta uHbOpManuu, NpeaycMaTpHUBaloOllas BO3MEIIEHHE YOBITKOB OT €€ YHMYTOXKEHHUS WU
MOIU(UKALUY TyTEM MOTyUEHUs BbIILIAT

a. ctpaxoBas 31+

b. opranuzanuonnas 31U

c. kpuntorpadpudeckas 31U
d. Texungeckas 31

Tema 12. CtaHoBICHHE W PA3BUTHE CUCTEM 3aIIUTHI HHPOPMAIIUK B BEIYIINX 3apyOCKHBIX CTpaHaX.
3ammra nHpopManuu B XX BEKe.

1.Kak Ha3pIBaeTCS KIACCUYECKUI OOIIETepMaHCKUN PYHUYECKUI CTPOit?
a. OHes

b. Apyun

c. Arra

d. dyrapk+

2.Haubonee pacnpoctpanennslii mudp B [pesueit ['peunn u Pume:
a. Apucrorens

b. Ceronus

c. [Imarona

d. Le3zapsa+

3.Kt0 n300pen «KHWKHBINA mudp»?
a. [lommOuit

b. Apucrorens

c. [Tmyrapx

d. DHeii+

4.Kto nepBbIMM OTKPBUIM U ONMCAJIA METO/BI KpUIITOaHAIN3a?
a. rpeku

b. uamyCHI

C. HEMIIbI

d. apaGer+

5.Yto HE Bxonuno B ¢pyHkimuu arentoB B pesuert Uunnun?
a. BBIIBJICHHME IIITMOHOB

b. HabnroneHue 3a NapTUAMHU

C. KOHTPOJIb 32 POACTBEHHUKAMM Lapsi

d. oxpana nepumeTpoB+

6.KTo mpuayman nepBbiii TpaHCIIO3UITUOHHBIN HpP?



a. /1. Kapnano+
b. A. Tetopunr
c. 'JI.Buibena
d. ®.bakon

7.Kak Ha3bpIBaeTCS TEPBBIM JOKYMEHT Ha TEPPUTOPHH AMEPHKH, B KOTOPOM HCIIONB3YeTCs (P
«caracteres ignotos»?

a. HeT BEpPHOI'0 OTBETa

b. mucema 2.Kopreca

C. TIepeNHCcKa KaTOJIMYECKUX OPACHOB
d. nenema Xpuctopopa Komymba+

8.0tuom kpunrorpaduu CLLIA Ha3biBaIM:
a. b.Uépua

b. I.JloBemnsat+

c. T.Ixedbdepcona

d. 4.Yurctona

9.KTo n300pen MamuHy ¢ BpamaTeIbHBIMU MU(POBATEHBIMEA JUCKAMU C PA3TUYHBIM KOJIMYECTBOM OYKB?
a. KX.-®.1llamnonso0H

b. I.BancBopt+

c. A. TeropuHr

d. 4.Yurcron

Tema 13. Cocrostnue npoOieMbl HHPOPMALIMOHHON Oe30MacHOCTH B cTpaHax EBpocorosa.
1.Kakyto 0cOO€HHOCTB HCIIOIb30BaHNs HH()OPMAIIIOHHOTO OPYKHUS 0CO00 BBIACISIOT SKCIEPTHI?
a. JOCTOBEPHOCTh
b. CKpBITHOCTH+
C. YA3BUMOCTh
d. oTKpBITOCTH

2.Kakas ctpaHa uMeeT JUAEpCTBO B cpepe pa3paboTOK B 00JIACTH CUCTEM CBS3U M 00paOOTKH JTaHHBIX ?
a. 'epmanus

b. Aarus

c. CILIA+

d. Poccus

3.Kakas ctpana B pamkax BTO HE cornacoBana oTMEHy BHYTPEHHUX OTPaHUYECHUIN Ha JOMYCK
MHOCTPAHHOTO KaluTaja B 00JacTh HAIIMOHAIBHBIX TEIEKOMMYHHUKAIIUN?

a. Ucnanus
b. ®pannus
c. beaprus

d. Utamusat+

4.Kax Ha3bpIBaeTCsl €BpOIEcKoe areHTCTBO 1o cereBoil u b?
a. IOnecko

b. EACUB

C. HET BEPHOI'0 OTBETA

d. ENISA+



5.Habop cpencTs, cTpareruu, MpUHIMIBI 00ecTieueHNs 0€3011aCHOCTH, TApaHTUH O€30TMTaCHOCTH,
PYKOBOJISITIIME TIPUHITHITBI, TOJXOABI K YIPaBICHUIO PUCKAaMU, IEHCTBUS, MpodeccnoHaabHast MOATOTOBKA,
MPAKTUYECKHUH OTIBIT, CTPAXOBAHUE M TEXHOJOTHH, KOTOPBIE MOTYT OBITh HCITOJIB30BAHBI JUIS 3aIIUTHI
KHOEpCpeIbl, PECYPCOB OpPraHU3aIMU U TTOJIE30BATEINS ITO:

a. TSXHUYEeCKast 0€30MMacHOCTh

b. HanpoHaNbHAs 0E30MMaCHOCTD

c. KnbepOe30macHOCTh+

d. opranm3aronHas 6€30MacHOCTh

6.Kak Ha3pIBaeTCs cTparerus 3almThl 0T KHOepyrpo3, onmyoinrkoBanHas EBpokomuccueii?
a. «OTKpBITOE M 0€30MacHOe KHOESPITPOCTPAHCTBOY

b. «be3omacHoe KHOEPIPOCTPAHCTBO

c. «OTKpBITOE, O€30MaCHOE 1 HAZIEKHOE KHOSPIIPOCTPAHCTBON+

d. «OTKpBITOE M HAZE)KHOE KHOEPIIPOCTPAHCTBO

7 IMonuuetickas cimyx0a EBpocorosa Ha3bIBaeTCs:
a. EBpooxpana

b. EBpomup

c. EBponon+

d. EBpoxomuccus

8.Kakyro nmoaaepxKy 10/kKeH okasbiBaTh otaen «lIposepka cetn» crpanam EC ?

a. ObICTpasi MPOBEPKA CBSI3aHHBIX C TEPPOPU3MOM HIIH SKCTPEMU3MOM COOOIICHUI+
b. MOBBIIIEHUE Pa3TMYHBIX AEKTPOHHBIX YCIYT

c. mudpoBaHUE BXOIANTUX COOOIICHUIA

d. npuHATHE NaKeTa AMEKTPOHHBIX TPAHUIL

Tema 14. Cucrema 3amutsl nHGopmarmn B CLLIA.
1.B kakux HampaBJICHUSAX OCYIIECTBIACTCA AeATeIbHOCTh cucTeMbl 31 B CIITA?
a. KOHTPOJIb 3a JIOIYCKOM MEPCOHAJIAa K CEKPETHBIM IOKYMEHTOM U MOPSIIKOM BbI€3/]a CEKPETOHOCHUTEIIEH 3a
rpaHuiry+
b. 3acekpeunBaHuEe MaTEPHAIOB HA BEJOMCTBEHHOM U MIPABUTEIHLCTBEHHOM YPOBHE
C. COTPYAHHYECTBO C IPYTMMH CTpaHaAMHU
d.pedopmupoBaHue CTPYKTYpBhI, 00ECIIEUNBAIOIIEH HAIIMOHAIBHYIO O€30IMaCHOCTh

2.3axonbl, HE co3naromue npaBoByto 0CHOBY Jisi ()OPMHUPOBAHUS U IPOBEIEHUS €MHOI roCy1apCTBEHHON
MOJIMTUKU B oOnacTu nHpopmaTuzanmu u 31?

a. «O cBoOoae nH(popmMaum»

b. «O 3Ux»+

c. «O 6e30MmacHOCTH KOMITBIOTEPHBIX CETEi»
d. «O cexkpeTrHOCTH»

3.Kakoii 3akoH CIIIA ycTaHaBimBaeT NpUOPUTET HALMOHAIBHBIX HHTEPECOB MPH pelieHru BorpocoB UB?
a. «O mocryne k uHopmanuu o nesTensHocTa LIPY»

b. «O moctymne kK nHGOPMALTHI

c. «O 6e3omacHoctu KC»

d. «O0 obecrnieuenuu 6e3omacHocTd IBM»+



4.B «Pa3BenpiBarensHOE coobmiecTBo» (momumo opranoB MO) HE Bxonut:
a. ®bP MuHnucTepcTBa FOCTULIMHI

b. LIPY

c. YmpaBieHue pa3Belku MUHHCTEPCTBA SHEPTETUKHI

d. BM® CIIA+

5.B kakom mtare HaxoauTcs mTad-kBaprupa LIPY?
a. Buckoncun

b. Bammarton

c. Buprunus+

d. FOxnas Kaponuna

6.Kaxoe ynpasnenne HE Bxogut B coctas LIPY?
a. pa3BeJlbIBaTEIbHOE

b. oneparuBHOE

C. IMMHUCTPATUBHOE

d. po3bickHOE+

7.Kt0 pyxoBoautr Munuctepctom BuyTtpenneit 6e3onacHoctu CHIA?
a. ®.Kanpsemm

b. JI.bpennan

c. J.>xoncon+

d. C.P.Keiinc

8.B xakom roay ObLIO cO31aHO ATEHTCTBO HAallMOHAIBbHOM Ge3omacHocTu CIIA?
a. 1971

b. 1960

c. 1964

d. 1953+

9.Komy nomguunsiercs PazpensiBarenbHoe Ynpasnenue Munucrepcrsa O6oponsl (PYMO)?
a. MuHHMCTEPCTBY O0OPOHBI+

b. [ocynapcTBeHHOMY JleapTaMeHTy

c. [Ipesuaenty

d. 1Py

Tema 15. Cuctema 3amutsl nHGopManuu B Benukobpuranuu.

1.3a pacxomoBaHuEM OIOMKETHBIX CPEICTB, YIIPABICHUEM U TIOJTUTUKOM Kakoi crieniciy:k0s1 HE cnequt
KomuTeT mo pasBenke u 6e3onacHocty Bennkobpuranun

a. O0beqMHEHHBIN IEHTP pa3BenbIBaTeIbHBIX CIIyk0 (JIC)+

b. llentp npaBurenpcTBeHHOM CBsi3u LleHTp npaBuTenbcTBeHHOM cBsi3u (GCHQ);
c. CekpeTtHas pa3BebpIBaTebHas cyk0a BenukoOputanuu (SIS);

d. HaunonansHast Ciyx0a bezonacnoctu BenukoOpuranuu (MIS)

2.0cHOBHas pa3BebIBaTeIbHAA CiIy:k0a BenukoOpuranuu
a.JIunien3us nporpammuoro Oo6ecneuenust (ISC)

b. CexpeTHast pa3BenpiBaTenbHas cayx06a Benmukoopuranuu (SIS)
c. Harmonanpnas Ciyx6a be3omacHoctn Benukoopuranuu (MIS)
d. T'ocynapctBennsiit Opran Buemneii Pazsenxu (MI6)+
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3.C pa3Beakoii kakoi cTpanbl y CeKpeTHOU pa3BeapIBaTeIbHOM CcTyk0b1 BenmukoOpuranuu (SIS) Het
TECHOU CBSI3U

a. HoBas 3emanans
b. Ucnangus+

c. ABcTpus

d. Kanana

4.Yro BxonuT B 00si3anHOCcTH HanmonansHo# City:x061 bezonmacnoctu BenukoOpuranuu (MIS)
a. IOCTaHOBKA 33JJaHUI 1 TIOJITOTOBKA Pa3Be/IbIBATEIbHON POAYKIHH

b. cHaGeHue pa3BeKH ONEePaTuBHO-TEXHUUYECKUMHU CPEICTBAMHU

C. OXpaHa roCy/1apCTBEHHON TPAHUIIBI

d. obecrieueHre BHyTpeHHEH O6e30macHOoCTH+

5.Kakoro nenapramenta HET B crpykrype Hanmonansnoit Ciyx0b1 bezonacHoctu BenukoObputanun
(MI5)

a. MEXKIyHapOIHBIN TEPPOPU3M

b. omepaTuBHas noaaepIKKa

c. Upnanackuii reppop

d. paccnenoBanue BepOOBKH Irpak1aH+

6.I'ne pacmionaraercs mrad-kBaptupa LlenTpa npaButensctBeHHoM cBsizu (GCHQ)
a. Yenrenxem+

b. Jloumou

c. Puamonp

d. KemOpumx

7.Kem ompenensercs MOJUTHKA 3aIIUIIEHHOCTH MTPaBUTEILCTBEHHON CEKPEeTHON MH(MOpMAaIK B
Benmukobpuranumn

a. JIluensus mporpammuoro Ob6ecneuenus (ISC);

b. OcHoBbI nonutuku 6e3omacuoctu (SPF)+

c.CexpeTHOM pa3BenbIBaTeIbHON ciTyk00i Benmukooputanuu (SIS)
d. MPS

8.Kaxkoit nudpoBoii ko B HacTosimee BpeMst uMmeeT cranaapT «lIpakruueckue npasuna Yby
a. BS7989

b. BS7799

c. ISO17900

d. ISO17799+

Tema 16. Cuctemsl 3auTsl HHGOpMaUK Bo OpaHIHH.

1.Kakoe oObetuHEHHE 3aHUMAETCS Pa3pabOTKON CTpaTeruy HAIPaBJICHHS ITOJIMTHKH TTO0 00€CIICYCHHUO
HAIMOHAIILHON 0€30I1aCHOCTH

a. Sagem

b. CLUSIF+
c.NIOKR

d. Marpa (Matra)

2.Yto, 1o MHEHHUIO (hPAHILy3CKUX IKCIIEPTOB, oOecneunBaeT Haumyulnyro 31 B ceTsix
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a. MeTo/bI mH(pauu+

b. TexHUYECKHE CpeCTBA

C. OpraHu3alMOHHbBIE CPEICTBA
d. mporpamMHBIe CpeacTBa

3.Kto xoopaunupyet padoty crernciayx6 Munucrepcrsa O6oponbs Opanimn
a. [Ipembep-munucTp @panuuu

b.I'erHepanbHbIil cekpeTapuaT MHUHUCTEPCTBA FOCTUITUN

c. [Ipesuaent

d. 'enepanbHbBIN cekpeTapuaT HaIMOHATHHOU 00OPOHBI+

4.ITocne kakoi omnepanuu ObLTa co3/laHa Opuraja pa3BeaKd U Paaruo3IEKTPOHHOU OOPHObI
a. «byps B mycTeIHEN+

. «CropTs MHJIUTPI»

. «BonHOBOM IIEpexBaT»

o o o

. «BHenHssa yrpoza»

.Kakue ynpasnenust BXomaT B coctaB Ynpasinenus Boennoit Pazsenku (DRM)
. ICCIIEIOBATENBCKOE

. BC€ NIEPEYUCIICHHOECT

. QHAJIMTUYECKOE

o0 T O W

. TCXHUYECKOC

.B xommnierennmio I'enepansuoro Ynpasnenus Buemneit besomacaoctu (DGSE) Bxoaut
. IPOBEJICHUE TalHBIX ONepaui

. BC€ BBIIICIEPEUUCIICHHOE

. BEISIBJICHHE U TIPEAYTIPEKICHUE aHTU(DPAHITY3CKON AEITeTbHOCTH 3a TPaHULIEH

o0 o o O

. 100bI4Ya 1 aHanu3 HHGOPMaIIUK, UMEIOIIIasi OTHOIICHHE K Oe3omacHoCcTH DpaHium

.Kaxoe ynpasnenne HE Bxomut B coctaB ['enepansHoro Ynpasnenus Baemneit bezonacnoctu (DGSE
. TEXHUYECKOE

. KOHTppa3BeabIBaTEIbHOCT

. aIMUHUCTPATUBHOE

o0 o

. CTpar€rudcCKoc

8.Kakue cTaHIIMM UMEIOTCA B ONIEPATUBHOM ympaBieHuu [ eHepanbHOro YnpasieHus Bueminei
bezonacuoctu (DGSE)

a. besomacnoctu Teppuropuii (DGT)

b. llenrpanbhas ciayxba 6e3omacHocTy nHPopManoHHBIX cructeM (SCSSI)
c. CPES+

d. Ynpaenenue Boennoit Pazenku (DRM)

Tema 17. Cuctemsl 3amutsl nHGopmaryu B Kutae.

1.Kaxas xomuccust opMHupyeT NOJ0KEHHUE O PEryIMPOBAHUU ACSITEIbHOCTH CTPYKTYP MOJKIIOUEHHBIX K
3apyOeKHBIM KOMIIBIOTEPHBIM CETAM

a. HanimonasnpHas 0€3011acHOCTH
b. mo nemam Ub

C. mo aenam uHpOopMaTU3auu-+
d. HeT BepHOTO OTBETA
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2.0OcHOBHBIE 3a/1a4i, KOTOpBIE JOKHBI ObITh perieHbl Kutaem B npoiiecce MHTErPUPOBAHUSA B I100aIbHbBIE
CUCTEMBI

a. 3aIUTa rOCYAapCTBEHHBIX IPaHUI]

b. GmokMpoBaHUE TOCTyNA K 3apyOeKHON+
C.OpraHU3aIys Pa3BEAKH CIICICITYKO

d. 3ammra OT mIHoHaXa

3.3a xakue BuAbl KOMIIBIOTEPHBIX NIPECTYIJICHUH BBEJIEHA YTOJIOBHAsl OTBETCTBEHHOCTh B Kurae
a. CETEBOE MOLLIEHHUYECTBO
b. azapTHbIE UTPHI B OHJIAKH cpejie

C. MOCATATEILCTBO HA aBTOPCKUE M CMEXHBIC TIPaBa, MPECTYIUICHUS TPOTHUB MHTEIUICKTYaIbHON
COOCTBEHHOCTH

d. Bce mepeunciienHoe+

4.KTO HEceT OTBETCTBEHHOCTH 3a oOecrneueHrne nH(HOPMAITMOHHON 3aIUThI
a. MUJIUO M+

b. cnencimyx6a

C. areHTCTBO Hall.0€30MacHOCTH

d. apmus

5.C xakoii ctpanoit MI'b oOMeHs10ch 0(hUIIMAIBHO aKKPETUTOBAHHBIMU PE3UICHTAMU
a. 'epmanuen+

b. Uranueit

c. Poccueit

d. ®pannuei

6.Kak Ha3bIBaeTCs MPOEKT, UMEHyeMbIl «Bennkas cteHa»
a. S219+

b. S222

c. S210

d. S200

7.Kak Ha3biBaeTcsi ”HGOPMAIIMOHHOE areHTCTBO B cocTaBe MunucrepcTBa [ ocynmapcTBeHHOM
bezonacuoctu (MI'B)

a. Cunpxyat+
b. Xyniiran
c. JIutonn

d. [TuubuHabL

Tema 18. LludpoBoii cyBepeHUTET.
1.ITocne 4ero BO3HUKIIO MTOHATHE CYBEPEHHOTO TOCYIapCTBa
a. IlepBoii MUPOBOI1 BOMHBI
b. «XomogHOID» BOWHEI
c. Becransckoro mupa+
d. BTopoit MupoBoii BOIHBI

2.CyBepeHHTET ObIBACT
a. DKOHOMHYECKHUU U MOJIUTUUECKUN
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b. Bce mepeuncieHHoe+
C. BOCHHBIN
d. KynbTypHBIit

3.HoBBli1 KIIt04EBOM KOMIIOHEHT CyBEPEHUTETA
a. UCOJIOTHYECKUU

b. KyabTypHBIi

c. mudpoBoii+

d. nuruIoMaTHYecKuil CyBEepeHUTET

4.K 371€KTpOHHOMY CYBEPEHUTETY OTHOCUTCS

a. yCTOMYMBOCTB K 3JIEKTPOHHBIM aTakaM

b. 3ammra oT BUpyCcOB

C. BC€ NIEPEUYUCITICHHOCT

d. 3aMMIIEHHOCTD OT BBIKIIIOUEHUS HH(ppacTpykTypsl U [10

5.Yto HE BXOIUT B «3JIE€KTPOHHBIN IMIUT» Ui 00ECIICUCHUsI CYBEPEHUTETA
a. cCOOCTBEHHas WJIM KOHTPOJIMpyeMasi MporpaMMHast arpopma

b. coOCTBeHHas! WM KOHTPOJIUpyeMasi MOOUJIbHAS TUIaThopMa

C. COOCTBEHHasl armaparHas miargopma

d. HeT BepHOTO OTBETa+

6.Y KOTO eCTh MOJIHOLICHHBIN IIU(POBOIT CyBepeHHUTET (BHIOEPETE OIMH HJIU HECKOJIBKO BAPUAHTOB OTBETA)
a. CIIIA+

b.Aurnus

c. Kurait

7.«Mamnbiii ”HOPMAITMOHHBIN IMUT» BKIIOYAET
a. CpelcTBa BEACHUS HAI30pa

b. cpencTsa 3amuThHI

c. cpencraa obopora

d. cpenctra BnustHUSA+

Tema 19. Kubep6e3omnacHOCTb — MUP SKCIIEPTOB M MPECTYITHUKOB.
1.Yro mpexncrapmnsiet coboii abbpeBuarypa [oE?
a.IlpoHuIIaTenbHOCTH BO BCEM
b. UnTemiekt no Bcemy
c. IHTepHeT exXeTHEBHO
d. MaTepHer Bemeli+

2. KakoBa kareropusi KaipoBO# CTPYKTYpbI, KOTOpasi BKJIFOYAET Y3KOCIIEUATU3UPOBAHHBINA 0030p U OLICHKY
nocTymnaromnei napopmanuu o KubepOe30macHOCTH, YTOOBI ONPEAEIIUT, MTOJIe3Ha JIU OHA JUIS Pa3BeIKu?
a.Anamuz+
b. OxpaHna u 3amura
c. Hansop u paszsurue
d. bezonacHoe obecnieueHue

3. Kakoif Tum araku MOXeT OTKIJIFOYUTh KOMITbIOTEP, 3aCTaBIISISI €70 UCIIOIb30BaTh MaMSATh WIH MEperpyxast
CBOH npoueccop?
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a. cromenue
b. APT

c. DDoS

d. Anroputm+

4. Yto 03HAYAET TEPMUH «YSI3BUMOCTH»?

a. [ToTreHnmanpHas yrpo3a, KOTOPYIO CO37IaeT XaKep

b.MarmHa xepTBbl WM U3BECTHAS LIETh

c. CmabocTh, KOTOpast JeNaeT el BOCIPUUMYUBOM K aTake+

d. Komnstotep, comeprxanuii KOHGUIACHITMATBHYO HHOOPMAITHIO
e. Meron araku 1S ONpeaeIeHHON Lien

5. Kak mpenotBparuts kubepnpecryienue? (Beibepute aBa oTBera.)
a. Co3zath cucTeMy paHHETO MPEeAynPeKICHUS+

b. O6men nHpopManuet B Knbep-pa3Benke+

. BBIKJIIOUUTH CETh

d. HauasTes xakepoB

. I3MEeHHTD ONepalliOHHYIO0 CUCTEMY

6. UTo MOXKET CIy>KUTh IPUMEPOM JIOMEHA JaHHbIX B IHTEpHETE?
a.Linkedin+

b. Cisco

c. Palo Alto

d.Juniper

7. Kakoti Bz nH(popmaImu 3auHTepecyeT MPEeCTYITHUKOB MIPH Kpake TAaHHBIX C Pa3HBIX OpTaHU3aIUH.
(Bei6epure Tpu.)

a. Menunuuckas+

b. Urpa

c. Mecto paboThI+

d. IToner (Homep peiica)
e. [luranue

f. O6pazoBanue+

8. Kak 30ByT Xakepa-moOurens?
a. Cxkpunt Kugan+

b. Cuusts xomaHa

c. Kpacnas [llanka

d. Yepnas nuisima

9. Kakoif TUTI aTaky HCIOJIB3YET MHOXKECTBO CHCTEM C IIEJIbIO IOBECTH KOMITBIOTED KEPTBBI 10 OTKa3a?
a. Ping sweep

b. DoS

c. Spoof

d. DDoS+

10. Kak 30ByT XakepoB, KOTOpPbIE B3JIaMbIBAIOT IS 3aIUTHI YET0-1100 (Hampumep, s 3aIUThI
MOJIUTUYECKUX B3IISIIOB)?

a. bemas musma
b.T'omy6as nusina
c. XaKTUBHCT+

d. Xaxep
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11. Yro o3nagaet repmun BYOD (TICVY)?

a. [IpunecTu cBoe cOOCTBEHHOE pPEIICHUE

b. Kyniu cBoe cobcTBeHHOE OeICTBHE

c. [IpunecTu cBOIO COOCTBEHHYIO KaTacTpody
d. [Ipunecu cBoe yCcTpoicTBO+

Tema 20. «Ky6» knbepOe30macHOCTH.
1. KakoBBI TpH OCHOBOIIONIATAIONIMX PUHIIKIIA KnOepOe3omacHocTu? (Bridepute Tpu.)
a. llenoctHOCTH+
b. [lluppoBanue
c. be3omacHocth
d. HoctymHOCTH+
e. [lomuTuka
f. KordunenuuaapHOCTh+

2. Kak Ha3bIBatoTCs JII0OBIE M3MEHEHUS HCXOHBIX JJAHHBIX, TAKHE KaK U3MEHEHUE TaHHBIX
MI0JIH30BATENSIMHU BPYUYHYI0, 00pabOoTKa ¥ U3MEHEHHUE TaHHBIX ITPOrpaMMaMu B cOou 000pyI0BaHuUs?

a. PezepBHOE KONIUpOBaHKE
b. Koppymnus

c. Monugukarus+

d. llenocTHOCTH

e. Ynanenue
f.Pactipoctpanenue

3. Kak Ha3bIBaeTCs 3alUIleHHasl BUPTyallbHasl CETh, UCTIOJIb3YIOIAs OOIIETOCTYTHYIO CETh?
a. VPN+

b. IDS

c. MPLS

d. NAC

e. IPS

f.bpanamayap

4. Kakue cymecTBYIOT CITy>kKObI 0€301MacHOCTH 7151 KOHTpouist noctyna? (Beibepute Tpu.)
a. AyteHTuuKaus+

b. loctyn

c.Benenue xypHana yuera+

d. OtBepkenue

e. JlocTynHoCTh

f. ABTOpu3anus+

5. Kakue nBa MeTona moMoraroT 00ecreunTsb JOCTYIMHOCTh cucteMbl? (Beibepure aBa.)
a. O6cmyxuBaHue 000pyIoBaHU+

b. Oraerymmurenu

¢. OTKa30yCTONYMBOCTH CUCTEMBI

d. [TpoBepka 1enocTHOCTH

e. Co3laHue CUCTEMHBIX PE3EPBHBIX KONUI

f. CBoeBpeMeHHOE OOHOBJICHUE OTEPAIIMOHHBIX CUCTEM+
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6. Kakuie Tpu 3a1a4n BBITIONHSET KOMIUIEKCHAs TonuTHKa 6e3onacHoctu? (Beibepure Tpu.)
a. He umeer ropuinueckoit CHiibl

b. [Tonesen st ynpasieHus

c. Jlaet coTpynHukam ciry:k0bl 0€30MMaCHOCTH MOAICPKKY+

d. HeompeneneHHoCTh

e. Onpenensier npaBoBbI€ NOCIEACTBUS HAPYIICHUN+

f. YcranaBnuBaeT nmpaBuia IS 0XKHIAEMOTO MTOBEICHUS+

7. Kakue cymecTByIOT TpH COCTOSIHUS JaHHBIX? (BBIOEPUTE TPU BapHAHTA)
a. B obnake

b. OTI0XKEeHHBIH

c. B pabote (B mporecce)+

d. B myTu (xorza naHHbIE 3arpyKaroTcs )+

e. 3amudpoBaHHBII

f. B cocTosinum nmokosi+

8. Kakune 3aKoHbBI KI/I6€p6€3OHaCHOCTI/I 3alUIIAOT BaC OT OpraHu3alu, KOTOpasd MOXCT 3aXOTCTh
IIOACIUTHCA BalllUMU KOH(I)I/I,Z[GHI_II/IELHBHBIMI/I I[aHHBIMI/I?

a.KonpuaeHnmansHOCTh+
b.Ayrentuduxarms

c. HeBo3Bpaienue
d.IlenocTHOCTB

9. KaxoBsl aBe obmue xam-hynkinuu? (Beioepure aBa.)
a. RSA

b.Blowfish

c. RC4

d.ECC

e.SHA+

f.MD5+

10. Kakue aBa MeTo1a MOMOTAIOT 00ECIIEYUTh IIEIOCTHOCTh TaHHbIX? (BriOepuTe nBa.)
a.ABTOpuU3aIus

b. IIpoBepka 1eT0CTHOCTH JaHHBIX+

c. KonpuaennuanbHOCTH

d. JocTymHOCTh

e. OTpuiianue

f. XommpoBanue+

11. Kakoif MeXaHU3M OpraHu3aluy MOTYT UCIIOJIb30BaTh JIJISl IPEAOTBPAICHUS CIIyYalHbIX U3MEHEHUI
aBTOPU30BAHHBIMU MOJIH30BATEISIMU?

a. KonTpomnb Bepcuii+

b. PezepBHOE KOnMpoBaHue
¢. XBUIMPOBaHUE

d. Hludposanue

e. SHA-1

12. Kakas ciyx0a ornpenensieT, K KakuM pecypcam IMoJIb30BaTellb MOXKET MOJIYyYUTh JOCTYM HapsAy C
oreparusiMu, KOTOPbIE MOXKET BBIMOIHSTH M10JIb30BaTENb?
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a. AyTeHTuuKaIms
b. ABTopuzanus+
c. Benenue xxypHnana yuyera
d.Token
e. buomerpuueckue qaHHbIE

13. Kakue Tpu npUHIHMIIA TPOSKTHPOBAHUS IIOMOTal0T 00ECIIEYUTh BBICOKYIO JOCTYNHOCTh? (BriOGepure
TpH.)

a. YcTpaHeHHUE OT/ICNIbHBIX TOYEK OTKa3a+

b. [IpoBepka cOOTBETCTBUS TaHHBIX

c. ObecrieueHue HaZEKHOTO KpoccoBepa+t

d. OGHapyxeHue cO0eB 10 Mepe X BO3HUKHOBEHHS+

e. ObecrieueHue KOHPHUICHIIMATHLHOCTH

f. Ucionp3oBanue mudpoBaHus

14. Kakue Tpu METO/Ia UCTIONB3YIOTCS ISl IPOBepKH noauHHoctu? (Beidepure Tpu.)
a. Yro BHI fenaere

b. I'me BBI HaxXoOUTECH

c. To, uem BBl (HanpuMep: yBIEKAETECh)+

d. To, uTo y Bac ecTh+

e. To, uTo BBI 3HaeTe+

15. Yro Takoe MeTO OTHPAaBKU HHPOPMAIIUH C OJHOTO YCTPOWCTBA HA APYTOil ¢ MOMOIIBIO ChEMHOTO
HOCHUTENA?

a. [Taker

b. becnipoBonHas ceTh

c. Undpakpacuas ceTb

d. [TpoBomHas ceTh

e. Kpoccuer+

f. JlokanpHas ceTh

16. Kakue nBa meToga obecrneynBaioT KoHGUAeHITMaIbHOCTL? (Bp1iOepuTe 1Ba.)
a. JloctynHoOCTh

b. IlemocTHOCTH

c. be3oTKa3HOCTh

d.ABTOpu3anus

e. AyreHTuduKkanus+

f. lllubpoanme+

17. Yrto onpenesieHo EpBLIM B KHOEpOE30MacHOCTH?
a. 3HaHUs

b. Hemu+

C. 3aIUTHBIE MEPBI

d. UuCcTpyMEHTHI

e. [IpaBuna

18. Kakoii mpuHIIUN MPeJOTBpaIaeT pPaCKpbITHE HH(OPMALIMU TTOCTOPOHHUM JIMIIaM, pecypcam U
npoteccam?
a. be3orkasHocTh
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b. KonpuaenuuansHoCTh+
c. llenocTtHOCTH
d. Benenue xxypHaina y4yera
e. JloctynHoCTh

19. Kakoe uMst mprcBauBaeTCs YCTPOMCTBY XpaHEHUsI, MOJKIIOUEHHOMY K CETH?
a. NAS+

b. OGnako

c. SAN

d. DAS

e. RAID

20. Kakwue cyuiecTByroT TUIBI KOHpHUAEeHIManbHON nHpopMaruu? (BeiGepute Tpu.)
a. busnec+

b. JInunast unpopmanus+

c. ObmenocTymHas

d. Ony6nukoBaHHas

e. CexperHas

f. PaccekpeuenHnas

Tema 21. Yrpo3sl kubepOe30macHOCTH, YI3BUMOCTH U aTaKH.

1. Kakoii TepMUH UCTIONIB3YETCS, KOT/Ia 3JIOYMBIIINICHHUK OTIIPABJISIET MOIICHHHYECKOE MHCHMO,
3aMaCKUpPOBAHHOE O] 3aKOHHbBIN, HA/I€KHBIM HCTOYHHUK?

a. TpostHCKUIA KOHb

b. ®ummar+

¢. Bumunr

d. CounanbHas UHXEHEpUS
e. UepHblll X0

2. Kak Ha3pIBaeTCs TUI MPOTPaMMHOTO 00ecIieueHus, KOTOPBI TeHEPUPYET JOXO MyTEM CO3/1aHUS
pazapa)xxaroniiX BCIUIBIBAIOLIUX OKOH?

a. BecmipiBaroniue oxHa
b. Tpekepsl

c. llImuonckoe 11O

d. Pexnamuoe I10+

3. Kak Ha3bIBaeTCs yA3BUMOCTb, KOTOPAsi O3BOJISAET 3JI0YMBIIIJIEHHUKAM BHEPSATh CKPUIITHI HA
BE0-CTPaHUIIBI, IPOCMATPUBAEMBIE TTOJIb30BATEIISIMHU ?

a. Beon XML

b. SQL-uaBeKITNSA

C. MexCalTOBBIN CKPUIITUHT+
d. [Tepenonaenne Oydepa

4. Kakoif TuIT aTak¥ HaIleJIeH Ha 0a3y maHHbIX SQL, ucoap3ys mojie BBO/IA MOIh30BATEIS?
a. MeXCalTOBBIN CKPUIITUHI+

b. SQL-uaBeKIUSA

c. Beog XML

d. [Tepenonaenne Oydepa



5. Kakuie TakTUKH UCTIONB3YIOTCS B COLUATBHON WHKCHEPUH JIJIS TIOTYYCHHSI TUIHON HHPOPMAIIH OT
HUYETro He Tofo3peBatoiieit nenu? (Beidepure aBa.)

a. YecTHOCTH

b. IlemocTHOCTH

c. CpouHocTh+

d. 3anyruBanue+

e. Coctpananue

.6. B ueM pasHuIa Mexay BUPYCOM U uepBeM?

a. Bupycsl CKpbIBatOTCsl B 3aKOHHBIX IIpOrpaMMax, a YepBHU HET.
b. YUepBH caMOpETTUIIPYIOTCS, HO BUPYCHI 3TOTO HE JIENAI0T. +
c. Uepsu TpeOyroT ¢aiia XxocTa, a BUPYCHI HET.

d. Bupycsl caMOperuMuupyoTcs, a YepBU HET.

7. Yto Moauumpyer pyTKUT?
a. DKpaHHYIO 3aCTaBKY

b. OnepanoHHyI0 cucTeMy+
c. biroknoT

d. ITporpamMmsl

e. Microsoft Word

8. Kakue nBe mpuunHbl 00bsCHIOT, mouemy WEP saBnsercs cnadeim npoTtokosniom?(Breibepute 1Ba.)
a. Kimtou mepenaeTcst B OTKpBITOM BUje.+

b. Bce B ceT HCTIONB3YIOT APYTOM KITHOU.

c. HacTpoiiku 1o ymMo4anuio He MOTYT OBbITh H3MEHEHHBI.

d. WEP ucnons3yer te xe dyHkiuu mudpoBanus, ato u Bluetooth.

e. Kittou craruueH v moBTOpSiETCS B IEPErPYKEHHOM CeTH.+

9. Kakoii TepMHH OIUCHIBAET OTIIPABKY KOPOTKOTO 0OMaHUYMBOrO0 SMS-co001IeH s, NCTIONb3YeMOro IS
oOMaHa IeTu TP ToCeIIeHn Beb-caiTa?

a. Heneranasuoe 110
b. CmumuHr+

c. Cnam

d. [Toxpaxxanue

.10. Yto mpoucxoauT Ha KOMIBIOTEPE, KOT/Ia JaHHBIC BBIXOIST 3a Tpeesnl Oydepa?
a. MeXCalTOBbII CKPUIITUHT

b.Ilepenonnenue oydepa+

c. SQL-uabeKIMSA

d. CucreMHO€E HCKITIOUEHHE

11. 370yMBIIUIEHHUK CUIUT NIEPE] Mara3uHOM U 110 OECIIPOBOAHOM CETH KOMHUPYET MEKTPOHHBIC MHChMa U
CIIMCKHX KOHTAKTOB C 6JII/I3JIe)KaIJ_II/IX HHNYCIO HC HO,Z[OBpCBaIOH_[I/IX IT0JIB30BATCIIbCKUX YCTPOI\/JICTB. I’ITO 9TO
Takoe?

a. Smishing

b. RF jamming
c. Bluesnarfing+
d. Bluejacking



12. KoMmipioTep npeacTaBisieT N0oIb30BaTeNIo 3KpaH ¢ Mpock00ii 00 omare, Mpex/e YeM JaHHbIe
MOJIH30BAaTENsl MOTYT OBITH JOCTYITHBI JJIS1 TOTO 7K€ Mojb30BaTens. Uto 310 3a BpegoHocHoe [107?7

a. Tum BbIKyna+

b. Tun nornyeckoit 6o0MObI

¢. Tun Bupyca

d. Tun yepss

13. Kak Ha3pIBaeTcs MporpaMMa MM IPOrpaMMHBIN KOJI, KOTOPBI 00XOAUT OOBIYHYIO ay TEeHTH(PHUKALINIO?
a. UepBb

b. Bupyc

c. TpositHCKUIA KOHB

d. Beimorarenu

e. baknop+

14. KakoBbI 1Ba 0OIIMX MOKa3aress criaM-1outhbl? (Beibepute nBa.)

a. B aJeKTpOHHOM MTUCHME €CTh CIIOBA C OMMOKAMU WIIM 3HAKH IMyHKTYAIlMU WK U TO, U Jpyroe.+
b. ITucemo ot apyra.

c. B muceMe HeT TeMBl.+

d. [Tucpmo OT BamIero pyKOBOAUTEIIS.

¢. B HeM ecTh KJII0UEeBEIC CIIOBA.

f. B aneKTpOHHOM MHUCHhME €CTh BIOXKEHHUE, KOTOPOE SIBISETCS KBUTAHIIUEH 711 HETaBHEH TTOKYTIKH.

15. B ueM cMbICT TepMUHA «JIOTHYeCcKass 6omMOa»?

a. BpenoHocHbI BUpYC

b. BpenoHocHbI# 4epBb

c. Bpenonochas mporpamma, KOTopasi CKphIBaeTCsl B 3aKOHHOM MPOrpaMme

d. Bpenonocnast nmporpamma, KoTopasi HCIOIb3yeT TPUTTEP IS MPOOYKACHHS BpEAOHOCHOTO Kofa+

16. IlpecTynHHK HCTIONB3YET MPOrpaMMHOE oOecriedeHre i MoydyeHus: HHopMaIii O KOMIIBIOTEPE
nonp3oBarensi. Kak Ha3pIBaeTCs 3TOT THUI MPOTPaMMHOIO o0ecrieueHus?

a. Bupyc

b. ®ummHr

c. llInmnonckoe 110+
d. Pexnamuoe 110

17. Kako¥i TepMUH UCTIONB3YETCs AJIs B3JIOMA AJIEKTPOHHOMN MOYTHI, ITyTEM OTIPABKH MHCHhMA,
MpeIHA3HAYEHHOTO ISl KOHKPETHOTO JIMIIA, pa0O0TaIOMIEr0 B (PMHAHCOBOM YUPEKICHUN?

a. HanpaBnenusiit pummmHr+

b. [leneBoit purmmHTr

c. Bummnr

d. Ciam

e. lInuonckoe 110

18. Kakue aBa criocoba 3auTHTh KOMITbIOTEp OT BpeaorocHoro [10? (Beibepure nBa.)
a. YIanuTh HEHUCIIONIb3yeMOE MIPOrpaMMHOE 00ecCIieueHue.

b. Micnonp30BaTh aHTUBHPYCHOE MIPOTPaMMHOE obecIieueHue. +

c. Ounctuth kemr Opaysepa.

d. ITocTossHHO OOHOBIIATH IPOrPaMMHOE OOecIieueHue. +

e. JlepparMeHTHUpPOBATH )KECTKUN JTUCK.
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Tewma 22. Kpuntorpaduueckre METOIbI 3aLIUTHI HH(OpPMALIHH.

1. Kaxkoii 128-0uTHBIH anropuT™ mmdpoBanus 0J109HBIX MUGPOB UCTIOIB3yeTCs TpaBuTeabcTBOM CIIIA
JUTSI 3aIIUTHI CEKpeTHOM nH(popmarun?

a. [le3apn
b. 3DES

c. Skipjack
d. Vignere
e. AES+

2. [Ipenynpexaaromuii 6aHHEP, B KOTOPOM IMepeUHCIeHbl OTpULIATEIbHbIE PE3YNIbTAThl HApyILICHUS
MOJIUTUKN KOMIIAHUH, OTOOpa)kaeTcsi KaXkKJbli pa3, Korja MoJib30BaTeslb KOMIIbIOTEpPA BXOJUT B CUCTEMY.
Kaxkoi1 Tun KOHTpOJIS 10CTyIa pean30BaH?

a. [IpeBeHTUBHBII

b. JleTeKTUBHBIN

c. CnepxxuBarouuii+
d. MackupoBka

3. KakoBo uMms MeToza, B KOTOpOM OyKBBI IEPEYTIOPSII0UEHBI ISl CO3aHus 3alIn(pPOBAHHOTO TeKcTa?
a. [lepecranoBka+

b. 3amena

c. lugp Bepnama

d. 3aranka

4)O06dyckarus — 3T10:

a.CoznaHue cooOIIeHNUs, KOTOPOE TOBOPUT OJTHO, HO O3HAYAET YTO-TO JIPYToe IS ONpEAeSICHHON ayTuTOPHU

b.O6HapyxeHue CKprITOi HHGOpMaIHK B rpaduueckom daiiie
c. Cnenatb coOOILIEHHE 3aITyTaHHBIM, TIOATOMY €T0 TPYAHO MOHSTh+

5. Kaxkoii TepMUH HCTIONB3YETCS ISl OMMCAHUS CKPBITHS JAHHBIX B IpyroM Qaiise, TakoM Kak
rpaduuecKuii, 3ByKOBOI MM Jpyroi TEKCTOBBIH (aiin?

a. CKpBITHOCTh

b. Creranorpadus+
c. [lyranuna

d. MackupoBka

6. Kakoif TepMHH UCIIONB3YETCS ISl OMUCAHUS TEXHOJIOTHH, KOTOpas 3aMEHseT KOH(PUIEHIUATbHYIO
MH(OpMAITHIO ¢ TOMOIIbIO HEUYBCTBUTEILHON BEpCUU?

a. I[lonaBnenue
b. Cokparienue
¢. Mnina

d. MackupoBka+
€. CKpBITHOCTD

7. Kaxo#i Tum mmdpa cnocodeH 3amudpoBaTh 670K OOBIYHOTO TEKCTa (PUKCUPOBAHHON JUTHHBI B
128-6utHBIN 00K 3amMPPOBAHHOTO TEKCTA B JTI0O00H MOMEHT BPEMEHH?

a.Cummerpust

b. BiouHbIi THIT

c. TpanchopmupoBanus
d. Xom
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e. [loTox +

8. Kaxoii Tun mmmdpoBanus mudpyeT OTKPHITHIA TEKCT OJMH OalT MM OAKH OUT 3a pa3?
a. 3aragka

b.OmmunTHyeckuii

c. Xom

d. IToTok+

. biounsIii TUI

9. ITapomns — 370:

a. To, uTo BBI 3HaeTE+

b.To, yeM BBI mpHUKacaeTech
c. To, uro BHI omrymaere

10. Kakoif aciMMeTpHYHBIN aJITOPUTM 00ECIICUNBACT AEKTPOHHBIN c110co0 0OMeHa KIIIo4aMu JJ1s OOMeHa
CEKPETHBIM KITI04oM?

a. XaIupoBaHue
b. WEP

c. DES

d.RSA

e. Diffie-Hellman+

11. Kakue Tpu ycTpoiicTBa MpeACTaBIAIOT COO0H MpUMepsl KOHTpoIist pusndeckoro gocrymna? (Beidbepure
TpH.)

a. Mapupyrusaropst

b. Buneokamepsi+

c. Cepsepsl

d. MarauTHas kapra+

e. 3amku+

f. MexceTeBbie IKpaHbI

12. Kakoit anroput™ mudpoBaHUs UCIIONB3YET OUH KIIFOU JJIs MU(DPOBAHUS JAHHBIX U APYTON KITFOY JIJIst
nemudpoBaHus JaHHBIX ?

a. AcummeTpuun+
b. [TepecTranoBku
c. lIudp Bepnama
d. Cummerpun

13. Kakoli TepMUH UCHIONb3YyETCs AJI ONMCAHUS HAyKH CO3AAaHUS U B3JIOMA CEKPETHBIX KO0B?
a.Ilonpaxxanue

b. Cniyunr

c. @akropuzanus

d. l>xaMMuHT

e. Kpunronorus+

14. Kakue aBa TepMHUHA UCTIONB3YIOTCS ISl ONMCaHus Kitouer mudposanusa? (Beidepure nBa.)
a. KimtoueBoe npocTpaHCTBO+

b. JInuna kiroua+

c. Ketinmorrunr
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d. KiroueBas ciyqaiiHOCTb

15. Kaxkoii anroputm mudpoBanus ucnoib3yercst NSA U BKITIOUaeT B ce0sl UCTIOIB30BaHHE AILTUITHICCKUX
KPUBBIX I CO3AaHus U(POBON MOAMKICH U 0OMEHa KITFouaMu?

a. ECC+

b. Dnp-I'amans
c. IDEA

d. AES

e. RSA

16. Kakue Tpu nporiecca sSBISIOTCS IPUMEPaMU JIOTHYECKOro KOHTpouist goctyna?(Breibepure Tpu.)

a. Cucrema o6Hapysxenus Bropskernit (IDS) st HabmroneHust 3a OJ03pUTENHHON CETEBOM aKTUBHOCTBHIO+
b. OrpaxkaeHust [Uis 3alMThl IEpUMETPa 3AaHUS

c. buomerpuueckue naHHbIe U TPOBEPKH (PU3MUECKUX XapaKTEPUCTUKT

d. MarauTHbIe KapThl AJIs TOCTYIA K 3alpeleHHO 30He

e. OXpaHHMKH 11 MOHUTOPHUHIA 9KPAaHOB 0€30IacHOCTH+

f. bpanamayspbl 17151 MOHUTOPUHTA TpaduKa

17. Kakoii anroput™ muppoBaHHst UCHOIB3YET OJUH U TOT XK€ MpeaBapUTEeIbHBINA OOIIUI KIII0Y 1151
mmdpoBanHus 1 AemuppoBaHUS JAHHBIX ?

a. AcummeTpust

b. Xom

c. lugp Bepnama
d.Cummerpusi+

18. Kakue Tpu mpoTOKoJIa NCIIOJIB3YIOT ACHMMETPUYHBIE KITI0OUeBbIe anropuT™Mbl? (Beibepute Tpu.)
a.Pacmmpennsiii crannapt mudposanus (AES)

b. bezomacuslii mporokon nepenaun daitnos (SFTP)

c. bezonacuast o6omouka (SSH)+

d. YpoBens 3amurieHHbIX cokeToB (SSL)+

e. loBonbpHO xopomas koHpuaeHmatpbHocTh (PGP)+

f. Telnet

19. KakoBbI TpH mpuMepa aJMUHUCTPATHBHBIX CPEICTB KOHTPOJIs qocTyna? (Beidepure Tpu.)
a .Cucrema oOHapysxeHus Bropsxkenuii (IDS)

b. ITomuTuka u mpouemypa+

c. [Ipuem Ha pabory+

d. 3ammTHO-KapayibpHas Ciryx0a

e. [IpoBepka naHHBIX

f. lllupposanue

20. Kako#i TepMHH ONMUCHIBAET TEXHOJIOTHIO, KOTOPAs 3allUIIaeT MPOrpaMMHOE 00CCIIEYCHHE OT
HECaHKIIMOHUPOBAHHOTO JOCTYIa WU MOAU(PUKAIIIHN?

a. ToBapHbIil 3HaK

b. Boasubie 3Haku+
c. ABTOpCKHE paBa
d. Kontpons nocryna

Tema 23. O0ecneyeHue LHETOCTHOCTA JAaHHbBIX.



1.ITonp30Barensb co3Aa1 HOBYIO IPOrpaMMy U XOUET paclpoCTpaHsTh €€ BceM B koMmnanuu. [lonb3oBarens
X04eT yOeIuThCsI, UTO MPH 3arpy3Ke MporpaMMbl IporpaMMa He OyZeT U3MEHEeHa BO BpeMs TpaH3uta. Uto
MOJIH30BATENh MOXKET CNIaTh, YTOOBI IPOTpaMMa He U3MEHSIIACh MpH 3arpy3ke?

a. OTKJIIOYNTE aHTUBHUPYC HA BCEX KOMITBIOTEPAX.

b. YcranoBuTe nporpaMMy Ha OT/EIbHbIE KOMIIBIOTEPHI.

c. 3ammudpyite mporpaMMmy U TpeOyiTe Maposib Mocie ee 3arpy3KHu.
d. Pactipenenure nporpammy Ha (Id1I-HaKOMUTEE.

e. Cozmaiite xam1 (aitia mporpaMMbl, KOTOPBIA MOKHO HMCTIOJIB30BaTh JUIsl IPOBEPKH IIEIIOCTHOCTH (aiiina
II0CJIE€ €r0 3arpy3Ku.+

2.0npenenuTe TpU CHUTYallH, B KOTOPBIX MOXET ObITh MpHMEHeHa (yHKIus XdmupoBanus.(Beidepure
TpH.)

a. PKI+

b. [Psec+

c. WPA

d. DES

e. PPoE

f. CHAP+

3.Ilonw30BaTenb SIBISIETCS  AAMUHUCTpPATOpOM 0Oasbl AaHHBIX i KommnaHuu. [lomb3oBarenmio ObLIO
MIPEIOKEHO BHEIPUTH MPABHUIIO 1IETIOCTHOCTH, B KOTOPOM TOBOPHUTCS, YTO KaXaasl TaOIuIla JOKHA UMETh
MEePBUYHBIN KIIOY W YTO CTOJOCI] WM CTOJIOIBI, BHIOpAHHBIE KaK TEPBHYHBINA KIFOUY, JTOJDKHBI OBITH
YHUKAJIbHBIMU, a He HyJleBbIMH. Kakoe TpeboBaHUE IIEIOCTHOCTH peaTu3yeTcs oJib30Baresiem?

a. I{lemocTHOCTH OOBEKTA+
b.IlemocTHOCTL JOMEHA

c. llenocTHOCTH aHOMATIHH
d. CcputouHas 1eJI0CTHOCTh

4. Kakosa nienb CSPRNG?

a. UToObI KOMITBIOTEP HE OBLT 30MOHU
b. lns oOecneueHus BeO-caiita

c. Jliist mosmydyeHus conu+

d. O6pabarbIBaTh XemI-3aPOCHI

5. KakoB cranmapt ans WHQPACTPYKTYpbl OTKPBITOTO KIIIO4a Ui YHPABICHUS LU(PPOBBIMU
cepTuduKaramu?

a. NIST SP800
b. x.503

c. X.509+

d. PKI

6. KakoBa cumna ucronb3oBadus GyHKIIUN XSITHPOBAHUS ?

a. OH umeer BBIXO/ HepeMeHHOﬁ JJINHBI.

b. OH He ucnoap3yeTcs B 0€30MaCHOCTH.

c. DTO OMHOCTOPOHHSS (PYHKIUS U HE oOpaTtumast.+

d. OH MOXXeT MPUHUMATH TOJBKO COOOIIEeHNE ¢ GUKCUPOBAHHOMN JJTMHOM.

7. MoxHO co3maTh JBa pa3HbIX (ailia, WMEIIMX OJWHAKOBBIM BBIBOA. [lomp3oBarens 3arpykaet
OOHOBJICHHBIN JIpaiiBep IJIsl BUACOKAPTHI ¢ BeO-caiTa. [losiBisieTcst mpeaynpekaatonee COOOeHHE O TOM,
YTO JpaiiBep He 0100peH. Uero He XBaTaeT B 3TOM YaCTH IMTPOTrPAMMHOTO OOecTiedeHus?
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a. JleiicTBUTENbHBIN HIEHTH()UKATOD
b. YcxomHbIi KOx
c. Hudposas nonnuco+
d. Pacrio3naBanue xoma

8.Ilonp3oBaTens oOlEeHUBACT HMHMPACTPYKTYPY OE30MACHOCTH KOMIIAHWM W 3aMEYaeT, 4TO HEKOTOpBIC
CHCTEMBI AyTCHTU(HUKAIIMA HE HCIOJIB3YIOT TEPEIOBBIE METOIbI, KOTZIA JEJ0 JOXOAUT N0 XpaHCHHS
naponeii. [lonp3oBarenh MOXET OBICTPO B3JIOMaTh MApOIH W IMOJYYHTH JOCTYH K KOH(HUICHIHAIHLHBIM
naHHbIM. [loip30BaTeNs XOYET NPEACTaBUTh PEKOMEHIAIMH KOMIIAHHH O TPAaBWILHOW peaTu3aliu
COJICHUS, 4TOOBI M30€XaTh METONOB B3JIoMa Mapoieil. KakoBbI TpW HawiIydline MPAaKTUKA BHEIPCHHUS
conenus? (Beibepure Tpu.)

a. Jlyist Kask0ro mapostst TOJHKHA UCTIONB30BaThCsI O/THA U Ta JKE COJb.
b. Coub HoMmKHA OBITH YHUKAIEHOW IS KXKJIOTO TTapoIist.+

c. Conb HENb3sI UCIIOJIB30BaTh MOBTOPHO.+

d. Conu He sBistoTcs 3PPEKTUBHON MTepeaOBON MTPAKTUKOM.

e. Conu 10KHBI OBITh KOPOTKUMH.

f. Conb nomxHa OBITH YHUKATBLHOM. +

9. Tlomp3oBarento OBUIO MPEUIOKEHO BHEAPUTH I[Psec s BXOASIIMX BHENTHUX ITOAKITIOYCHHM.
[Tonp3oBarens maaHupyeT ucnoib3oBath SHA-1 kak yacte peanusanuu. [Tonb3oBarens xoueT o0eceunTh
IIEJIOCTHOCTh U TOIMHHOCTh coearHeHus. Kakol HHCTpyMEHT O€30MacHOCTH MOXKET HCIONbh30BaTh
I10JIH30BaTEIh?

a. MD5

b. SHA256
c. HMAC+
d. ISAKMP

10. CnenoBarenps Haxonut USB-HakonuTellb Ha MECTE NPECTYIUIEHUS U XOYET MPEACTABUTH €T0 B KAUECTBE
nokazatenscTBa B cyae. CnenoBarens 6eper USB-HakonuTenb M CO31aeT €ro KPUMHHAINCTUYECKH 00pa3
1 OepeT X311 Kak opuruHanbHoro USB-ycTpoiicTBa, Tak U cO3MaHHOTO o0Opa3a. UTo cliemoBaTelb MbITaeTCs
nokaszarb 0 USB-HakonuTesne, Koraa 10Ka3aTesibCTBa IPEICTaBIEHbI B cye?

a. CnenoBarens Harren USB-HakomuTeIb ¥ CMOT CIEIATH €TI0 KOIIHIO.

b. Tounyro KOMHIO YCTPOKCTBA CAENATh HEIb3s.

c. Bce maHHBIE €CTb.

d. lanubie Ha W300paXECHUU SBJISIOTCS TOYHON KOMHEH, U HUYTO HE ObIIIO N3MEHEHO ITPOIIECCOM.+

11. KakoBsI TpH THTIA aTaK, KOTOPHIE MOXKHO TIPEIOTBPATUTH ¢ MOMOIIbI0 coiieHus1? (Beibepure Tpu.)
a. PamyxHbie TaOmuIe+

b. Ilneuesoit ceppuur

c. TaGnuipl 06paTHOTO MoMcKa+

d. CoumanbHast HHXEHEpUS

e. Tabnuip! moncka+

f. ®ummHr

g. YrajpiBaHue

12. Kakue Tpu anropurma nudposoii noanucu, onodpennsie NIST? (Bribepure Tpu.)
a. SHA256

b. RSA+

c. ECDSA+

d. DSA+



e. MD5
f. SHA1

13. KakoB momraroBsliii mporecc coznanus nudpoBoit moanucu?

a. Coszpaiite maiipkecT cOOOLICHMS; 3aIUpyHTe AAWPKECT C 3aKPHITHIM KJIIOYOM OTIPABUTENS; U
0o0beIUHUTE COOOIIEeHNE, 3amu(POBAHHBIN JaNHKECT W OTKPBITHIM KIIOY BMECTE ISl TMOAMUCAHUS
JIOKyM€EHTa.+

b. Co3maiite naimpkect cooOmieHus; 3amudpyiTe TalHKECT OTKPBITHIM KIIOYOM OTIPABUTENS; U
o0BbeIMHUTE COoOoOIIeHne, 3amnu(pPOBAHHBIN MalHKECT M OTKPBITBIA KIIOY BMECTE, YTOOBI MOJIHUCATH
JTIOKYMEHT.

c. Coznaiite coobmienue, 3amudpyite ero xamemM MDS5 u oTpaBbTe MaKeT ¢ OTKPHITHIM KITFOUOM.

d. Co3maiitre xamr SHA-1; 3ammdpyiiTe X311 ¢ 3aKpBITHIM KIIOYOM OTIIPABUTENS; U 00BEIMHUTE COOOIICHHE,
3amu(pPOBAHHBINA XOII U OTKPBITHIH KITFOY BMECTE C TIOAMMCAHHBIM JOKYMEHTOM.

14. Anuca u Bob6 MCTIONB3yIOT OMH U TOT e Mapojb JAJIS BXOJA B CETh KOMIIAHUH. DTO O3HAYaEeT, YTO 00a
OylyT UMETh OAMHAKOBBIM X3II JJIsi CBOMX Maposieid. UTo MoxeT ObITh peaian30BaHO JJIs MPEJOTBPALICHHUS
TOTO, YTOOBI 00a X3111a naposieil ObUTH OIMHAKOBBIMU ?

a. Conenne+

b. RSA

c. [lceBnociyuaiiHblii reHepaTop
d. ITepuenue

15. Kakoit MeToj mbITaeTCs MCIONIB30BaTh BCE BO3MOXKHBIC MAPOIU O TEX IOp, MOKa He OymeT HaieHo
coBrnazieHue?

a. bpyTt dopc.+

b. Pagyxubie TaOIUIIBI

c. Kpunrorpadus

d. CnoBapsp

e. O6nako

f. Jlenb poxxaeHus

16. KakoBbI Tpu KpUTEpHUS MPOBEPKHU MPABUILHOCTH JJIs NpaBuiia Baauaanuu? (Beibepute Tpu.)
a. Kimtou

b. Jlnanazon+

c. Tun

d. Pazmep+

e. lugpposanue

f. ®opmar+

17. Tlonws3oBaTenb MPOUHCTPYKTUPOBAH OOCCOM, YTOOBI HAWTH Jy4YIIUWA METOMA MJIs 3allUThl MapoJied B
nytu. [lonb3oBaTeny McciaenoBan HECKOIBKO CHOCOOOB Cienarh 3TO M OCTAHOBWJICS HAa HUCMOJIb30BAaHUU
HMAC. Kakue Ki1r04eBbI€ 271€MEHTBI HeOOX0AMMBI 1715 peamm3aiiun HMAC?

a. IPsec u KOHTpOJIbHAsE CyMMa

b. JlaiforkecT cOOOIIEHUST 1 aCHMMETPUYIHBIA KITFOY
c. CUMMETpHUYHBIN KIII04 U aCUMMETPUYHBIN KITIOY
d. CekpeTHBIH K09 U Al HKECT COOOIICHUI+
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18. Ilonp30BaTenp MOAKIIOYAETCS K CEPBEPY MIEKTPOHHON KOMMEPLIMH Ul OKYIIKH HEKOTOPBIX BUAKETOB
st koMmraHud. [lonb3oBarenb MOAKITIOUAeTCs K CAlTy M 3aMEYaeT, YTO B CTPOKE COCTOSIHUSA O€30MacHOCTH
Opay3epa HeT OnokupoBKU. CalT 3ampamBaeT UM MOJIb30BATENsl U MApOJib, U IOJIb30BaTEIb MOKET BOHTH
B cuctemy. KakoBa onmacHOCTb IpH MIPOAOJKEHUH 3TOM TpaH3aKLUU?

a. IIporpamMmmHoe obecrieueHue OJOKHUPOBLIMKA OOBSBICHUN MPEMATCTBYET MPaBWIBHOW paboTe MaHenu
0€30IacHOCTH U, CJIeIOBATENIbHO, HET HUKAKO OMAaCHOCTH ISl TPAaH3aKLIUH.

b. Ceprudukar ¢ caiita uctek, HO Mo-MpexHeMy 0e30maceH.
c. JI7st BBITOSTHEHUS! TPAH3aKIMK MOJIb30BATEh HCIONB3yeT HENPAaBIIBHBIN Opaysep.

d. Caiit He ucnonezyer nUppoBol cepTuUKAT JUIsi 0OECIIEUEHUsI TPAH3AKIMU, B PE3YNIbTaTe 4ero BCe
CTAHOBUTCS SICHBIM. +

19. HemaBHee nmuChbMO, OTHpPABICHHOE IO BCEH KOMMIAHWUM, 3afBUJIO, YTO MPOU30HIYT U3MEHEHUS B
noyTuke Oe3omacHoCTH. COTPYIHHMK CITyKObl 0€30MacHOCTH, KOTOPBIM, KaK MPEIoJarajoch, OTIPaBUI
COOOIIIeHHUE, 3asBUJI, YTO COOOIIEHUE HE OBLIO OTHPABIICHO M3 CIIY>KObI 0€30MMaCHOCTH, M KOMIIAHUS MOXKET
OBITH >KEPTBOHM MMOMJIETAHHOTO MUCHhMa. UTO MOIIO OBITH J100ABICHO B COOOIICHHE, YTOOBI COOOIICHUE
JNEWCTBUTEIBHO MPHUILIO OT YeJIOBeKa?

a. ACHMMETPUYHBIN KITIOY
b. XsmupoBanue

c. Pacropxxenue

d. Ludposas noanuce+

20. HemaBHee HapylieHHE B KOMIIAHUU OBUIO CBS3aHO C BO3MOXKHOCTBIO Xakepa MOIMY4YUTh JOCTYIN K
KOpIOpaTHUBHOW 0a3e JaHHBIX 4Yepe3 BeO-CallT KOMIMaHWH, UCTIONB3Yysl HEBEPHBIE JaHHbIE B (JOpME BXOAA B
cuctemy. B uem nmpobGnema ¢ Be6-caiiTom KoMmaHuu?

a. [1noxas npoBepka BBOAa+

b. [Imoxoe ums moab30BaTENS

¢. OTcyTcTBUE UCTIPABICHUN ONIEPALIMOHHONW CUCTEMBI
d. Cnaboe mmppoBanue

Tema 24. KoH1enius «IsTa AEBITOKY.
1. Hapymienne 6e301acHOCTH MPOU3OIILIO B KPYITHON KOPIIOpaIyy. [ pynmna HHIIMIEHTOB OTBETHIIA U
BBITIOJTHIJIA CBOM IJIaH pearupoBaHMs Ha MHIMACHTHI. Ha kakoM sTare Ucrob3yloTcsl U3BJIeUeHHbIE
ypOKH?
a.O0HapyxeHue
b. [TonuTuka caep>xuBaHuUs
c. Boccranosnenue
d. [Togroroska
e. [locne nHunaenTa+
f. AHaM3UpOBaHKe

2. Ilonw3oBaTento mpejraraeTcs OIEHUTH IIEHTP OOpaOOTKH JAHHBIX JJIsi TOBBIMICHUS JOCTYITHOCTH ISt
kiueHToB. [lonbp3oBaTenh 3amedaeT, YTO €CTh TOJBKO OJHO IOIKIIOUEHHWE K HHTEPHET-IIpOoBaiaepy,
HEKOTOpBIE W3 00OPYIOBaHMUS HE UMEIOT TrapaHTHH, HET 3alacHBIX YacTe, W HUKTO HE KOHTPOJIHPOBAI
UBII, xotopslii cpabaThiBayl JBaXIbl B TEUCHHE OJHOTO Mecsia. Kakue Tpu HemocTaTka B BBICOKOM
JOCTYITHOCTH UIeHTU(DHUIIMPOBAHKI MoIb30BatenemM? (Beibepute Tpu.)

a. OnMHOYHBIE TOYKU OTKa3a+

b. OTKa3 OT MPOEKTUPOBAHUS /ISl HAICKHOCTH+

c. HecrmocoOHOCTH MpeoTBpaTUTh MHIUIEHTHI 0€30MMaCHOCTH

d. OTka3 3amuThsl OT MJI0XOTO 00CITYKUBAHHS

e. HecrmocobHOCTh OOHAPYXKUBATh OIMIMOKH 110 MEPE MX BOSHUKHOBEHUS+
f. HecnocoOHOCTB onpenenuTs mpoOsieMbl yIIpaBIeHHs
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3. T'pynme ObUTO TPEIIOKEHO CO3/1aTh IJIaH pearupoBaHWs HAa HMHIMIEHTHl B CIy4yae WHIUACHTOB C
6e3omacHocThlio. Ha kakoM 3Tame IuiaHa pearupoBaHUS Ha WHIIMACHTHI KOMaHJa IMOJydaeT opoOpeHue
PYKOBOJICTBa T1aHa?

a. Boccranosienune

b. O6nHapyxeHue

c. Ilocne nanmaenTa

d. [TonutHka caep>KuBaHMs
e. IlogroroBka+

f. Ananus

4. Tlomb3oBarento mpearaeTcss OICHUTh IOJIOKeHHE Oe30macHOCTH KoMmanud. llomb3oBarerns
MIPOCMATPUBACT MPOILIBIE IMOMBITKA MPOHUKHYTh B KOMITAHUIO U OIIEHUBAET YTPO3BI M PUCKHU VIS CO3TaHUS
otruera. Kakol THI aHaIM3a pUcKa MOXKET BBITIOJIHUTH MOJIb30BaTENh?

a. Muenue

b. 3amaua

c. KauecTBeHHbBII+
d. CyObeKTHBHBIHI

5. [onp30BaTeNb AOKEH JOOABUTH N30BITOYHOCTH K MapIIpyTH3aTOpaM B KoMrnanuu. Kakue Tpu Bapuanrta
MOJIB30BATEIb MOXKET HCIIONIb30BaTh? (BriOepute Tpu.)

a. GLBP+
b. PTS

c. IPFIX
d. RAID
e. VRRP+
f. HSRP+

6. [Tonp30BaTens MOKyNaeT HOBBIN cepBep Il AaTa-lieHTpa Komnanuu. [lonb30Barens XoueT pa3ouTh AUCK
C UETHOCTHIO Ha Tpex Auckax. Kakoil ypoBeHb RAID noskeH BBIOIHUTD MOIb30BATENb?

a. 1+0
b. 1
c.0
d. 5+

7. Tlonmp3oBaTento TMpeyiaraeTcs Cco3[1aTh IUJIaH aBapUHOTO BOCCTAHOBJIEHUS [IJII KOMIIAHMH. Y
MOJIB30BATENIS JOJKHO OBITh HECKOJIBKO BOIPOCOB, HA KOTOPBIC OTBEYACT PYKOBOACTBO ISl MPOIOJDKEHUS.
Kakue Tpu Bompoca JOMKHBI 3a7aTh TOJB30BATEII0 YIIPABICHHE B paMKax IMpoIlecca CO3MaHus IuiaHa?
(Bei6epure Tpu.)

a. Tpebyet nu poriecc yTBepKACHUS?

b. Kak monro mpoxoaut npouecc?

c. MoxXeT 11 4esoBeK BBIOJIHUTB 3TOT npouecc?
d. KTo HEeceT 0TBETCTBEHHOCTH 32 MPOIIecC+

e. KakoB npouecc?+

f. I'ne yenoBek BHIMOIHSET ATOT Iporecc?+

8. Kommanust oOecriokoeHa Tpa(HKOM, KOTOpBIM MpoTekaeT depe3 ceTh. CyIlecTBYeT oONaceHHe, uTo
CYIIECTBYET BPEJOHOCHAS MPOrpaMMa, KOTopasi CyLIeCTBYET, KOTopasi He OJIOKUPYETCsl UM HE YCTpaHsIeTCs
aHTUBHpycoM. Kakyro TEeXHOJOTHIO MOKHO BHEIPUTH Ul OOHApYKEHHUS! MOTEHIIMAJIHLHOTO BPEJOHOCHOTO
Tpaduka B ceTu?
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a. IDS+

b. NAC

c. IPS

d. Bpannmaysp

9. [Monp30BaTeIb BHIOIHUI IECTUMECSYHBINA MPOCKT IS OMPECIICHHSI BCEX MECTOIOJIOKEHUI JaHHBIX U
KaTaJIOTU3ali MecTonojokeHus. CleayromuM maroM Oyaer KiaccuuKalus TaHHBIX W TOJTy4YeHHUE
HEKOTOPBIX KPUTEPUEB UYBCTBUTEIHHOCTH JAaHHBIX. Kakue [Ba mara MOryT MpPEANPHHATH MOJIb30BATEb,
yTOOBI K1accudupoBarh nanueie? (Beibepute aBa.)

a. OnpeneneHue pa3pemieHus A1 JaHHbIX.

b. OnpeneneHue mMob30BaATENS JTAHHBIX.

c. OnpenenuTh, Kak 4aCcTO KOMUPYIOTCS JaHHbBIE.
d. PaccmoTpeTh Bce TaHHBIE OTMHAKOBO.

e. OnpenenuTb 4yBCTBUTENbHOCTD TaHHBIX.

f. YcranoBuTh Biamebla JaHHBIX. +

10. Tlomp3oBarens OBUT HAHAT KOMIIAHMEW JJIi TIPEAOCTABICHHUS  BBICOKOJOCTYITHOW  CETEBOM
uHOpacTpykTyphl. [lonp30Barenb XoueT MOCTPOUTHh M30BITOYHOCTh B CETH B Cllyyae OTKa3za KOMMYTaTopa,
HO XOYeT MPEJOTBPATHTD LUK 2-Tr0 YpOBHs. UTO OBl MOJIH30BATENh pEaTU30Bal B CETH?

a. [IpoTokoi cBs3yromero nepeBa+
b. VRRP
c. HSRP
d. GLBP

11. TTonb30BaTeNnb OICHUBAET CETEBYIO MH(PACTPYKTypy KommaHuu. [lonp3oBarenh OTMETHI MHOXECTBO
PE3EpPBHBIX CHUCTEM M YCTPOHCTB Ha MeECTE, HO HeT OoOIell oleHKkH ceTh. B oTueTe monp30BaTeNb
MOTYEPKHYI METObI ¥ KOH(pUTYpaIuu, HEOOXOANUMBIE B I[EJIOM, YTOOBI CJeNIaTh OTKa30yCTONYUBOCTh CETH.
Kaxoit Tun au3zaiina mnoyib3oBareib MOIYEPKUBACT?

a. KomriexcHbli

b. OcHoBHOE nEpeBO
c. YCTonMunBOCTL+
d. JocTymHOCTh

12. Tonp30BaTeNnb epecMaTpUBaeT CETh JJIs1 HEOOIbITON KOMITAHUH M X04eT 00ECIeYUTh OE30IacHOCTH 10
pasymHoii 1ene. Ilomp3oBarens pa3BepTHIBACT HOBBIM OpaHIMaydp € TOAACPKKON MPUIOKEHUN C
BO3MOKHOCTSIMU OOHapyeHusi BTopkeHuM B ISP-coenmuunenum. Ilonmb3oBarens ycTaHaBIMBAET BTOPOM
Opanamays3p, 4TOOBI OTIENIUTh CETh KOMIAHHM OT 00menocTynHoi cetu. Kpome Toro, monb3oBarenb
ycranaBnuBaeT [PS Bo BHyTpeHHel cetn komnaHuu. Kakoil moaxos BBIMOJIHSIET MOJIb30BaTENb?

a. CironcTheIi+

b. Puck Ha ocHOBE

c. Araka

d. CTpykTypupOBaHHBIH

13. Ilonp30Barenio mpeasaraeTcsl NpPOBECTH aHAIM3 PUCKOB KoMmaHuu. [lonb3oBarens 3ampammBaer 0azy
JTAHHBIX aKTHBOB KOMIIAaHHH, KOTOpAasi CONEPXKUT CIUCOK Bcero obopynoBaHus. [lomp30Baresb MCHONb3YeT
3Ty MH(OpMAIIMIO KaK YacTh aHalu3a pucka. Kakoii THI aHaM3a pucka MOXKET OBITh BBIITOJHEH?

a. KauectBeHHbIH

b. AnimapaTHble cpeacTBa

c. KonnuecTBeHHbII+

d. Koapdunment Bo3aeiicTBust
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14. ITonp3oBarenb ObUT HAHAT B Ka4€CTBE HOBOTO COTPYAHHMKA CIIYX)ObI Oe3omacHOCTH. OTHUM U3 MEPBBIX
MIPOEKTOB CTAJIO MPOBEICHNE MHBEHTApU3AllMU AKTUBOB KOMIIAHUU U CO37JaHHE KOMILJIEKCHOU 0a3bl TaHHBIX.
Kakue Tpu wactu nH(pOpMaIMU MONTH30BATENIb XOTEN Obl 3aXBaTUTh B 0a3e MaHHBIX akTUBOB? (BwiOepute

TpH.)

a. ATnimaparHble CETeBbIE yCTPOMCTBa+
b. [Taponu

c. ['pynmbl

d. OnepanroHHbIE CUCTEMBI+

e. [lonp3oBarenun

f. Paboune cranmu+

15. Tlonb3oBaTenb BBIMOMHSAET OOBIYHYIO MPOBEPKY CEPBEPHOTO OOOPYIOBaHUS B LEHTPE JaHHBIX
KoMnaHuu. HeckoJbKo cepBepOB MCHONB3YIOT OTAENIbHBIC TUCKU IS Pa3MEIICHUSI ONEPAllMOHHBIX CUCTEM
Y HECKOJIbKUX THUIOB MOAKIIIOYEHHBIX PEIIEHUN XpaHeHHs JaHHBIX ISl XpaHeHHs NaHHbIX. [lonb3oBarensb
XOYeT MPEIJIOKHTD JIydlllee perieHrne sl 00ecneueHusi 0TKa30yCTOHUYMBOCTH BO BpeMs COOSl HAKOMUTEIIs.
Kakoe pemenue ayunie?

a. UPS

b. PezepBHOE KOTUpOBaHME

c. RAID+

d.ABTOHOMHas pe3epBHas KOMUS

16. TenepanbHBI AMPEKTOP KOMITAHMM OOECTIOKOEH TEM, YTO €CIM HapyIICHWE JaHHBIX JOJIKHO
MIPOM30NTH, U JaHHbIE KIMEHTa MOJABEPraloTcs, KOMIAHUS MOXKET OBbITh NMPEIbsBICH UCK. | eHepasbHbII
TUPEKTOp MPUHMMAET DPEIIEHUE O IMOKYNKE CTPaXOBKU A KoMraHuu. KakoW THUI CHMKEHUS DPHUCKOB
BHEJPSIET TEHEPAIbHBIN AUPEKTOP?

a. CmsiryeHue

b. [Tepenecenue+
c. Cokparienue
d.Yknonenue

17. Ilonb3oBarenpb ABIAETCS KOHCYJAbTAaHTOM, KOTOPBIA HAHAT JUIsl MOATOTOBKHU Aokiana Konrpeccy o tom,
KaKhe OTpaciid JOJKHBI OBITh OOsI3aHBI MOAEPKUBATh JOCTYMHOCTh. Kakue Tpu oTpaciu JOMKHBI OBITh
BKutoYeHbl [lonp3oBarenem B otuer? (Beibepure Tpu.)

a. Po3HnuHas TOpro.iist

b. ®unHaHCHI+

c. O0mecTBeHHas 6€301aCHOCTH+
d. [Turanue

€. 31paBooXpaHeHue+

f. O6pa3zoBanue

Tema 25. 3amura toMeHa KuOEepOE30NacHOCTH.
1. B uem pasuauna mexny HIDS u 6pannmayspom(firewall)?

a. bpanamaysp (firewall) paspemaer u 3anpemaer Tpaduk Ha ocHoBe mpaBwi, a HIDS konTponmpyer
ceTeBOil Tpaduk.

b. HIDS Gnoxupyer BropxeHus, Torna kak Opanamaysp ux GpuisTpyer.

c. HIDS orcnexxuBaeT ornepanuoHHBIE CHCTEMBl Ha XOCT-KOMIIBIOTEpax M 00padaThiBacT aKTHBHOCTH

(aiinoBoii cucteMbl. bpaHaMayspsl pa3pemarT Wik 3anpeniaoT TpaQuK MEKITy KOMIBIOTEPOM U IPYTUMH
CHUCTEMaMH.+

d. HIDS pa6oraet kak IPS, Torna xak Opanamaysp MpocTo OTCIEKHUBAET TPaUK.
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e. bpanamaysp BbIMONHSAET (QUIBTPAIMIO MAKETOB M MO3TOMY OrpaHHuYeH B 3(PQPEKTUBHOCTH, TOTJa Kak
HIDS 6nokupyeT BTop>KeHusl.

2. Tlomb3oBarens oOpamaercs B CIOyKOy MOMIEPKKHA C KI000M Ha TO, YTO MApoib JUIS JOCTyINa K
OecrpoBOAHON ceTH M3MEHUJICS 0e3 mpenynpexaeHus. [loap3oBarens MOXKET U3MEHUTH Mapojib, HO Yepe3
4ac MPOUCXOAUT TO ke camoe. YTO MOKET MPOU30UTH B ATOM CUTyarun?

a. [TonuTuka naposnen

b. ITocToponHss TOUKa AOCTYyIa+
c. HoytOyk monb3oBarenst

d. CraGwrit maposb

e. OmubKa 1monp30BaTeNs

3. Kakas cnyx06a mpeoOpasyet onpeseneHHbIi Be0-aapec B [P-anpec neneBoro Be6-cepBepa?
a. DNS+

b. NTP

c. DHCP

d. ICMP

4. Menempxep oTnena MOJO3PEBAET, UTO KTO-TO MBITAETCS B3J0MaTbh KOMIIBIOTEpBI HOYbIO. Bac mpocsar
BBISICHUTB, TaK JI1 3T0. Kakoe BezieHne XypHaia Bbl Obl BKIIOYHIN?

a. Aynut+

b. Windows

c. OnepainronHas cucrema
d. CucTemHBI# )XypHaT

5. Mocne aymura 06€30MacHOCTH ISl OPTaHU3AIMH OBLTO YCTAaHOBJICHO, YTO HECKOJBKO YUETHBIX 3alucei
UMEIOT NMPUBWICTHPOBAHHBIN JOCTYIl K CHCTEMaM M ycTpoicTBaM. Kakue Tpu peKOMEHAAluu Mo 3alluTe
MIPUBUJICTUPOBAHHBIX YYETHBIX 3allMCeil JOJDKHBI OBITh BKIIOUEHBI B oTueT ayauta? (Beibepure Tpm
BapuaHTa OTBETA.)

a. Tonbko UT-nupexTop M0KEH UMETh MPUBUIIETUPOBAHHBIN JOCTYTI.
b. HukTto He nomkeH UMeTh PUBUIICTUPOBAHHBIN TOCTYTI.

c. [IpumMeHsATh NPUHIUT HAMMEHBIIUX IPUBUIIETHI.

d. YMeHbIIHMTE KOJIMYECTBO MPUBUIICTUPOBAHHBIX YUETHBIX 3aMUCEH.+
e. bezonacHoe xpaHeHue naposieu.+

f. TonbKkO MeHeIKephl JOIKHBI UMETh PUBUIICTHPOBAHHBINA JOCTYII.

6. llonmp3oBarento mpejiaraeTcss NPOAHAIU3UPOBATH TEKYILEE COCTOSHUE OMNEPAlMOHHOW CHUCTEMBI
komnbioTepa. C dYem cleAyeT CpaBHMBaThb TEKYUIYI0 OINEPAlMOHHYIO CHUCTEMY [JIsl BBISIBICHHS
MOTEHI[UATBHBIX YSI3BUMOCTEH?

a. UepHbI CIIHCOK

b. ba3oBelii ypoBeHb+

c. CkaHupoBaHHE YA3BUMOCTEN
d. [TenTect

e. benslii crincok

7. Kakue Tpu 351eMeHTa SBISIOTCS BpeAOHOCHBIMU Tiporpammamu? (Beibepure Tpu.)
a. APT

b. Bupyc+

c. TpositHCKUIA KOHb+

d. Keiimorrep+
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€. DJNeKTpOHHAs 1mo4Ta
f. Bnoxxenus

8. AamuHuCTpaTop HEOOJBIIOTO IEHTpa 0OpaOOTKU JTaHHBIX XOYET UMETh T'MOKWMA, 0€30MacHBIM CIOco0
YIIAJICHHOTO MOJKJIFOYEHUS K cepBepaM. Kakoil mpoToKoJI Tydilie BCEro UCOIb30BaTh?

a. Secure Shell+

b. Remote Desktop
c. Secure Copy

d. Telnet

9. [Nonp3oBarenp obpamaeTcst B CaykO0y MOJAEPKKU € jKalo0aMu Ha TO, YTO MPHUIIOKEHUE YCTAaHOBICHO HA
KOMIBIOTEp W MPHIOKEHUE HE MOXET IOIKIIOUNThcs K MHTepHeTy. Her HHMKAakuX aHTHBHPYCHBIX
NpeaynpexaeHuil, U TOoJb30BaTeNlb MOXET npocMmarpuBaTh HHTepHeT. KakoBa Hambonee BeposiTHas
pUYMHA TPOOIeMbI?

a. Kommnbrorepusiii aiiepBoit

b. HeoOxomumMo niepe3arpy3uTh CUCTEMY
c. OTCYTCTBYIOT pa3pelieHus

d. [TpunoxeHne NOBpEXIEHO

10. Komnanuu MOTyT MMETh pPa3jIMYHbIE OINEPAIMOHHBIE LEHTPbI, KOTOpble 00pabaThIBAIOT pazIUYHbIE
npobonemsr ¢ UT-omepamusamu. Ecnm  mpobnema cBsizaHa ¢ ceTeBoM  MHGPACTPYKTYpOH, Kakoi
OTIePAIIMOHHBIN IIEHTP Oy/IeT OTBETCTBEHHBIM?

a. HVAC
b. NOC+
c. HR
d. SOC

11. ITonp3oBaTeny AenaeT 3alpoc Ha BHEAPEHHE CIYXKOBI YNpaBICHUs HCIPABICHHS Uil KOMIaHuu. B
pamKax 3asBKH MOJb30BaTeNb JOJDKEH MPEAOCTaBUTh 0OOCHOBaHUWE i 3ampoca. Kakue Tpu NpU4HMHBI
MOTYT MCITOJI30BaTh IMOJIB30BaTENb /11 000cHOBaHUs 3anpoca? (Beibepute Tpu.)

a. HeoOXonnMoCTh MOAKIIIOYEHUSI CHCTEM HETOCpeACTBEHHO K MHTepHeTy
b.Bo3MOXHOCTE BEIOOpa OOHOBJICHH TOJIB30BATEIAMU

c. OnoBeniare, KOrna NpoOUCXoaIT OOHOBIECHU+

d.Bo3MOXHOCTB MOTy4eHHsI OTYETOB 110 CHCTEMaM+

e. Het Bo3aMoxHOCTH JJISL MOJIB30BaTeJIEd OTKIIIOYATh OGHOBHCHI/ISH‘

f. BeposITHOCTh SKOHOMUHU Ha XpaHCHHUU

12. B xoMmaHu® MHOTO TIOJIb30BaTelel, KOTOPhIE TUCTAHIIMOHHO padoTaroT. Heobxonumo HailTH perieHue,
9TOOBI MOXXHO OBIJIO YCTAHOBUTH O€30TMACHBIM KaHAJI CBS3M MEXKIY YIAJE€HHBIM MECTOIOIOKCHUEM
nosb30Baresie u komnanuen. Kakoe xopoiiiee pemeHue ajis 3Toi CUTyaluu?

a. Monem

b. OnToBOIOKHO
c. VPN+

d. T1

e. PPP

13. KakoBbl Tpu THIIA TPOOJIEM C TUTAHUEM, KOTOPBIE JOJDKEH OeCrIOKOUTh TexHuKa? (Beibepure Tpu.)
a. Uckpa

b. Cka4ok HanpsHKeHus+

c. OtxiroueHune+
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d. O6ecrounBanue+
€. 3aTyMaHMBaHUE
f. Mepuanue

14. HoBblil KOMIBIOTEP BBIHMUMAETCs M3 KOPOOKH, 3amyckaercss W monkirouaercs K Murtepuery. Ilartum
(uctipaBneHus1) ObUIH 3arpy>KeHbl U ycTaHOBJIEHBl. OOHOBJICH aHTUBUPYC. UTO MOXKHO c/iesaTh, 4YTOOBI ere
O0JIbIIIE YITYUIIUTh 3aLIUTY ONEPAIIHOHHON CHCTEMBbI?

a. YCTaHOBHTE alllapaTHbIA OpaHaMayap.

b. Beikirounte 6panamayap.

¢. OTKIIIOYNTE KOMITBIOTEP OT CETH.

d. Ynanute HeHyXHbIE IPOrPaMMBI U CITY>KOBL.+

€. YranuTe y4eTHYIO 3alluch aIMMHUACTPATOPA.

f. IlpucBoiiTe KOMIBIOTEPY HEPA3PEIIUMBIH aapec.

15. ITouemy WPA2 myume WPA?

a. [lonnepxxusaet TKIP

b. CHMXEHHE CKOPOCTH

c. Obs3aTenbHOE UCTIONIB30BaHUE anropuTMoB AES+
d. Cokparienue BpeMeHH 00paboTKH

16. ITouemy WEP ceromnst He ucnionb3yercsi B 0€CIIPOBOAHBIX CETAX?
a. OTcytcTBue mmdppoBaHUs

b. [ToroMy 4TO 3TOT METO[ CTApbIit

c. OTcyTcTBUE MOAECPKKU

d. Mcnionp3oBaHMe MOHATHBIX TEKCTOBBIX MapoJieit

e. Jlerxo B3nomarp+

17. UT-gupeKkTop XO4yeT 3allMTUTh JaHHbIE Ha HOYTOyKaxX KOMIIAHWHW, BHEApssA ImdpoBaHHE (aitioB.
TexHuk ompenenseT Aydmuid cnoco0 Mmu(poBaHUS KaXIOTO KECTKOTOo Aucka ¢ momombio Windows
BitLocker. Kakue aBe Bemnu HeoOX0IUMBI T peau3anun 3Toro pemenus? (Beioepure nsa.)

a. TPM+

b. Ynpasnenue maponsimu
c. PezepBHOE KOnIUpOBaHue
d. Co3marps aBa Toma+

e. EFS

f. USB- nakonurenb

18. MeHemkep MOANEPKKA HACTONBHBIX CHCTEM XO4YeT MHUHUMH3UPOBATH BPEMs MPOCTOS LIS paboumx
CTaHIIMH, KOTOpBIC BBHI3BIBAIOT COOM WM HMEIOT Jpyrue NpoOJIeMBI, CBSI3aHHBIE C MPOrPAMMHBIM
obecrnieuenrneM. KakoBbI Tpu MpenMyIIiecTBa NCITOJIB30BaHUS KJIIOHUpOBaHusl nucka? (Beibepute Tpu.)

a. CokpalieHre YuCICHHOCTH IepcoHana

b. OGecnednTs COBMECTUMOCTb CUCTEMBI

c. MoxeT 00ecreunTh MOIHOE Pe3epBHOE KOMTUPOBAHUE CHCTEMBI+
d. IIpocTora pa3BepThIBaHMS HOBBIX KOMITBIOTEPOB B OpraHU3aluU+
e. ObecreunTh YUCTOTY MALTHHbI+

f. Co3narp Gomnbiiee paznooOpasue



19. Kommanust XoueT peann3oBaTh OMOMETPHUYECKUN IOCTYH K CBOEMY LEHTPY OOpaOOTKH JaHHBIX.

Komnanus obecriokoeHa TeM, 4TO JIIOAW MOTYT OOXOJUTH CHUCTEMY, Oylydd JIOKHO MPUHATON B KauecTBE
3aKOHHBIX MoJIb30Bareneld. Kakas ommoka - 1oxHOe npuHsITHE?

a. CER

b. JIoxxHOE OTKIIOHEHHE
c. Type 11+

d. Type |

20. Ilomp3oBarenb mpeularaeT MNpPUOOPECTH pEeLIeHWEe JJs YNpaBiICHUs NardyaMy JJisi  KOMIIaHUH.
Ilonp30BaTenp Xo4eT yKa3aThb INPUUYMHBL, 110 KOTOPHIM KOMIIAHMs JOJKHA TPAaTUTh JEHBIUM Ha pEIICHUE.
Kakue npeumyiectsa gaet ynpasienue naraamu?(Beibepure Tpu.)

a. AZIIMUHHCTPATOPBI MOTYT YTBEPKIATh MM OTKJIOHSTH UCTIPABICHUS. +

b. [TaTuyu MOTYT OBITH BBIOpAHBI TIOJIH30BATEIIEM.

c. Ilatan MOXXHO mHcaTh OBICTPO.

d. Komnbroreps! TpeOyroT NOAKIIOUeHUS K IHTepHEeTY A1 MoJTyueHus aTyeil.

e. O6HOBIEHUs HEe 000HTH.+

f. O6HOBIIEHUSI MOTYT OBITH IPUHYAUTEIHHO 331€HCTBOBAHBI B CUCTEMaX HEMEUIEHHO.

21. Craxep Hauan pabotare B rpynmne noaaepxku. OmHa u3 00sS3aHHOCTEH - YCTaHOBHTH JIOKAJIHHYIO
MONTUTHUKY TSI Taposieil Ha pabounx craHiusax. Kakoit HHCTpYMEHT JIydilie BCETO HCIIOJIb30BaTh?

a. [TonuTuka naposnen

b. grpol.msc

c. [TonuTuka y4eTHOU 3anucu

d. CucreMHO€ aIMMHUCTPUPOBAHHE
e. secpol.msc+

Tema 26. CrieruanucThl Mo KHOepOEe30MacHOCTH.

1. Ilpodeccronary 6e30MacHOCTH MpeaIaraeTcs MPOBECTH aHAIN3 TEKYIIETO COCTOSIHUSI CETH KOMITAHUH.
Kakoli mHCTpyMEHT Oy/IeT MCIIOIb30BaTh Mpodeccrnonan 0€30MacHOCTH Il CKAHUPOBAHUSI CETH TOJBKO JIJIS
PHUCKOB 0€30TIaCHOCTH?

a. CkaHep ysI3BUMOCTEN+

b. BpenoHocHbIe IpOrpaMMbI
c. PenTest

d. [TakeTHBIN aHATU3aTOP

2. Komnanus mbITaeTCsi CHU3UTH 3aTPAThl HA Pa3BepThIBAHUE KOMMEPUYECKOTO MTPOTPAMMHOTO 00eCTICUeHHS
U paccMmarpuBaeT oOsauHyto ciryk0y. Kakas ciry>x6a Ha ocHOBe 001aKkoB Oy/IeT Jydliie BCEro pa3MenaTh
nporpamMmmHoe obecriedeHue?

a. PACXH
b. SaaS+
c. PaaS

d. IaaS

3. B opranmuszanuu peanu3zoBaHa yacTHas oOnadHas HHOpacTPyKTypa. AIMUHUCTPATOPY 0€30MacHOCTH
MpeUIaraeTcsl 3allUTHTh HHPPACTPYKTYPY OT MOTEHIMATBHBIX yrpo3. Kakue Tpu TakKTUKH MOTYT OBITh
peanu30BaHbl IS 3aIUTH YacTHOTO 0bOaka?(BriGepure Tpu.)

a. OTKIIIOYUTH OpaHIMaydpHhI.

b. OTKIII0OYUTH CKAHUPOBAHKE MTOPTOB.+

c. HanaTe KoHCYy/IBTaHTA.

d. [TpoBeprTe BXOAAIINI M HCXOAATINI TpaduK.+
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75
C. Hpe,[[OCTaBI/ITB AAMUHUCTPATUBHBIC ITpaBa.
f. OOHOBMsHTE YCTPONCTBA C UCTIPABICHUAMHU O€30TTAaCHOCTH M UCTIPABIICHUSIMH. +

4. HapymieHue npoucxoauT B KOMIIaHUH, KoTopasi oOpadaTsiBaeT HHGOPMAIMIO O KPEAUTHBIX KapTax.
Kaxkoi1 oTpaciieBoil 3aKOH peryiaupyer 3ailuTy JaHHBIX KPEAUTHBIX KapT?

a. SOX

. PCI DSS+
. CPA

. GLBA

o o o

. KakoBbI 1Be moTeHIanbHbie yrpo3sl A npuiioxkennii? (Beioepure aBa.)
. ConnanbHasi UH)KEHEPHUSI

. [loreps naHHbIX+

. HecaHKIIMOHMPOBAHHBIN AOCTYN+

. [lepeGon

o0 o & W

6. Y koMIaHuH OBUIO HECKOJIBKO MHIIUJCHTOB, CBA3aHHBIX C TIOJIb30BATEISIMH, 3arPyKAIOIIUMHU
HECAHKIIMOHUPOBAHHOE MTPOrPaMMHOE 00eCIIeUeHre, UCIOIb3YIOIIMMU HECAaHKIIMOHUPOBAHHBIE BEO-CANThI
u nepconanbubie USB-ycrpoiicta. CIO Xouer co3aars cxemy ynpaBieHMs 10JIb30BATEIbCKUMH YIPO3aMHU.
Kakue Tpu Bemu MOryT ObITh BBEIEHBI B ICUCTBHE Ui yripaBieHus yrpozamu? (Beibepure tpu.)

a. [IpuMeHsITh TUCIUTUTHHAPHBIC MEPHI.

b. 3meHenue Ha ciiabble KITUEHTBHI

c. ObecrieunTh MOATOTOBKY IO BOIPOCaM 0e30MacHOCTH. +
d. Ucnonp3oBaTh GUIBTPALIUIO COAEPKUMOTO.+

e. Orximounts goctyn Kk CD n USB.+

f. MOHUTOPHUHT BCEX IEUCTBHM MOIH30BaATEIICH.

7. As part of HR policy in a company, an individual may opt-out of having information shared with any
third party other than the employer. Which law protects the privacy of personal shared information?

a. GLBA+
b. FIRPA
c. SOX

d. PCI

8. Kakue tpu yciyru npenoctasisier CERT? (BviGepute Tpu.)

a. Pa3zpaboTka HHCTPYMEHTOB, IPOIYKTOB U METOAOB aHAJIM3a YSI3BUMOCTEH+

b. Ycrpanenue ys3BUMOCTEN MPOrpaMMHOTO 00eCTIeUeHUs+

c. ObecnieueHne coOMOACHUS CTAHAAPTOB IMTPOTPAMMHOTO 00ECIICUCHUS

d. Pa3paboTka HHCTPYMEHTOB, MPOYKTOB U METOIOB IIPOBEACHUS CyACOHBIX IKCTIEPTU3+
e. Co3nanue BpeJOHOCHBIX IPOrpaMm

f. PazpaboTka HHCTPYMEHTOB aTaku

9. HeaBropn3oBaHHBIE TIOCETUTENH BOILIN B 0(pHC KOMIIAHUM U TYJISIIOT 1o 37aHut0. Kakue 1Be Mepbl MOTYyT
OBITH MIPUHATHI JJIs PEAOTBPAIIECHUS HECAHKIIMOHUPOBAHHOTO IOCTYTA MMOCETUTENEH B 31aHue?
(Bwi6epute nBa.)

a. 3aKpBITh Ha KITIFOY KAOMHETHI+

b. Perynspro npoBoauts 00ydeHue 1o BorpocaM 0e301acHOCTH.

C. 3anpeTHUTh BBIXOX U3 3/1aHKs B pabodee Bpems.+

d. YcraHOBUTH MpaBuiia M MPOLETYPHI JAJIst TOCTEH, MOCEIAIONINX 3/1aHHE.



10. Tak KaK 4eJIOBEK SIBISETCS CIEIUATICTOM 0 0€30MaCHOCTH, TO €CTh BO3MOKHOCTh UMETh JIOCTYTI K
KOH(HICHIIMATHHBIM JAHHBIM M aKTUBaM. UTO JOHKEH MOHUMATh CTICIIHAIUCT 10 0€30MaCHOCTH, YTOOBI
MPUHUMATH 000CHOBAHHBIE STUYECKUE PEIICHUS?

a. [ToctaBuuky 00IaYHBIX yCIYT

b. [ToreHnanbsHbIi OOHYC

c. [TapTHepckue oObeTMHEHUS

d. 3akoHBI, perynupyomue JaHHble+
e. [loreHnmanpHast BEIroAa

11. Ecnu yenoBek cO3HATENBHO MOJIyYaeT AOCTYI K MPAaBUTEIbCTBEHHOMY KOMITBIOTEPY 0€3 pa3perieHus,
Kakue (peaepanbHble 3aKOHBI OyIyT AeCTBOBAaTh B OTHOILIEHUH 3TOTO YeJlOBeKa?

a. CFAA+
b. GLBA
c. ECPA
d. SOX

12. ITouemy Kali Linux siBisieTcst OMyIsipHBIM BBIOOPOM NP TECTUPOBAHUHN CETEBOM O€30MacHOCTH
OpraHusaiuu?

a. DTO HHCTPYMEHT CETEBOI'0 CKAHWPOBAHMsI, KOTOPBIH CTaBUT MPUOPHUTETHI HA MMOMCKH MTPOBAJIOB
0€30MacHOCTH.

b. Ero MOXKHO MCIIONIB30BaTh AJISl IPOBEPKH CIAOBIX MECT, UCTIONIb3YsI TOJIBKO BPEAOHOCHBIE IPOTPAMMBI.
c. Ero MoxHO HcIop30Bath I epexBara M perucTpaluy CETEBOro Tpaduka.

d. Oto mucTpuOyTHB 6€30MacHOCTH Linux ¢ OTKPBITHIM UCXOIHBIM KOJIOM U cofepkuT 6onee 300
HHCTPYMEHTOB.+

13. Kakue Tpu UCKITIOUCHHS 1151 pacKphITHs nHbopManmuu oTHOocsATCs K FOIA? (Beibepute Tpu.)

a. HanmonasbHast 6€30MacHOCTh ¥ BHEIIHSISL TOTUTHKA+

b. 3anmcu npaBoOOXpaHUTETHHBIX OPTaHOB, B KOTOPBIX (DUTYPHUPYET OHA U3 MEPEUHUCICHHBIX MPOOIeM+
c. Hereonoruueckast uaopmanus o 1bipax

d. Uudopmarus, criennaibHO HE 0CBOOOKICHHAS 3aKOHOM

e. [lyGnuunas uadopmarus GUHAHCOBBIX YUpPEKICHHUHI

f. Kondunenunanbnas nemosast uHbGopmarums+

14. Kakue nBa sneMeHTa MOXKHO HallTH Ha BeO-caiite Internet Storm Center? (BriGepure nBa.)
a. OT4eTsl UHPOPMAITMOHHON 3AIIUTHI+

b. UcTopuyeckas cripaBka

c. Texymue 3aKoHbI+

d. InfoSec Bakancuun

15. AxMuHHCTpaATOP MIKOJIBI 00€CTIOKOEH pa3ryalieHueM HHGOPMAIIMH O IIKOJIBHUKE W3-3a HapylieHus. B

COOTBETCTBHUH C KAKMM 3aKOHOM 00ecredrBaeTcs 3auTa nHhopMau yJyamumxcs?
a. FERPA+

b. CIPA

c. HIPPA

d. COPPA

16. UTo MOXKHO UCTIOJIB30BaTh JJISl OLEHKH YIPO3 C IOMOIIBIO CYeTa BO3ACHCTBHSL, YTOOBI MOJUYEPKHYTh
BaXKHBIE YA3BUMOCTH?

a. NVD+
b. ACSC
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c. CERT
d. ISC

17. KakoBbI TpH MIUPOKKE KaTETOPUH MO3UITNH HH(GOpMaIIMOHHOK Oe3omacHOoCcTH? (BribepuTe Tpu.)
a. HaGmonarenu+

b. Ucnomuurenu

c. Ctpourenu+

d. Uckarenu

e. Coznarenu

f. Onpenenurenu+

18. Aynutopy npeasaraercs OLEHUTh JOKAJIbHYIO CETh KOMIIAHUH HAa IPEAMET NIOTEHIMAIbHBIX yrpo3. Ha
KaKye TP MOTEHLUAIbHBIE YTPO3bl MOXKET 00paTUTh BHUMaHue aynurop? (Beibepute Tpu.)

a. HecaHkiimoHnpoBaHHOE CKaHUPOBaHHUE MOPTOB M 30HANPOBAHHUE CETH+
b. [TonuTHKa JOMYCTUMOTO HCIIOIH30BAHUS

c. KommniexcHelii naposnb

d. HemmpaBuiibHO HacTpOeHHBIN OpaHaMaydp+

€. 3aKpbIThI€ CUCTEMBI

f. Pa30okupoBaHHBII TOCTYI K CETEBOMY 000pyI0BaHUIO+

19. KoHCy/bTaHT HAHUMAETCsI, YTOOBI 1aTh PEKOMEH IAIUHU T10 YIIPABICHUIO YIPO3aMH YCTPOICTB B
komnaHuu. Kakue Tpu obmue pekoMeH1anuu MoKHO caenarb? (Beidepure Tpu.)

a. BKII0OYuTh MyJIbTUMEAUNHHBIE YCTPOIMCTBA.

b. Obecnieuenue cTporoit KagpoBOl MOIUTUKY.

¢. OTKJIIOYMUTH TTpaBa aIMUHUCTPATOPA JJIs MMOJIB30BaTENICH. +
d. BKITIounTh aBTOMaTH4eCcKO€ aHTUBHPYCHOE CKAaHUPOBAaHUE. T
e. Bximtouenue 610KHpOBKU HKpaHa+

f. Ynanenue punbsTpanuu conepKUMOro.

4.3 TIpomexxyTouHas aTTecTalus Mo AUCHUILTNHE TPOBOAUTCA B hOpME 3a4eTa, SK3aMeHa

Tunosbie Bonpocskl 3auera (OK-2, I1IK-25)
1. DTansl pa3BUTHS CUCTEMBI 3alITUTHI HHPOPMAITUH.

2. CTpyKTypa CUCTEM 3aIIUTHl HHPOPMALIMH, IPUMEHSIEMBIX B OOIIIEMUPOBOM MPAKTUKE 00ECTICUEHUS
MH(POPMALMOHHOW O€30MTaCHOCTH.

3. Tunsl cOBpeMEHHOTO HH(POPMAITHOHHOTO OPYKHUSI.

4. TocymapcTBeHHBIC OpraHbl o0ecrieueHus HarmoHanbHOU Oe3omacHoctu CIIA.

5. [Ipencrasnenue 06 nHGPOPMAITMOHHOM NMPOTUBOOOPCTBE B Kurae.

6. [Ipaktuka xomnanuu IBM B oGmactu 3ammTsl nHOOpPMAITIH.

7. Ilpaktuka komnanuu CiscoSystems B pa3pabOoTKe CeTeBON MOIUTUKN O€30MaCHOCTH.

TunoBble 3axanus s 3a4era (OK-2, ITK-25)
1. Ykaxxute oneparmoHHy0 CHCTEMY, Han0oJiee YacToO MOIBEPralolyOCs BUPYCHBIM aTaKaM.
a. Windows
b. Unix
c. Linux

2. B cootBerctBuu ¢ Ykazom [Ipesunenra Poccun I'ocTexkomuccus B HacTosiiee BpemMsi UMEHYETCH ...
a. ©Cb
b. ®CTOK
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c. CBP

d. PAIICU

3. Yto HE BXOIUT B «3JIEKTPOHHBIN IUT» AJIs 0OecrieueHus: Hu(poBOTro CyBepeHUTETA
. COOCTBEHHAs MJIM KOHTPOJIMpyeMasi MporpaMMHast arhopma

. COOCTBEHHAs I KOHTpOJIHMpyeMast MOOMIIbHas Tiardopma

. COOCTBeHHas1 anmaparHas miatdopma

o 6 o

. HCT BEPHOT'O OTBCTA

. KTo n306pen mammny ¢ BpamarensHbIMEA ITUGPOBATHLHBIMU AUCKAMH C PA3THYHBIM KOJIMYECTBOM OyKB?
. K.-®.IllammonsoH

. A.Baacsopt

. A. TeropuHr

. U.Yurcron

o0 o 0

. K kakoMy BpeMeHU OTHOCST MOSIBJICHUE MEPBBIX CIEHUATU3UPOBAHHBIX AHTUBUPYCHBIX MPOTrpaMm?
. Hagajo 80-x rr

. Bropas nosoBuHa 80-x T

. Hagajo 90-x rr

o0 o & W

. Bropas nosnosuHa 70-x rr

Tunossie Bonpocekl 3k3amena (OK-2, I1K-25)
1. DTansl pa3BUTHSI CUCTEMBI 3aIITUTHI HHPOPMAITUH.

2. CTpyKTypa CUCTEM 3aIIUThl HHPOPMALIUH, IPUMEHSIEMBIX B O0IIIEMUPOBOM MPAKTUKE 00ECTICUEHUS
MH(POPMALMOHHON 0€30MaCHOCTH.

. Tunel coBpeMeHHOT0 HHPOPMALIMOHHOTO OPYKHUAL.
. TocymapcTBenHbIe opranbl ooecnieueHus HarroHanbHou 6e3onacHocTu CIIIA.

3
4
5. [Ipencrasnenne 06 nHMOPMAITMOHHOM MPOTUBOOOPCTBE B KuTae.
6. [Ipaktuka xomnanuu IBM B oGmactu 3ammTsl nHOOPMAITIH.

7

. Ilpaktuka komrnanuu CiscoSystems B pa3pabOoTKe CeTeBON MOIUTUKN O€30MaCHOCTH.

Tunosble 3ananus Ajs 3k3amena (OK-2, I1K-25)
1. VkaxuTe onepalmoHHYIO CUCTEMY, HarOoJiee 4acTo MO/IBEPTaIOILyIOCs BUPYCHBIM aTaKaM.
. Windows
. Unix

o

c. Linux

B cootBercTBuu ¢ Ykazom IIpesunenta Poccun ['ocTexkoMuCCHsl B HACTOSIIIEE BPEMSI UMEHYETCH ...
OCh
. ®CTOK
CBP
. OATICHU
. Uro HE BXOIUT B «3NIEKTPOHHBIN MUAT» AJII 0OecrieueHusI U POBOTO CyBEPEHUTETA
. COOCTBEHHAs MJTM KOHTPOJIMpYyeMasi MporpaMMHast riardopma
. COOCTBEHHAs WJIM KOHTPOJMpyeMast MOOMIbHAs Tuiatdopma
. coOCTBeHHas ammaparHas rmargopma

a0 o Wa o o N

. HCT BEPHOro OTBETA

4. Kto n300pen MamnmHy ¢ BpaniaTeIbHBIMU MTU(POBATHHBIME TUCKAMH C PA3JIMYHBIM KOJTUYECTBOM OyKB?
. JK.-® . IlamnonsoH

)



b. I.BaacBopt
c. A. TeropuHr
d. Y.Yurcron

5. K kakoMy BpeMEHH OTHOCAT MOSABJIEHUE MEPBBIX CHEIUAIN3UPOBAHHBIX AHTUBUPYCHBIX IpOrpaMm?

a. gayayo 80-x T

b. Bropas monosuHa 80-x rr

c. Hayayo 90-x rr

d. Bropas nmonoBuna 70-x rT

4.4. Illkana onieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

3auer
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Orenka

KommeTeninn

Jeckpuntops! (ypOBHN) — OCHOBHBIC PU3HAKKA OCBOCHUS (TIOKa3aTeIH
TOCTYKCHHSI pe3YJIbTaTa)

«3a4TCHO»
(50 - 100 6anoB)

OK-2

JIeMOHCTPUPYET BBICOKMI YPOBEHb 3HAaHHUM IIPOLIECCA CTAHOBIICHUS
cucTeM 3amuThl uH(popManmuu B Mupe. D(P(HEKTUBHO HCHOIB3YET
3apyOeXKHBII OIBIT MPHU Pa3pabOTKe KOMIUIEKCHON CUCTEMBI 3aIUTHI
uHpopmaruu. CBOOOITHO OPUEHTHPYETCS B COCTaBe, OCHOBHBIX
HalpaBJICHUSAX JEATEIBHOCTH U OCOOCHHOCTH (PYHKIIMOHUPOBAHHUS
opraHoB  3amuTbel  HHQopMarmuu.fMoxer  cPOpMyIHpPOBATH
TEH/ICHIIUH ¥ TIEPCIIEKTUBbI Pa3BUTHUS CUCTEM 3aIIUTHI MH(OpMAIUU
B Poccum 1 Benymux 3apyOekHBIX cTpaHax.

[K-25

CBOOOTHO OpPHEHTUPYETCS B HOPMATHBHO-TIPABOBBIX JIOKYMEHTOB
P® u mupa. Crioco6eH npoJeMOHCTPUPOBATH CIIOCOOBI M METOIUKHU
novcka uHpopmaruu B cetu MHTepHeT. DPHEKTUBHO OCYIIECTBISET
IIOMCK HAyYHOU JIUTEPATyphl 10 UCCIIEN0BATENBCKOW U MPUKIAIHON
JeSITeIbHOCTH. AHATU3UPYET U CUCTEMATH3HPYET OOJbIINE 0OBEMbI
uHpopmanuu. JOTBET MOCTPOEH JIOTUYHO, MaTe€pHall M3JIaraercs
YeTKO, SICHO, XOPOIIUM S3bIKOM, apryMeHTHpoBaHo. Ha Bompochl
OTBEUAET KPaTKo, apryMEHTHPOBAHO, YBEPEHHO, MO CYIIECTRY.

«HE 3a4TCHO»
(0 - 49 GannoB)

OK-2

JIeMOHCTpUpPYET HE JOCTAaTOYHBIM YPOBEHb 3HAHUM Ipolecca
CTaHOBJICHUSI CUCTEM 3alllUThl MHpOpManuu B Mupe. He cnocoben
UCTIOJIb30BaTh 3apyOeXkHBI OMBIT MpH pPa3pabOTKe KOMIUIEKCHOU
cucTeMbl 3amuThl MHGOpManuu. He opueHTHpyeTcs B cocTase,
OCHOBHBIX  HAINPaBICHHUAX  JCSATEIBHOCTH M OCOOEHHOCTH
(YHKIMOHMPOBaHMUS OpPraHoB 3amMThl UHpopManuu. He wmoxer
copMynTUpOBaTh TEHICHLUMU M TEPCHEKTUBHI Pa3BUTHS CUCTEM
3anuThl nHpopManuu B Poccun n Benynmx 3apyOeKHbIX CTpaHax.

[K-25

He opuentnpyercss B HOPMAaTHBHO-IIPABOBBIX JOKYMEHTOB P® u
mupa. He crmocobeH mponeMOHCTpUpOBaTh CHOCOOBI M METOAMKH
noucka uHpopmauuu B cet MuTtepHer. He ocymecTBuser mouck
HAay4yHOM JUTEparypsl II0 HCCIEAOBATEIbCKOM M  IIPUKIALHOU
nestenbHOCTH. He crocoOeH aHanu3upoBaTh U CUCTEMATU3HPOBATH
Oonpie  00bembl  uH(popMmaru.JHeyBepeHHO W JOTMYEecKH
HEIOCJIEN0BATEIbHO U3JIaraeT Marepuai. HenpaBuibHO oTBe4aeT Ha
IIOCTAaBJICHHBIE BOIPOCHI WIH 3aTPyAHSAETCA ¢ OTBETOMY|

DK3aMeH

Onenka

Kommnerenmu

Heckpuntopsl (ypOBHH) — OCHOBHBIE TIPU3HAKH OCBOCHUS (ITOKA3aTeNn
JOCTH>KCHHUSI pE3yJIbTaTa)




«OTIIMYHOY
(85 - 100 6anoB)

OK-2

JIeMOHCTPUPYET BBICOKMI YPOBEHb 3HAaHHUM IIPOLIECCA CTAHOBIICHMS
cucTeM 3amuThl uH(popMamuu B Mupe. D(P(HEKTUBHO HCHOIB3YET
3apyOeXKHBII OIBIT MPHU Pa3pabOTKEe KOMIUIEKCHON CUCTEMBI 3aIUTHI
uapopmaruu. CBOOOITHO OPUEHTHPYETCS B COCTaBe, OCHOBHBIX
HalpaBJICHUSX JEATEIbHOCTH U OCOOCHHOCTH (PYHKIIMOHHPOBAHUS
opraHoB  3amuTbel  HHGopMarmu.fMoxeTr  cPopMyIHpPOBATH
TEH/ICHIIUH ¥ TIEPCIIEKTUBBI PA3BUTHUS CUCTEM 3aIIUTHI MH(OpMAIUU
B Poccum 1 Benymux 3apyOekHBIX cTpaHax.

[K-25

CB0OOOTHO OpPHEHTUPYETCS B HOPMATHBHO-TIPABOBBIX JIOKYMEHTOB
P® u mupa. Crioco6eH mpoJeMOHCTPUPOBATH CIIOCOOBI M METOIAUKHU
novcka uHpopmaruu B cetu MHTepHeT. DPHEKTUBHO OCYIIECTBISET
IIOMCK HAyYHOU JIUTEPATYpHI 10 UCCIIEN0BATENBCKOW U MPUKIAJIHON
JeSITeIbHOCTH. AHATU3UPYET U CUCTEMATH3HPYET OOJbIINE 0OBEMbI
uHpopmanuu. JOTBET MOCTPOEH JIOTUYHO, MaTe€pHall M3JIaraercs
YeTKO, SICHO, XOPOIIUM S3bIKOM, apryMeHTHpoBaHo. Ha Bompochl
OTBEUAET KPaTKo, apryMEHTHPOBAHO, YBEPEHHO, MO CYILIECTRY.

«XOPOIIIOY
(70 - 84 6amnoB)

OK-2

JIeMOHCTpUpPYET  NOCTAaTOYHBIA  ypOBEHb 3HAHMM  Ipolecca
CTaHOBJICHUSI CHCTEM 3alluThl WHpOpManuu B Mupe.  Moxer
MCTIOJIb30BaTh 3apyOeXHbBI OMBIT MpH pPa3pabOTKe KOMIUIEKCHOU
CHCTEMBl  3alIUThl  MH(OpPMAIHH. JlocTatouHO  CBOOOJHO
OPHEHTUpPYETCS B B  COCTaBe, OCHOBHBIX  HAaIlPABICHUAX
NESTeIbHOCTH M OCOOEHHOCTHM  (D)YHKIIMOHMPOBAaHUS ~ OPIaHOB
3am|Thl MHpopManuu. MoxeT chopMynIupoBaTh TEHICHLUUU U
NEPCIEKTUBBl Pa3BUTHsI CHCTEM 3aluThl nHpopMmauuu B Poccun u
BEAYIINX 3apYOEkKHBIX CTpaHaX.
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IK-25

JlocTaTo4yHO CBOOOJHO OPUEHTHPYETCS B HOPMATHBHO-IPABOBBIX
nokyMeHToB P® u mupa. CriocoOeH mpoieMOHCTPUPOBATh CITOCOOBI
U METOJUKHU Toucka nHpopmanuu B cetu MuTtepuet. OcymiecTBisieT
MOWCK HAyYHOM JIMTEPATYyphl MO UCCIAEAOBATEIHCKON U MPUKIIATHON
NEeSTeIbHOCTH. AHAJIU3UPYET U CUCTEMATU3UPYET OOJbLINEe 0OBEMBI
uHpopmanuu. JOTBET NOCTPOEH JIOTUYHO, MaTepuaj u3Jaraercs
XOpOIIMM SI3bIKOM. Bormpochl, 3agaBaemble NperojaBaTesieM, He
BBI3BIBAIOT CYILECTBEHHBIX 3aTPyIHCHUIY

«YZIOBJIIETBOPUTEIHHON
(50 - 69 6amnoB)

OK-2

JleMOHCTpUpyeT HE JAOCTAaTOYHBIM YpOBEHb 3HAHUK  Mpolecca
CTaHOBJICHHUSI cUCTeM 3aluThl HHPopMmanuu B mupe. He cnocoben
3¢ (})EKTUBHO HMCIOIB30BaTh 3apyOe)KHBIN OMBIT TpH pa3pabOoTKe
KOMIUIEKCHOM CHUCTEMBI 3aIIUTHI nHpopmaIuu. Cnabo
OpPUEHTHPYETCA B COCTAaBE, OCHOBHBIX HANPAaBICHUSIX IEATEIbHOCTH
1 0COOCHHOCTH (PYHKITMOHMPOBAHHUS OPTaHOB 3aIIUTHl HH()OpPMAITHH.
3arpynHsercs copMynupoBaTh TEHIEHUMHU U  TEPCIEKTHBBI
pa3BuTHs cucTeM 3amuThl umHpopManuu B Poccun u Bemymmx
3apyOeKHBIX CTpaHax.

[K-25

He nocrarouno OPUEHTUPYETCSI B  HOPMATHBHO-TIPABOBBIX
nokymeHtoB P® wu  wmupa. C  3aTpyAHEHUSIMH  CIIOCOOEH
MPOAEMOHCTPHUPOBATH CIIOCOOBI M METOAVMKH IMOMCKa HHPOPMAIINH B
cetu MHrepHer. OCyLIECTBISIET MOMCK HAYYHOW JMTEpaTypbl IO
WCCIIEIOBATEIbCKON M MPUKIAAHON nesrenbHocTH. He crmocobeH k
aHaJIU3y u CHUCTEMaTU3aINU 00BIINX 00BeMOB
uapopmaruu. JOTBET HE BCerna JIOTMYHO BBICTPOEH, MaTepual
u3naraercs 0e3 MPUMEHEHUs HAyYHOW TEpMUHOIOTHHU. Bompochl,
3a/1aBaeMbI€ MPEINOIaBaATEIEM, BBI3bIBAIOT 3aTPYAHCHHUS.




OK-2 JleMOHCTpUpYeT He JOCTAaTOYHBI YpPOBEHb 3HAHHMH Mpolecca
CTaHOBJICHUS CUCTEM 3aluThl MHpopManuu B Mupe. He crocoben
UCIIONIb30BaTh 3apyOC)KHBIA OIBIT MPH Pa3padOTKEe KOMILICKCHON
CHCTeMbI 3amuThl WHpOpManmu. He opueHTHpyeTcs B cocTase,
OCHOBHBIX  HAaNpaBICHHUAX  JEATEIBHOCTH U OCOOCHHOCTH
(YHKIIMOHMPOBAHUSI OpPraHoB 3amuThl HHMopmamuu. He moxer
cOpMyIUpOBaTh TEHACHLUUH W TEPCICKTUBBI PAa3BUTUS CUCTEM
«HEYILOBJICTBOPHTEIHHO 3amuThl HH(popMalu B Poccun 1 Beynux 3apyOeKHbIX CTpaHax.
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(menee 50 6amioB)  (IIK-25 He opueHTHpyeTCs B HOPMATUBHO-NPABOBBIX JOKYMEHTOB PD u
mupa. He crmocobeH mponeMOHCTpUpOBaTh CHOCOOBI M METOAMKH
noucka uHpopmauuu B cet MuTepHer. He ocymecTBuser mouck
HAay4yHOM JUTEparypsl II0 HCCIEAOBATEIbCKOM M IPHUKIALHOU
nestenbHOCTH. He crocoOeH aHanu3upoBaTh U CUCTEMATU3HPOBAThH
Oonpime  o0bembl  uH(popMmaru.JHeyBepeHHO W JOTMYEecKH
HETOoCJIe0BaTeIbHO M3JIaraeT Marepuai. HempaBuiibHO OTBeUaeT Ha
MOCTaBJICHHBIE BOTIPOCHI MJIH 3aTPYAHSIETCS C OTBETOMY|

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl 10 OCBOEHHM IO TMCIUILIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OPraHU3alUN CaMOCTOSITEIbHOIM paboThl 00yUYaromuXCs:

[Ipuctynas K W3yYeHUIO TUCIUIUIMHBI, B MEPBYIO ouepe/b OO0ydaromuMcsi HEOOXOAMMO O3HAKOMUTBCS
comepkanreM paboueii mporpammbl aucturummabl (PIT[]), xoTopast ompenenseT comepskaHue, oObem, a
TaK)Ke MOPSAIOK U3YUEHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHEIL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTeNbHON pabOThl BAKHOE 3HaUCHUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeTouuecKkoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruaabHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHMe IUCIMIUIMHBD) YKa3bIBAIOTCS BCE pasfelibl M TEMbl H3y4aeMoil
JTMCLUIUIMHBIL, @ TAKXKE BUJBI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe ©  HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
peKxoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEpATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLHUIUIMHBL, IMPOrpaMMHOE OOecCIeyYeHue,
npodeccroHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COIEPKUTCS MEpedyeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJISi OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennaruu o0y4aromumcs 1o padbore ¢ TEOPETHUECKUMHU MaTepHallaMu 110 TUCIHUITIHHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH elle pa3 mpe3eHTanuio Jekunu B cucreMe MOODLe, TOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYE€TOM PEKOMEHJOBAaHHOM [IOMOJIHUTEIbHOU
JUTEPaTyphl;

- IIPY CAMOCTOSITEIBHOM M3YyYE€HHH TEOPETUUYECKON TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHBIE
B PII/] ucrounuku, npodeccruoHasibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbIE CUCTEMBI:

- OTBETUTD Ha BOIIPOCHI JIsI CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIO MCIIOIb30BaTh MaTepHalibl (hoHIa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JHUTEPaTYpOl SIBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia U PEeKOMEHIOBAHHBIX
VCTOYHHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKnu JOJKEeH coliepKaTh peepaTuBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKLUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeleHHble B cucteme MOODLe mpe3eHTay, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXAOMY Bompocy. KoHCeKT MOXKeT OBITh BBITIONIHEH B paMKax pacliedyaTKH BbIIa4uH
MPe3eHTAlUi JIGKIUH WM B OTACNBHOW TeTpaau mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAITUIO HITH PUCYHKH.



KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBbHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI COJEPIKaTh
OTBE€ThI Ha Ka)KI[BIﬁ IOCTaBJICHHBII B TEME BOIIPOC, HUMCTL CCBUIKY Ha HWCTOYHHUK I/IH(bOpMaI_[I/II/I C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJa HW3AAHUS HUCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
Koucmexkt moxer 6I>ITB OIMOPHBIM (COI[ep)KaTB JIUIIIb OCHOBHBIC KIIFOYEBLIC HOSI/II_II/II/I), HO TIpU 3TOM
MO3BOJISIIOIIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OMpeaAciACTCa CaMUM CTYACHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JCJIaTb 3alluCu IO XOAYy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIO IJIaHA (COB,Z[aBaTI: MEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOpPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011IeHe OCHOBHBIX BOIIPOCOB PabOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).
5.4. PexoMeHaIMK 10 IOATOTOBKE K OTAEIBHBIM 3a/IaHUSIM TEKYIETO KOHTPOJIS

CobecenoBanue MpennojaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH [0 BOIpOcam
MPAKTHYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
paszgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXKET TPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OI[CHKE:

- IPaBUJILHOCTH OTBETA IO CO/IEPIKAHUIO;

- IOJIHOTA U TITyOWHA OTBETA;

- CO3HATENIbHOCTh OTBETA;

- IOTUKa U3JI0KECHUS MaTepuaa;

- PalMOHAJILHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUs TOCTABIEHHON yueOHO! 3a1auu;

- CBOEBPEMEHHOCTh U A((HEKTUBHOCTH UCIIOIB30BAHMS HATMISIHBIX MOCOOM U TEXHUYECKUX CPEACTB MPHU
OTBETE;

- HCTIOJIb30BaHMUE JIOMOTHUTEIILHOTO MaTepuarna;

- palMoOHAJIbLHOCTD HUCIIOIB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIPOCOB MPAKTUYECKOTO 3aHATH. [Ipy BBICTYIUICHHH C MPE3eHTalMell HeoOX0MuMOo oOpaIiaTe BHUMAaHHE
HA TaKWe MOMEHTHI KaK:

- colep)KaHUE TPE3CHTALMU: aKTyalbHOCTh TEMbI, MOJIHOTA €€ PACKPBITHSA, CMBICIOBOE COMAEp)KaHUE,
COOTBETCTBHE 3asBJICHHOM TEMbI COJIEP)KaHNIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
Ha PECYpChl. COOTBETCTBHUE COACpPKAHUS U JIMTEPATyphl), MpaKTUUeCKas HaNpaBIeHHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON QopMe, aJleKBaTHOCTh UCIOIb30BAHUS TEXHUYECKUX CPEACTB YUeOHBIM 3ajlauaM,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTD MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAlMU: O00bheM (ONMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMH, 3ByKOBO€ OQOpMIIEHHE, CTPYKTypUpOBaHHE UHOpMAINH,
COOTBETCTBHE 3asBICHHBIM TpPEOOBAaHUSM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeIbl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;

- TMYHOCTHBIE KaueCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIOIEHUE PErIaMeHTa, SMOIIMOHATIBHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpPOBaHHbIE, INTyOOKKE U MOIHbIE 3HAHUS 110 BCEM pa3jiesaM MporpaMMmbl:
- coiep)aHWe BBICTYIUICHHUS: JIOTUYHOCTh H3JI0KEHHUS Marepualia, PacKpbITUE TEMBbI, JIOCTYIHOCTh
uznoxkenus, d3PpdextuBHoCcTh npuMeHeHus cpeacts HWKT, cmocoObl u  yciaoBHs —JIOCTHXKEHHUS
pPEe3yNBbTaTUBHOCTH W 3(P(EKTUBHOCTH U1l BBIMOJHEHHS 3a/1a4 CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
NeSITeNIbHOCTH, JI0Ka3aTeJIbHOCTh MPUHUMAEMbIX PEIICHUM, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHMUS,
BBIBO/IB.

6. YueOHO-MeToAUYecKOe U MHPOPMALIMOHHOE 00ecnieYeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:
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1. JlJomarun J1.B., Kanununa FO.B. be3omacupie nH()OpMaIimoHHbIe TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.1.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)
2. Tam6 roc. yH-T uMm. I.P. [lepkaBuna, UH-T Maremaruku, Gpusuku u nHGopMaTuku TexHUYecKas 3amura
nHpopmaruu : yueb. mocodue. - Tam60B: [b.u.], 2014. - 1 anekrpon. ont. guck (CD-ROM)

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. 3arunaiinoB FO. H. OcHoBbl mHGOpMAaIIMOHHON 0€30MaCHOCTH: KypC BH3YaJbHBIX JICKITUH : y4eOHOE
nmocobue. - Mockpalbepnmun: JIlupekr-Memua, 2015. - 105 c. - Tekcr : anmekrponnbii // DbC
«YHUBEPCUTETCKAS OmoOIMoTeKa OHJIAHH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=362895

2. 3arunaitnoB 1O. H. Teopust nHGOpManMOHHON O€30MACHOCTA M METOMOJIOTHS 3alIUThl HHGOPMAIINH :
yduebHoe mocobue. - Mockpa|lbepnun: [upexkr-Memma, 2015. - 253 c. - Tekcer : snexrponssii // ObC
«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557

3. AepuenkoB B. U., PertoB M. 1O., KyBeixkiima A. B., Pynanosckuit M. B. Aynut unbopmarmoHHon
0€30MacHOCTH OPTraHOB MCTIOJHUTEIHHOM BIACTH : y4eOHOE mocodue. - 4-¢ u3l., crep.. - Mocksa: OnuHTa,
2016. - 100 c. - Tekcr : snexrponnsiii // IBC «YHuBepcurerckas 6ubnuoreka onmaite» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&i1d=93259

4. ABepuenkoB, B. Y. Aynut nHbopManmoHHON 0e30MacHOCTH : yuyeOHOe ocoOue aiist By30B. - Bech cpok
OXpaHbl aBTOPCKOTO TpaBa; AyauT WHGOPMAIMOHHONW 0e30macHOCTH. - bpsHCK:  BpsiHCKUMI
rOCyJIapCTBEHHBIN TeXHUYeCKnil yHUBepcuteT, 2012. - 268 c. - Tekct : anekrponnsiii / IPR BOOKS [caiT].
- URL: http://www.iprbookshop.ru/6991.html

5. KommnekcHoe obOecniedeHne WHGOPMAIMOHHONW O€301aCHOCTH aBTOMATH3WPOBAHHBIX CHCTEM
nabopatopHblii mpakTukyM. - CraBpomonb: CeBepo-KaBkasckuit ®@enepanbnpiii yHuBepcurer (CKOY),
2016. - 242 c. - Tekcr : snexrponnsiii // OBC «YHuBepcurerckas 6ubnuoreka onmaita» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&id=458012

6. Ilerperko B. U. Teopernyeckne OCHOBBHI 3amuThl WHGOpMaNuK : ydeOHOoe mocobue. - CTaBpoOIob:
Ceepo-Kaskaszckuii @enepanbupiii yauepcuteT (CKDY), 2015. - 222 c. - Teker : anexrponssid // 9bC

«YHUBEPCUTETCKAS OmoOImoTeKa OHJIANH» [caiT]. - URL:
http://biblioclub.ru/index.php?page=book&id=458204

6.3 I1Hble UICTOUYHUKH:
1. Kypc «OcHoBbI nH(OpMaMoHHO# Oe3omacHocT» - https://www.intuit.ru/studies/courses/10/10/info

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue T CHUIIMHBI, IPOrPpaMMHOe odecriedeHne,
npodeccuoHaIbHbIe 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

I[JIH MMPOBCACHUA 3aHATHN 110 JUCHUITIINHE HGOGXO,Z[I/IMO CJICAYIOIICC MAaTCpUAJIbHO-TCXHUYCCKOC
OGCCHC‘-IGHI/ICZ yqe6HHe AyaIuTOpruu JId TIPOBCACHUA 3aHATUN JICKIUOHHOI'O M CCMHUHAPCKOT0 THIIA,
IPYIIIOBbIX UM HHIUBHUIYaJIbHBIX KOHCYJIBTALMM, TEKYyLIETO KOHTPOJIA M IIPOMEXKYTOYHOM arrecTalud,
IIOMCIICHUSA OJIs1 CaMOCTOSITEIILHOU pa6OTI:I.

VY4eOHble ayTUTOPUN U MIOMEIICHHUS ISl CAMOCTOSTEILHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATIM3UPOBAHHOM
MeOeNbl0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeACTaBIeHUs yueOHo nHpopManuu
OO0JIBIIION ayTUTOPHH.

[TomereHus: A1 CaMOCTOSITEIbHON pabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOW C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHrEeM JloCTyna B AIEKTPOHHYIO
nH(pOPMAITMOHHO-00pa30BaTEILHYIO CPENy YHUBEPCUTETA.

Jlnst mpoBeieHusl 3aHATHI JICKIIMOHHOTO THIIAa UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIMOHHOTO 000PYI0BaHUS,
o0ecreYnBarole TEMaTHYECKHE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

Jlunien3znoHHoe nporpaMMHOe 0OecIeUeHHeE:
Koncynsrant Ilmtoc
Google Chrome
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Microsoft Windows 10

ITpodeccronanbhblie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. ONEeKTPOHHBIN KaTrajor @yHIaMEHTaIbHON OubmuoTeKn TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2. DnexrponHas oubmorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoTeyHass cucrtema. — URL:
https://www.studentlibrary.ru

4. Poccuiickas rocynapctBenHas Oubnaunoreka. — URL: https://www.rsl.ru

5. Poccuiickas HarmoHanpHas 6nbamoreka. — URL: http://nlr.ru

6. [Ipe3unentckas oubnuoreka umenu b.H. Enpriuna. — URL: https://www.prlib.ru
7. Hayunas snexrponnas 6ubnuoreka eLIBRARY.ru. — URL: https://elibrary.ru

8. Hayunas osmektponHas OubOnuoreka Poccwiickoit akamemun — ectectBo3Hanms. —  URL:
https://www.monographies.ru

9. VYHuBepcurerckas ~ OuOnMOTEeKa  OHJIAMH:  DJIEKTpOHHO-OMOMMoTeunas  cucrema. —  URL:
https://biblioclub.ru

JJIeKTpPOHHAsA HH(POPMALIMOHHO-00pa3oBaTe/ibHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3anMoneiicTBue mpenomaBaTenss W CTY[JCHTa B Tpolecce OOyYeHHUs OCYHIECTBISIETCS MOCPEICTBOM

MYJIBTUMEMHHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHH, HUCIOJIB3YEMBIX B
ANIEKTPOHHOH HH()OPMAIIMOHHO-00Pa30BaTEILHON CPEIe YHUBEPCHUTETA.



